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Introduction

This manual provides an overview of Scylla integration with Network Optix (VMS) .

This integration adds additional functionality to Network Optix Video Management
System to support Scylla Al Modules.

Scylla has two-way full integration with Network Optix VMS which means that it takes
input from Network Optix Server and reports back to Network Optix witness client.
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Scylla Dashboard Configuration

Open the Scylla Asteria or Scylla On-Premise Dashboard.
Go to Account menu -> Settings

| o | LOCAL
o 04:49:38 PM +04:00 Fri

local company
04:50:25 PM +04:00 Fri

Profile
& Settings

Settings

A Error Logs Event Rules

% Activity Log = Activity Log

User Management
Logout

i+ Logout

Scylla Asteria Scylla On-Premise

Now navigate to Integrations menu

# HOME W« CAMERAS @ ALARMS | EVENTRULES | o | LoCAL

a technologies Inc. 104:50:32 PM +04:00 Fri

/o Settings Integrations | Add new +

& Preferences NAME DESCRIPTION TYPE AUTHTYPE

Integration list is empty
& Customization

» Alarm Endpoints

) Arm [ Disarm

o~ APl Management

Click Add new +
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Create Integration

Name

| MNetwork Optix integration |

Type

Description
Server IP [ Hostname
| https://192.168.11.106

|.

B Automatically create alarm endpoint

Name: name the integration

Type: Select Network Optix from the list

Description: Add a description if needed

Server IP/Hostname: |P address of the Network Optix Witness Server
(https://ipaddress)

Port: 7001 (NX Witness Server port)

Auth Type: Basic or Bearer (select Basic)

Username: NX witness user (with administrator role) username

Password: NX Witness user (with administrator role) password

Click test to test the connection, if successfully connected then a message will be
displayed.
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Click Save.
Automatically create alarm endpoint: If enabled, an alarm endpoint will be
automatically created in the settings-> alarm endpoints

Importing Cameras from VMS

Scylla Asteria

Go to Cameras page and click add new +

Select Import From VMS
Add new -+

ARl  Add IP Camera

Import From YMS

Onvwif Discovery

Page 6
Document Version 2.0.0



Scylla User Manual
O SCYLLA Scylla -Network Optix VMS integration

Add VMS Cameras

| - S —

NAME

[] bszmzsussPa ey T T ——— v |

[] sipazeanTiia [ Rtapsjfeeeseseesseereragen a=e o= =~ ~— 3 /Streaming/Channels/1017Transpor... |

Rows per page 10 + 1-20f 2

Select the Integration created previously from the drop-down menu.

Cameras from Network Optix server will appear in this window, enabling the cameras
to be imported to Scylla Asteria.

Click Create

The imported camera(s) will be shown on the Cameras page.

4 HOME m( CAMERAS M ALARMS W EVENTRULES

TRANSACTION ID BUILDING ADDED AT PATH SCHEDULE

/00000001-0000-babe-0008-
BO79H7dS... 1 18-08-2023 0519 PM 9a08caBTOBST e o In schedule
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Scylla On-Premise

Go to Sites page, select a site -> Properties -> Manage Devices

. SCYLLASECURITYSUITE 4 5:7pc - HARDWARE 4 ALARMS . () AIMODULES - Jy SCYLLABI

Powerad by Scylla tachnologies Inc.

@ 1ST SITE

- I8 Default

v & Live
@ Add Camera

Select Live Stream and click Next

DEVICE TYPE

[l

Event Based [Scylla Al Appliance]
‘Send motion frames or short video clips from your video devices through
Scylla APts
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Select Network Optix and click Next

INTEGRATION TYPES

™
[RTSP] RTSP | | ronl Genetec
AN

™
[SCYLLAVMS] Scylla VMS | | [ML] Milestone
R RRRREEEEEEEEEEE————————————————————...

|. [MX] Network Optix

Select the integration from the drop-down menu and the cameras on NX Witness server
will appear
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VMS Camera Create X

| cmmm NXW Create Integration |
NAME URL

O SIPAZBAATH/A | Rispe[[fros ettt o ecssase s ey Streaming/Channels /1017 Transpor... |

[]  Ds2To26me-6/PA | Rigp:/fresss sssssssssssnn ace < == =7 _ IS AP| [Streaming/Channels/101 v |

Rows per page 10 ~ 1-20f2

Enable the cameras that will be imported to Scylla on-premise server.
Click Create & Continue

The imported camera(s) will appear under the group

- I Default

Ao NX
W SIPA2BAATH/MA

Once deployed, the alarms will appear on Scylla Dashboard and NX Witness client
(alarm endpoint & event rule should be already configured on Scylla dashboard and
Generic Event rule should be created in NX Witness Client as mentioned later in the
document).
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Configuring Event Rules

Event rules are created to link the events, schedules and actions.

Scylla Asteria

Go to EVENT RULES page click Add

fou) ScymaAl Agplanca 4 HOME m« CAMERAS & ALARMS | EVENT RULES

Rules

Event Rules

‘ Send to NX Witness

Name the event rule, select the event type (default is All event type), Select the
camera(s) whose event will trigger the action (default is All cameras), select schedule
(select the default 24/7 from drop down menu or create new schedule by clicking
create schedule).

In the action select HTTP Endpoint and for HTTP Endpoint select NETWORK_OPTIX.

Click Save.
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Now click Apply configuration on top.

o | LOCAL
| 05:49:16 PM +04:00 Fri

Apply configuration

Now Scylla Asteria is ready to send the alarm to NX Witness Client from camera(s) that
are configured in the Event Rule.

Page 12
Document Version 2.0.0



Scylla User Manual
O SCYLLA Scylla -Network Optix VMS integration

Scylla On-Premise

Go to Account Menu -> Event rules
|T local company
| D601:04 PM +04:00 Fri

Profile

-
& Settings

Event Rules
9 Activity Log

2 User Management

-+ Logout

Event Rules
Name

" Send to NX
Event Type

‘ All Event Types
Devices

‘ All Sites

Name the event rule, select the event type (default is All event type), Select the Site
and camera(s) whose event will trigger the action (default is All Sites & All cameras),
select schedule (select the default 24/7 from drop down menu or create new schedule
by clicking create schedule).

In the action select HTTP Endpoint and for HTTP Endpoint select NETWORK_OPTIX.
Click Save.

Now Scylla On-Premise is ready to send the alarm to NX Witness Client from camera(s)
that are configured in the Event Rule.

Page 13
Document Version 2.0.0



Scylla User Manual
Scylla -Network Optix VMS integration O SCYLLA

Scylla Plugin Installation

Note: Scylla plugin must be installed on the same machine where NX VMS server is
installed.

To set up the Scylla Plugin do the following:

Open the Scylla Cloud Dashboard -> navigate to the Resources tab and double-click
on NX-Plugin

) SCYLLA SECURITY SUITE Q SITES & HARDWARE & ALARMS - LM STATISTICS 4k AIMODULES - [ REPORTS g EVENTS @ FORENSICSPRO "™

+ SCYLLASECURITYSUITE @ SITES & HARDWARE & ALARMS - | STATISTICS 4 AIMODULES - [5 REPORTS [j EVENTS @ FORENSICS PRO ™™ =. 9 o 2 | & z:‘;":";‘:ﬂ
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Once the .msi file has been downloaded, please find the path and open the file
m%l Scylla Bounding Box Plugin Setup - X

Welcome to the Scylla Bounding Box
Plugin Setup Wizard

The Setup Wizard will install Scylla Bounding Box Plugin on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Mext Cancel

Specify the installation path. For example, C:\Program Files\Network Optix\Nx
Witness\MediaServer\plugins\

Please Note, based on the version of NX, you need to apply inside the path your NX
version (Witness/Meta)

C:\Program Files\Network Optix\Nx Meta\MediaServer\plugins\
OR
C:\Program Files\Network Optix\Nx Witness\MediaServer\plugins\

ﬁg Scylla Bounding Box Plugin Setup — s

Destination Folder
Click Mext to install to the default folder or click Change to choose another.

Install Scylla Bounding Box Plugin to:

|C:\Prograrr1 Files\Metwork OptizdMx Meta\MediaServeripluginsy,

Back Mext Cancel
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Click Install
ﬁ Scylla Bounding Box Plugin Setup — pd

Ready to install Scylla Bounding Box Plugin

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Install Cancel
| $

Click Finish.
£

Completed the Scylla Bounding Box
Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard.
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After the installation of the plugin, please navigate to Services, find the running
service Network Optix Media Server, right click on it and Restart the service

Services - o -
File Adion View Help

- = 3 7 LI

Services (Local) Services (Local)

Network Optix Media Server

PNRP Mo ne Pul
Device Enumerator

Extended /| Standard /

Network Optix Configuration

After restarting the service, launch Network Optix VMS.
From the Main Menu, expand the servers tab.
Right-click on the camera, and choose Camera Settings

= New Layout1 X

4 DESKTOP-JFNAR9H
2 admin
s Server DESKTOP-JFNARSH
Open
Open in New Tab

Open in New Window
Create Group

Delete

Rename

Check Camera Issues..

Camera Rules..

Camera Settings...
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From the Camera Settings, please click on the Plugins tab
You will see the Scylla Plugin. Double-click on the plugin and enable Scylla .

4 DESKTOP-JFNARSH
Kl Camera Settings - DS-2TD26178-6/PA-channel 2 - Nx Witness Client

Hotspots  Advanced WebPage P

Hikvision

Scylla Plugin

@) Scylla Plugin

107
Scylla LLC

Primary

Cancel

Repeat this for all the cameras that are integrated with Scylla Al.

Event Rule

To display alarms received from Scylla in the notification window, an event rule must
be created.

System name -> System Administration

New Layout X

-
® adi Open Web Client.
Merge Systems.

System Administration... Ctrl+Alt+A
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Click Event Rules

-
=
=

Event Rules Event Log Camera List Audit Trail Bookmarks

System Settings

Click +Add button to add a new event rule.

[ Event Rules - Nx Witness Client o X

= Fventiog

Source > Action Target interval of Action

Restore All Rules to Defauit ]

I Event Rules - Nx Witness Client [u] *
— Delete = EventLog

Source Action Target

Every 1 minute

2. All Administrators

Restore Al Rules to Default
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In the Event section, select When Generic Event.

Now click on the Schedule button to configure when this rule will be active.Click OK.

In the Action section, select Do Show Desktop netification to display the alarms in the
notification tab .

Restore All Rules to Default

If Force Acknowledgment is enabled, the alarm will stay in the notification window until
acknowledged.

Click OK.

Alarms in Network Optix

On the NX VMS main page it is possible to view tha alarms in both Objects &
Notification tabs.
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7:23:59 PM

LLUTE I

1- Go to Objects.

2- Select the desired camera(s).

3- Hover over a specific alarm to review its details , double click to view the alarm.

4- View the alarm recording (Recording for camera channels must be enabled in
NX VMS )

Additionally, the alarms will be displayed in the Notification window.

= NewLayout1* x

4 DESKTOP-7QH50IM

11:05:40 PM
01 November 2024 10 PM

GENERIC_RTSP-101
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We value and appreciate your feedback. If you have any questions or suggestions,
please contact support@scylla.ai or submit a request to the Scylla Help Center at
https://support.scylla.ai/portal/en/home.
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