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Introduction

This manual provides an overview of Scylla Face Recognition System and instructions on how to
use it.

Login

To use Scylla On-premises you first need to login to the dashboard. Dashboard is
accessible by typing the IP address of the On-premises server in the browser.

If you are already logged in, you will be redirected to the main Dashboard page.
If you are not logged in, you need to enter your Username and Password into the
corresponding fields and click the Login button.

INTELLIGENT AUGMENTATION FOR YOUR
SECURITY

Username

By logging in you are accepting our Terms and Conditions
Version: v2.19.0

After entering your credentials and clicking the Login button you will be redirected to

NOTE. Please be attentive while entering your username and password into the fields.
Make sure you have not copied any additional characters or left leading spaces.
Example of leading spaces:

Wrong: “ username” has leading spaces

Correct: “username” does not have any leading spaces.
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the Dashboard page.

If you are not redirected to the Dashboard page, there are two possible reasons:

1) Ifyou see the “Invalid credentials” message, that means you have entered
the wrong credentials.

A\

INTELLIGENT AUGMENTATION FOR YOUR
SECURITY

scylla-local-company

4

By logging in you are accepting our Terms and Conditions
Version: v2.19.0

Double-check and reenter your credentials. If this message appears again, contact your
administrator.

2) If you are not able to log in and there is no message, try to clean your browser’s
cache and try again. See this article for detailed instructions on how to clean
your browser’s cache.
If cleaning the cache does not solve the problem, you are always welcome to

submit a request on the Help Center


https://www.pcmag.com/how-to/how-to-clear-your-cache-on-any-browser
https://support.scylla.ai/portal/en/home

Scylla Security Suite

Home Page

On the Home page you can see general information, such as the total number of connected
cameras, camera state, running engines, recent alarms, active modules and deployments.

In the Modules right window, you can see all connected modules.
You can click on the module that is active and has connected cameras to open its Toolbar page.

In the Cameras bottom left window you can see the list of all connected cameras listed by Type,
Device Type, Last Activity and Stage, above you also can filter them by Device Type, Integration
Type and Camera Type.

In the Recent Alarms middle window, you can see all recent alarms, their locations, and the
number of alarms. Filter the alarms by clicking on the module filter icon located from the rotating

st (i.c. IS,

You can click on the alarm to open the Browse Alarms History page of the specific camera.

In the Snoozed bottom window, you can check the Snoozed cameras and Snoozed sites if any.

In the Deployments bottom right window you can view the active deployments with their info (ID,
status, Al module).

On the Top-right side under the username you can see the time with timezone, also you can add
timezone per site, so if you have a company with multiple sites and each site in a timezone , you
can manage it.


file:///C:/Users/NaregTerzian/Downloads/Scylla%20Security%20Suite%20Manual%201.0.8.docx%23_Browse_Alarms_History

Sites

On the Sites page you can see the list of sites on the left side.
Select the desired site to see the following stats and options:
e Site name and creation date
e Recentalarm — info about the most recent alarm (in red message)
e Snooze — select the type of alarm notification’s snooze action and the duration
e View Schedule- Info about the schedule of the selected site
Disarm — disarm the detections from selected Site by specified duration or
disarm/arm manually
e Alarms — number of recent alarms
e Cameras — number of connected cameras
e Drivers- number of drivers

e Groups —number of groups
Open Alarms — window containing the most recent alarms. Click on the specific

alarm to see the detailed information only for this alarm occurrence.
e Properties window:
o Browse Alarms — opens the Browse Alarms History page with all alarms for
this specific site
o Statistics — opens the Statistics page for this specific site
o Reports — opens the Reports page for this specific site
o Manage Devices — opens the Manage Devices menu for this specific site
Most Active Cameras — list of most active cameras and a total number of their
alarms. Click on the camera to see its detailed information and settings from the
Hardware menu




,TE ©Q SITES g HARDWARE A ALARMS - {) AIMODULES v ) SCYLLABI [5 REPORTS - -
nc

8 (2%
| 12:0224PM <0400 Thu

New Site Snoore Properties ~
(] 09-20-2023 12:43 PM +04:00
Asia/Yerevan

o, 14 seconds

OFFICE STREAMS

Open Alarms Most Active Cameras
W4 smoke new ( Smoke/fire has beon detectsd. ) 21 days a W¢ smoke new

W4 smoke new ( Smoke/fire has beon detectsd. )

W4 smoke new ( Smoke/fire has beon detectsd. )

W4 smoke new ( Smoke/fire has been detected. )

W4 smoke new ( Smoke/fire has been detected. )

B4 smoke new ( Smoke/fire has been detected. )

W4 smoke new ( Smoke/fire has been detected. )

©2023 Powared by Scylia Technologies Inc.  Terms and Conditions

To create a new site, click the Add new site button.

Then, in the Site Create pop-up menu specify the Name, Time zone, Alarm runway and
Description, Upload photo if needed and Click Submit.



Site Update

Name

|r Default

Time zone

‘ Europe/London
Alarm runway (seconds)
|'- 0

Description

‘ Upload new photo

You can also update the site’s name, address, description, and add/remove photo by
hovering your mouse cursor over the site’s name from the list and clicking the Edit

button.

Enter the information into the corresponding fields and click Submit to save.



Alarm Runway/Cooldown

Alarm runway is a site-level setting that will group repeated alarms from the same camera
withing the specified amount of seconds.
This will notify once but buffer all subsequent alarms under that one alarm.

Snapshot Details 0O Camera [cam1]

Intruder Detection

RTSP

B 11-07-2023 11:47:25 AM +04:00
caml

IDS

0-20of 28 Show: 20 +

) 1 adfef2 .1::3;5:(2;11;47&5 Verified Intruder Detection

In the alarm record there is the Sub Alarms field where you can see the number of alarms
detected within the specified alarm runway time.

By clicking the “2(0)s” which means 2 detections occurred within the specified time, a Sub
Alarms window will pop up showing the detections.

Sub Alarms b 4

£ 11-07-2023 11:47:25 AM +04:00 3 Snapshot {5 11-07-2023 07:47:31 AM +00:00

Details >

5] 1-07-2023 07:47:28 AM +00:00

Details >

v Acknowledge x Dismiss

On the left side the main alarm is displayed.

On the right-side sub alarms are displayed and by clicking the Details button it is possible to
view the details of a specific sub alarm.

It is possible to Acknowledge, Dismiss, False or Delete the alarm from this window.
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Browse Alarms History
On the Site page select the desired site, then click on Browse Alarms on the Properties window.

Properties ~

A Browse Alarms

[} -
= Manage Devices

Here you can see the detailed information for all alarm occurrences (such as Camera Name, Site
Name, Label, Person ID, Person’s Name, Type, Data & Time, and Alarm Status).

By default, the last alarm occurrence is selected, and its Detection Details window is open on the
right side, and the Filters menu is open on the left side.

Lo SCVLI‘.‘ASECUR‘HVSUITE Q SITES & HARDWARE 4 ALARMS - @) AIMODULES - ki SCYLLABI [ REPORTS

Detection details

@ Since 8 Nov13:53 404
ne: Corridor (2
OFFICE STREAMS (7
Face (qa)
Not set

Alarm Status

[ oPen
(1) ACKNOWLEDGED
() DISMISSED

[ FAILED

() FALSE

Not set
Not sat
Not set
640cBe6-0563-4bib-9eb8-cb62d6bdaded

Detection Type

A %. v

[ REECTED

Seloctions

Facial Recognition

= P W

'

92023 Powered by Scylla Technologies Inc.  Terms and Conditions.

Click the Close Filters button to close the filters menu and click Open Filters button to open it
again.
Filters allow you to filter alarms by:
e statuses (open, acknowledged, dismissed, ignored, failed).
type (verified or rejected).
event type.
labels.
sites.
integration options.

L



e cameras.
e date & time (opens the calendar where you can click on the date field and select the
desired date or a period).

On the Detection Details window, you can see the name of the camera and site, date, and time of
detection. You can also switch between the Video Clip and Snapshot of the detection occurrence
by clicking the corresponding buttons, zoom in/out using the zooming controls, and Acknowledge

, Dismiss “, Mark as False Ml Delete B o download snapshot the detection by
clicking on the corresponding buttons.

Detection details

r 1D: 6c68b078-853c-4205-a471-f59d77060a7f
me: 6c68b078-853c-4205-a471-f59d77050a7f
D: Not set

® Open & 01152024 02:25:12 PM +00:00

Snapshot includes two images: Left image is the enrolled image in database, right image is the
detection image.

Click the Close Detection Details button to close the window.

You can delete multiple alarms by selecting the checkboxes on the left and clicking the Delete
button.
12



by Ll UITE  Q SMES = MARDWARE A ALARMS - b AIMODULES - M SCYLLABI [ REPORTS

T CLOSEFILTERS

Fackal Recognition

Facial Recognition

Detection Type
Facial Recognition

() REECTED
Seloctions 2 * Facial Recognition

Faclal Recognition

Facial Recognition

2023 Powered by Soylla Technologies inc.  Terma and Conditions.

You can Create report of multiple alarms by clicking create Report button on up-left side, choose
the format, checkmark “with frames and videos” if it's needed and click Create button.

Create Report

‘Bcsv

\ PDF

[«] With frames and videos i

Manage Devices

On the Site page select the desired site, then click on Manage Devices on the Properties window.

13



Properties ~

A Browse Alarms

=3 Manage Devices

You can also open the specific camera’s settings by clicking the camera in the Most Active
Cameras window.

On the Manage Devices menu you can open the existing camera groups to see all cameras and
be able to change their settings.

Q@ DEMO SITE

Groups
C

~ I Default
A mlive
Wt camera
W<« Camera C
B<Camera B

Mt Camera A

Create Group

If you need to create a new group, click the B button.
In the opened Group Create pop-up specify the name for a new group and click Submit.

Group Create

14



Add New Device
To add new device, click on the More Options button on the desired group and click Add camera.

Q DEMO SITE

Groups
C

~ BB Default
A & live
B¢ camera

W4 Camera {
W Camera| ™ Add C: mera
:

O Edit

W« Camera, T Delete

Then on the pop- page fill out the needed information and click Connect.

Create Camera

Name

URL (rtsp, rtmp, http) Onvif Port) @
Tags

Description

Cameras +

Connect All

Name: Camera name

Url: rtsp, rtmp or http Url of the camera

Onvif Port: If not specified, default is 80

Tags(optional): Create Tags related to the camera (e.g. to define the camera as an Entry camera
for Time Attendance , create the tag “entry”)

Description(optional): Additional info about the camera

Click Connect.
15



If the provided URL is valid, you will receive information about the camera stream, click Create.
Create Camera

+ !\Iame

Entry Camera

URL (rtsp, rtmp, http) Onvif Port)
—‘—'——-_-—'_- - - fav0_0 | |

Tags

entry x

Description

1920px

+/ Camera Frame Available

+ Onvif Port Reachable

+ Rtsp Port Reachable
onvif Supported

PTZ Supported

+ Camera is valid. Connect

=al

Click Create to finish the camera creation process.

16



Hardware

On this page you can see the list of all connected Cameras and Integration Drivers, as
well as filter Cameras by Sites, Device type, Integration type and Camera State, and sort
Integration Drivers by Site and Device Type.

LOCAL

ITE - — o
ne 0 SITES & HARDWARE M ALARMS -~ 4} AIMODULES ~ 4l SCYLLABI [E REPORTS - o |:‘ e T T

= Hardware

Cameras Integration Drivers OFFICE STRE... X All D es v H All Integr T v H All €

MOTION ACTIVITY
NAME SITE NAME DEVICE TYPE DESCRIPTION TAGS CHANNEL INDEX ] 24H (IDS ONLY) STAGE CREATED DATE

OFFICE STREAMS

= 10-19-2023 12:13:48
Live Not set Not set a Not Available (_Active ) PM +04.00

Rows perpage 10 = 1-1of1

N T L L L T

Alarms

Edit

Settings
Preview
Reference Shot

Delete

Alarms: Redirects to the Alarm History page displaying the alarms of this camera

Edit: Allows you to rename the camera, make changes to the URL (RTSP, RTMP, http), create
camera tags and add description.

Settings: Allows you to draw detection zone(s)/area(s) & configure module specific settings.

Preview: Displays the camera frame and details

Reference Shot: Refreshes the camera frame in the camera record
17



Delete: Deletes the camera

Clicking Settings opens Choose a Category window

Choose A Category

Choose ltem..

Gun Detection

Intruder Detection

Anomaly Detection

Thermal Screening

Choose Al module and click Next.

Corridor (Face Recognition System)

Drawing Settings

There are two sections; Drawing and Settings which are Al Module specific.

18



Drawing coordinates

Left-click on the desired starting point for one line, then hover your mouse to the
desired ending point and left-click. Now you have drawn one line. Repeat this process
to create detection zones in your camera'’s frame. Click Erase to delete all zones. Click
Refresh to refresh the stream. Click Save to save all drawn zones.

Corridor (Face Recognition System)

Drawing Settings

Polygon 1

=

~ Hﬂ/l ludy

Settings

Face Recognition

Corridor (Face Recognition System)
Drawing Settings

¥ Enable Auto-Enroliment

19



Deployment

To add a new deployment, go to Al MODULES section and select Facial Recognition.

Now Click the Deployments icon

) SCYLLA SECURITY
N Powers

Q SITES & HARDWARE M ALARMS - {) AIMODULES -

[r— LOCAL
me= oy o
Wil SCYLLABI [E REPORTS = 5 | ™ | 01:50:11PM +04:00 Wed

= Facial Recognition / Vic A ¢ D 0 = & x Q

Views

B Default
Test

Cameras

Deployments pop up appears, click Add.
'+ Deployments

(e Deployment Sets | Settings |

@ Allocate capacity on the Cluster Settings page, to be able to deploy. Cluster Settings 7

D NAME CAMERAS STATUS

List Is Empty

If you have not allocated capacity for this module, a message will appear.
Click on Cluster Settings to navigate to Settings->Cluster Settings.

20



7\ SCYLLA SECURITY SUI
wered by Scylla Te Iy

/2 Settings

@ Security

«: Recording Templates
& Customization

» Alarm Endpoints

& Acknowledge Messages

er Settings

TE Q SITES & HARDWARE A ALARMS - 4} AIMODULES -
C

Cluster Settings
* (] HOSTNAME

80f64575-67e5-4b4d-b304-
v 1bOfelbbeeb6 sovlla

View Mapping

8¢ Traffic Flow Analytics
& Traffic Flow Analytics

%y Fight Detection

W SCYLLABI [ REPORTS = -

a |;| LOCAL

01:21:39 PM +04:00 Fri

STATUS GPU COUNT Pva

READY 1

Here, Cluster information appears with number of GPUs installed (under GPU count)
And a summary about the modules/gpu mapping.
If you have several GPUs installed, you can balance the load by distributing the
modules across several GPUs.

Click on the more options three dots in the cluster record then then GPU Mapping.

Attach to Site

Now the list of modules with their GPU mappings appears, if any.
You can add mapping by clicking +.

After selecting module and mapping to the GPU index, click submit.
Now you are ready to add deployment.

Back to deployments page, it is possible to create Deployment sets to assign cameras
to sets and save them to avoid camera selection every time manually.

21



'+ Deployments X

O Deployment Sets | ‘ Settings |-

STATUS CREATED

List Is Empty

Click Deployment Sets

v Deployments

Deployment Sets

Existing Sets

Click the add button to add a Set.




Deployment Sets

Existing Sets

Name the Set. Click Save.

List of available cameras and selected cameras appear.

j:s:: Deployments

Deployment Sets

Existing Sets 4+  Available Cameras Selected Cameras

test

No selected options

Balcony Entrance

Dev Room1

Dev Room 2

Dev Room 3

Corridor

Choose the required camera(s) and drop them in the Selected cameras window by
clicking the > arrow.

It is possible to remove cameras from a set by selecting the camera and clicking <
arrow.

After adding the camera(s) to a set, click Save.

Settings page includes settings specific to the module such as threshold, cooldown between
detection etc. Change these settings carefully as it will affect the detection rate.
In the deployment window, click Settings to access configuration specific to the module.

23



:c:: Deployments

© Allocate capacity on the Cluster Settings page, to be able to deploy. Cluster Settings 7'

(1]

#249368

:}] Deployments

Deployment settings

ADD SITE LABEL

Use for multisite deployments only

LOGS LINE COUNT

Specify the number of log lines to be
displayed on a log modal in order to
effectively analyze the log data.

In case of any setting change, click Save

NAME

CAMERAS

1 cameras connected

CREATED

10-27-2023 01:48:55 PM +04:00

Rows per page 10« 1-10of1

FRS MODE

Face recognition engine running mode
FACE PER STREAM
Number of faces per stream that will be

proceeded.

FACE SIZE
Min size of the face not to be filtered.

VALIDATION IMAGE SIZE
Minimum image resolution for manual

24




Now click on the add button to add a deployment.

b 4

(] Deployment Sets H Settings -

STATUS CREATED

:}:: Deployments

List Is Empty

A new deployment window appears.

:::,:j Deployments

New Deployment

© Select Manually

Select Deployment Set

Filter by site

l Select Site

Camera

| 0 selected items




Name: Name of deployment
Select Manually: Select the cameras manually from the camera drop down menu below.
Select Deployment Set: select Deployment set if you have already created one.

After selecting the camera(s) or set, click Save.

::c,:: Deployments

Q Deployment Sets | | Settings |
@ Allocate capacity on the Cluster Settings page, to be able to deploy. Cluster Settings

D NAME CAMERAS STATUS VERSION CREATED

#49368 1 cameras connected { (Running ) {(vis2clg) 10-27-2023 01:48:55 PM +04:00

Rows per page 10 v 111 0of1

The new deployment will appear with the status (Pending, Waiting or Running).

For successful deployment, the deployment status should state Running (usually in few minutes
after adding deployment). You can refresh the page by clicking the refresh button on top right
of the window.

In case the status is not changed to Running, it is possible to check the logs by clicking more
options (three dots) then View Logs. In the Logs window it is possible to Download the logs from
the bottom left section.

26



Logs

Find

loading index emb map

saving embs to self

searching for new embs

loading new embs

done loading embs

Performing consistency check

Time to load meta: ©.87998360268089766 ms

Time to load and update meta: €.8800180435188664 ms
Releasing lock after ©.68 seconds

Building tree...

Tree already built, getting saved one..
INFO:Scylla:Started face bank reloading...
INFO:Scylla:Loading changes only

INFO:Scylla:Reloaded meta in ©.08812089143829345783 seconds
INFO:Scylla:Reloaded annoy tree in 8.7738037169375e-85 seconds
INFO:Scylla:Reloading face bank took 1.46 ms
INFO:Scylla:FPS:47.59

INFO:Scylla:Detection counter: @

It is possible to Restart the deployment, edit deployment or Delete deployment by
clicking the three dots at the end of the record.

V Deployments X

Deployment Sets Settings ‘ -

D CAMERAS STATUS CREATED

#37docl 1 cameras connected § (Running) (C D 11-15-2023 02:05:55 PM +04:00

Rows perpage 10+ 1-10of1

Alarms

A ALARMS -~ 4 AlMODULL

A Alarm Management

= Alarm Panel

“©) History

Alarm Management

Alarm Management dashboard allows to:
e see all alarms from all integrated devices with detailed information.
e see the snapshot of the detection occurrence.
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see the recording of the alarm (if available).

acknowledge, Dismiss, Marks as False and Delete the alarm.
search by alarm ID, Event Type and Labels.

sort alarms by date or a period.

Select the desired alarm. You can see the snapshot of detection occurrence, and a recording (if
available).

In the Details section you can Acknowledge, Dismiss, Mark as False and Delete, the detection
occurrence by clicking on the corresponding buttons. You also can disarm the camera or site for

detections by clicking- icon.

Details

Facial Recognition
RTSP

& 01-15-2024 02:25:14 PM +00:00

dev room 1

Office

face

6c68b078-853¢-4205-a471-f59d77050a7f
Jumber [ Information, Notes Mot set

18-30

Gender Male

Acknowledge Dismiss

To display all alarms for a specific date or a period, click on the date field and select the desired
date or a period (i.e., Last Month).

813 am

Apr2023 May 2023

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
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If you click on the All-Alarms button, it will redirect you to the Browse Alarms History page, but
with a cleared Sites filter.

Alarm Panel

Alarm Panel allows you to check up for the incoming alerts in real time, the new alarm(s) will

flash red once it comes into Alarm panel. Here you also can Acknowledge , Dismiss “,

Mark as False “, Delete [ & | or Record. (voice recording for detailed info about alarm) the
detection by clicking on the corresponding buttons underneath the alarm.

History
Click on the History button to open the Browse Alarms History page but without having a specific

site’s alarms history preselected in the Quick Filters menu.
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Al Modules

Navigate to Facial recognition module by clicking the arrow of Al MODULES -> Facial Recognition

SCYLLA SECURITY SUITE

owered by Scylla techno Iny

Q SITES & HARDWARE A ALARMS - (i AIMODULES|.| | SCYLLABI

. : Traffic Flow Analytic
= Video Wall

i Intruder Detection 3

Views % Suspicious Shopping Behavior

Fight Detection
4 Smoke And Fire Detection

M Default
r Gun Detection

i test view
o Facial Reco

Cameras X. Slip And Fall Detection

B¢« CameoraMName: Entry Cam @

Robbery mask detection
¢ Entry Cam

The left side consists of a Video Wall, View Groups, Views & Cameras.

| SCYLLASECURITYSUITE o g o WARDWARE A ALARMS - @5 AIMODULES - b oo AR

= Video Wall A 1902 xxa

sl A

Scylla Room f

Video Wall - Click the Video Wall icon to Full screen the current view.
View Group - View groups include view.
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Views —-Layouts; can be user-defined or predefined
Cameras - List of the cameras

Video Wall

Here you can see the live streams of connected cameras for chosen model.

2023-04-12 00:00: 11 WED

View Groups & Views

Here you can create Group of Views with customized group of cameras of your choice.
To create the Group, click on the Add new Group button.

Im Default

Name the group and click save.
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Create Group

Then you need to add the View in the Created group. To add View, click on the More Options
button on the desired group and click New View. You also can Rename, Copy and Delete the group
by clicking the corresponding button.

Im Test

Cameras

Bt Live Camera

You will see the added View inside the group, which you can Rename, Copy, Delete and Add to
Favorite by clicking the corresponding button.

Im Test

2 View 1

ulnj

Cameras

<> Add to Favorl les

Bt Live Camera

After creating a View, you need to add cameras to customize your view with the cameras needed.
Drag and drop your cameras from Cameras section and create custom layout, or you can use
predefined ones after adding the cameras click save button.
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e xa - H

Cameras

On the Cameras section, you can select existing cameras from the list to add them into Views,
you even have the option to filter cameras by Group, Site and Camera.

Storage

Camera thumbnail has the following features

el LUK I
il F 4 1l
R o R |
Lies
- ;

s

ik

Scylla Room

e Download 10 sec record.

e Download screenshot.

e Zoom In

e Zoom Out

e Full Screen

e Remove Camera from view.
e Alarm Preview
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The right side consists of buttons each representing unique function.

) SCYLLASECURITYSUMTE ¢ gres o HARDWARE &' ALARMS - 4

K 208 a
= Video Wall v

e Alarm View

e Deployments

e History List

e Time Attendance
o Database

e Watchlist

e Whitelist

e Person Search

e Favorites

e Save
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Alarm View

Alarm Preview

Select the required camera from the left menu (selected camera has cameraicon in its thumbnail)
In case of new alarm, the camera thumbnail displays the number of new alarms.

The right menu displays the alarms of the selected camera with alarm info, details, and
management.

Deployments

The deployments window displays the current deployments with info such as Deployment Name,
cameras added to deployment, status of deployment and Creation date of deployment.
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_ ¢, Deployments C Restart x

B View logs -

= Edit

W Delete

More options include Restarting deployment, viewing deployment logs, editing deployment and
Deleting deployment.

To add a camera(s) to current deployment, click Edit from the options and select the required
camera(s) from the drop-down menu.

History List
History List displays the face detections with possibility to filter the detections based on Date &

Time, Find By Image (by uploading an image), Group By Person or Camera, Site & Camera
Selections.

ok >
e -
e s
e e

To Export report of detections, click the Create Report button, and choose the format (CSV, XLSX,
PDF or ZIP).

It is possible to export the detections snapshots by enabling the with frames option (Reports with
frames can contain maximum 1000 alarms).

Click Create.

Time Attendance

Time attendance page displays the attendance info based on face recognition.
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It is important to specify the Entry & Exit cameras using “entry” or “exit” tag in the camera
settings.

Video Wall t s o@= = =+ a

Info includes Person info (Full Name, Age, Gender, Labels & Tags), Entry Time, Exit Time, Time
spent & Case Number.

It is possible to filter for attendance records based on Labels, Tags & Date.

To only view people that are still inside (having only entrance detection), toggle the Still inside
option.

To Export report of Time attendance, click the Create Report button, and choose the format (CSV,
XLSX, PDF or ZIP).
It is possible to export the detections snapshots by enabling the with frames option (Reports with

frames can contain maximum 1000 rows).

Click Create.

Database

Database includes face images either uploaded by operator or auto enrolled by the system (if
autoenrollment setting is enabled).

# Facial Recognition | Database 4 ¢ 2 0 . ¥ &£ Q

v | Ceatedsy v v | R

CASE NUMBER |
DATE INFORMATION, INWATCHLIST INWHITELIST
NOTES

OH08-2028 102507
AM0400 fr=

To add new faces manually to the database, click on according to button, click on Add new button
on the up-right side, fill the needed information about the person, upload image of the person.

Tags can be added to define more information by creating Key and Value (e.g. Key can be
Department & Value can be IT).
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Add Face

First Name
Last Name

Labels

Gender
| Gender

Case Number / Information, Notes

It is possible to filter the records based on Labels, Tags & Created By which has the Operator
(uploaded image) or System (auto enrolled) options.

Click the More options three dots for a specific record to Edit person info, add/remove face to
watchlist, add/remove face to whitelist, or delete face from database.

# Facial Recognition / Database

If a face is added to Watchlist or Whitelist, the IN WATCHLIST or IN WHITELIST field in the record
will display YES.

Watchlist

Watchlist includes the face records that are added to watchlist.
When watch listed face is detected, it will create an alarm
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»  SCYLLA SECURITY SUITE
\ sered by Scylla Technologi

# Facial Racognition / Watc

+

To remove all the faces from watchlist, click the Empty watchlist button.

To add a new face to watchlist, click the + button and select the face.

To Remove a face from watchlist or move to whitelist, click the more option three dots in the
record and choose the required action.

To edit person Info, click the more option three dots and edit.

Whitelist

Whitelists include the face records that are added to whitelist.
When whitelisted face is detected, it will not cause an alarm

¢+ 320 x +Ha

To remove all the faces from the whitelist, click the Empty whitelist button.

To add a new face to whitelist, click the + button and select the face.

To Remove a face from whitelist or move to watchlist, click the more option three dots in the
record and choose the required action.

To edit person Info, click the more option three dots and edit.

Person search

The person search window initially displays the face records currently in database.
To search for a specific person in database, upload the face image by clicking the Upload button.
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Search

Skip face detection @ Group By Person

!

CASE NUMBER
INFORMATION,
NOTES

bloa;dba e:iki’ 459¢ 8ffS System

9cdag313-c1f7-4a3d-balc 05-12-2023 04:01 PM
3ibSdadccase Sef osas

4f6eceb0-106b-4166-8160- 05-09-2023 TH15 AM
P Operator (footballer) 30400

9099681-Obe?-42/7.b029. 05-08-2023 03:33
671b60ea7die PM +04:00

72d25c0c 0245-445e Sele. . - 05-11-2023 0517 PM
611d68Iod24 +04:00

E}_ Skip face detection @ Group By Person

CASE NUMBER /
L} ION, IN WATGHLIST
NOTES

c12fcf76-133e dcel a724-

17828Tcs51te Hamo Harutyunyan Operator - (foothaller) f;'l;ém‘" 05:06 PM

Not set

Rows per page 10 + of1

Clicking on this person’s record will display all the detection related to the person.

X

#A fbalbOb... Skip face detection @ Group By Person
List / Person Details Axkli W
Latest Detections
TYPE

& 0512-2023 04:07 PM +04:00 Verified

06-12-2023 03:57 PM +04:00 Verified
Hamo Harutyunyan

D it C 4 06-12-2023 03:35 PM +04:00 Verified

c12fci76-133e 4cel a724- 1782870551
CREATED BY xit G Z 05-12-2023 02:44 PM +04:00 Verified
Operator

05-12-2023 0158 PM +04:00 Verified
05-12-2023 01:07 PM +04:00 Verified

LABELS it 2 05-12-2023 0T:05 PM +04:00 Verified
(footballer)

DATE yCam B 05-11-2023 05:57 PM +04:00 Verified
05-11-2023 05:06 PM +04:00
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Scylla Bl

Scylla Bl includes different types of metrics which are visually presented by widgets on dashboard
for business insights and Visitor Tracking.

Creating Dashboard

Navigate to SCYLLA BI from the top menu and click New Dashboard.

I Y IchLLASE::UNITVsUITE Q SITES = HARDWARE 4 ALARMS -  d AIMODULES - SCYLLABI [ REPORTS

Scylla BI

Name the dashboard and click Save.

LOCAL

[ - n ‘ o
— = —
07:20:27 AM +00:00 Thu

Dashboard Name

FRS BI

‘ | New Dashboard

=

A new dashboard under SCYLLA Bl is created.

Q SMES & MARDWARE & ALARMS - b AIMODULES - criLasl [ REPORTS

mmmmm
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Click the click+ button (at the center) or the Create button (top right) to create metric.

Create Metric

SELECT CATEGORY

I7 - \7
20 ~ £6)
=y | | =)

Traffic Flow Analytics Faclal Recognition License Plate Recognition

Analyze human/vehicle traffic, search and highlight objects of Biometrics-based solution to detect and track specific individuals. Automate vehicle identification with precision.
Interest.

Select Facial Recognition and click Next and the list of FRS metric appears.

Create Metric

SELECT METRIC TYPE

| Peakhours Q| ‘ Countbytag | ( Bullding occupancy

‘ Returning visitors ] ( umber by label | Number of unique visitors

‘ Dwell time ‘ ‘ Emotion distribution ‘ ‘ Emotion dispersion
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Peak hours

This metric displays the visitor peak hour where the most face detections occurred for the
specified camera(s) and during specified time range.

Create Metric

SELECT METRIC TYPE

\ Peak hours (V] ‘ Count by tag 1 Bullding occupancy

‘I Returning visitors 1 Number by label 1 Number of unique visitors

‘IV Dwell time ‘ ‘ Emotion distribution ‘ ‘ Emotion dispersion

Select Peak hours and click Next.
List of cameras appears under Resources.

Create Metric X

Peak Hours 15m ‘ 30m ‘ 1h ‘ 3h | 12h | d ‘ ad ‘ 1w | Custom

Resource Options

DEVICE TYPE

Live (CActive)) 12-15-2023 05:02:55 PM +04:00

Live ( ) 12-15-2023 04:54:46 PM +04:00
Live ( ) 12-15-2023 04:54:46 PM +04:00
Live ( ) 12-15-2023 04:54:46 PM +04:00

Live (_Active ) 12-15-2023 04:54:46 PM +04:00




Select the desired camera(s)

Create Metric X

Peak Hours 15m ‘ 30m ‘ h ‘ 3h ‘ 12h ‘ d ‘ 3d ‘ 1w | Custom f

Resource Options

2 selected cameras Clear
NAME LAST ACTIVITY STAGE DATE

] ‘tech room no data (Active)) 01-25-2024 12:37:51 PM +04:00

Rowsperpage 10~  1-10f1

Go to options to configure metric settings.

Widget Type: Gantt
Click Save.

PeakHours #

2024-01-25

Il 13:00-13:30

Peak hour metric widget is created on the dashboard.
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Count by Tag

This metric displays the visitor count based on face detection on a specific camera.

In Hardware page -> Edit camera -> Create tag for the camera by typing in the Tags field.

Edit Camera

Name

‘ Corridor 2

URL (RTSP, RTMP, HLS) ONVIF Port

‘ e — ST o ‘ ‘

Tags
| Main Entrance

Create "Main Entrance "

Select Count by tag from the list of metrics and click Next.

Create Metric

SELECT METRIC TYPE

[ Peak hours ‘ | Countbytag Q| ‘ Bullding occupancy

‘ Returning visitors ‘ ‘ Number by label Number of unique visitors

“‘ Dwell time ‘ ‘ Emotion distribution ‘ ‘ Emotion dispersion
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Create Metric X

Count By Tag 15m ‘ 3om ‘ 1h ‘ 3h ‘ 12h ‘ d ‘ 3d ‘ w | Custom (3

Options

Widget Type

‘B:r

Legend Position
|
Tags

‘ 1selected items

|
[4 Tech Support Room
O entry

O exit

Widget Type: Bar or Number
Legend Position: Top, Bottom, Right or Left
Tags: Camera Tag, multiple can be selected

Click Next.

di Scylla Bl / FRS Bl 15m ‘ 30m ‘ 1h ‘ 3h | 12h ‘ d ‘ ad ‘ 1w | Custom [

CameraTags 2

Count by Tag metric widget is created on dashboard.
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Building Occupancy

This metric displays the building occupancy based on visitor face detections on Entry and Exit
cameras.

For a premise with multiple entrances/exits, it is possible to specify several entrance/exit
cameras.

In Hardware page -> Edit camera -> Create entry or exit tag for the camera by typing in the Tags
field.

Edit Camera

Name

‘ Corridor 1

URL (RTSP, RTMP, HLS) ONVIF Port

Back to Scylla Bl metric list, select Building occupancy.
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Create Metric

SELECT METRIC TYPE

‘ Peak hours | ‘ Count by tag

“- Returning visitors | ‘ Number by label

\ Dwell time | [ Emotion distribution

and click Next.

Create Metric

Building Occupancy

139

Options

Widget Type

Number

Widget Type: Number or Bar
Click Save.

48

| | Bullding occupancy
l ‘ Number of unique visitors

I ‘ Emotion dispersion k

X

15m ‘ 30m | 1h ‘ 3h | 12h ‘ 1d | 3d ‘ 1w | Custom (B




£\ SCYLLA SECURITY SUITE = . 5 . P o | LoeaL
\‘ TLLA ] Q SITES & HARDWARE A ALARMS 4) Al MODULES Ji SCYLLABI [E REPORTS = a ‘:‘ Aot T

A Scylla Bl / FRS BI 15m ‘ 3om ‘ h ‘ 3h ‘ 12h ‘ 1 ‘ ad ‘ w | cusem® | O oOf ‘ save H Create ‘

CameraTags # : | NumberPeople #

Building Occupancy

139

Building Occupancy metric widget is created on the dashboard showing the number of visitors
inside the building.

Returning Visitors

This metric counts the number of returning visitors using the face recognition Al by checking if
the newly detected visitor's face was already detected previously.

Create Metric

SELECT METRIC TYPE

‘ Peak hours ‘ | Count by tag ‘ ‘ Building occupancy

\ Returning visitors o \ | Number by label Number of unique visitors

“7 Dwell time ‘ | Emotion distribution ‘ ‘ Emotion dispersion 1

Select Returning visitors from the metric list and click Next.
List of cameras appears under Resources. Select the desired camera (s).
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Create Metric X

Returning Visitors 15m ‘ 30m ‘ ] ‘ 3h ‘ 12h ‘ 1d ‘ 3d ‘ iw | Custom f5)

Resource Options

1selected cameras Clear
NAME LAST ACTIVITY STAGE DATE

+  techroom no data (active) 01-25-2024 12:37:51 PM +04:00

Rows per page 10 v 110of1

Go to the Options Tab to configure metric settings.

Create Metric X

Returning Visitors 15m | 30m | 1h ‘ 3h | 12h | d ‘ 3d | 1w | Custom [3)

Resource Options

‘Widget Type

Progress

Widget Type: Progress or Number
Click Save.

50



Tech Room ReturningVisitors #

Returning Visitor metric widget is created on dashboard.
In the example above, out of the 5 visitors of Tech Room, 2 were returning visitors.

Number by Label

This metric counts the number of visitors using the label specified in the face database.
Navigate to Al Modules -> Facial Recognition -> Database - > Edit a face

Edit Face

0 Image for auto-enrolled faces is not subject to change
First Name

‘ Person

Last Name Images

‘ Person
Labels
VIP x

Attach Document
Age -

‘ 18-30

Gender Only PDF with max size of 5MB

‘ Male

Case Number / Information, Notes

In this example, “VIP” label is created for this visitor.
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Therefore, it is possible to create a metric to count number of visitors with “Engineer” label

Create Metric

SELECT METRIC TYPE

‘ Peak hours 1 ( | | Building occupancy

[ Returning visitors ‘ | Number by label (] | | Number of unique visitors

[. Dwell time Emotion distribution | | Emotion dispersion

Select Number by label from the metric list and click Next.
List of cameras appears under Resources. Select the desired camera (s).

Create Metric X

Number By Label 15m ‘ 3om | 1h ‘ 3h ‘ 12h ‘ d | ad ‘ 1w | Custom [

Resource Options

1selected cameras Clear

NAME LAST AGTIVITY STAGE DATE

v tech room no data (Active ) 01-25-2024 12:37:51 PM +04:00

Rows per page 10+ 1-10of1
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Go to the Options tab to configure metric settings.

Create Metric X

Number By Label 15m | 30m ‘ 1h ‘ 3h ‘ 12h ‘ d ‘ 3d | 1w | Custom [

O

Resource Options

Widget Type

Progress

Widget Type: Progress or Number
Label: Label list already created in face database

Click Save.

Number of Vip Visitors #

Number by Label metric widget is created on dashboard.
In the example above, out of 5 visitors to Tech room there is 1 VIP visitor.
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Number of Unique visitors

This metric displays the unique visitor count in face database in the specified time range avoiding
same visitor count.

Create Metric

SELECT METRIC TYPE

‘ Peak hours ‘ ‘ Count by tag ‘ ‘ Building occupancy

" Returning visitors ‘ ‘ Number by label ‘ \ Number of unique visitors

"- Dwell time ‘ ‘ Emotion distribution ‘ ‘ Emotion dispersion

Select Number of unique visitors from the metric list and click Next.

Create Metric X

Number Of Unique Visitors 15m ‘ 30m ‘ 1h ‘ 3h ‘ 12h | d | ad ‘ 1w | Custom [

Options

‘Widget Type

| Line

Legend Position

Top

Widget Type: Line
Legend Position: Top, bottom, left or Right
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Click Save.

NumberUniqueVisitors #

_ Jan 25, 2024, 11:30:00 am
[l Unique Visitors: 50

Number of Unique visitor's metric widget is created on dashboard.

Dwell time

This metric displays the Min/Max/Average time spent by visitors in camera(s) view
Select Dwell time from the metric list and click Next.

Create Metric

SELECT METRIC TYPE
| Peak hours | ‘ Count by tag ‘ | Building occupancy

l Returning visitors | ‘ Number by label ‘ | Number of unique visitors

|  Dwelltime | ‘ Emotion distribution ‘ | Emotion dispersion
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List of cameras appears under Resources. Select the desired camera (s).

Create Metric X

Dwell Time 15m ‘ 30m ‘ h ‘ an | 12h | « ‘ ad ‘ w | custom g

Resource Options

2 selected cameras Clear dev room
NAME LAST ACTIVITY DATE
¥  DevRoom1 nodata ( )] 12-15-2023 05:02:55 PM +04:00
[0 bpevkoom2 no data ( D 12-15-2023 05:02:55 PM +04:00

O Dev Room 3 no data (Active ) 12-15-2023 05:02:55 PM +04:00

Rows per page 10~  130f3

Go to the Options tab to configure the metric settings.

Create Metric X

Dwell Time 15m ‘ 3o0m ‘ 1h | 3h ‘ 12h | 1d ‘ ad ‘ iw | Custom [

Resource Options

Widget Type Stat type

|Bar v“Ava

Legend Paosition

[ o0 v |

Widget Type: Bar
Legend Position: Top, Bottom, Right or Left
Stat Type: Min, Max or Avg

Click Save.
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Average Dwell Time #

tech room
[l Avg Dwell fime: 39.888

Dwell time metric widget is created on dashboard.

Emotion distribution

This metric displays different emotion count such as sad, fear, anger, happy, neutral, disgust,
surprise and Contempt on a specific camera.

Select Emotion distribution from the metric list and click Next.

Create Metric

SELECT METRIC TYPE

| Peak hours ‘ | Count by tag ‘ | Building occupancy

l Returning visitors ‘ | Number by label Number of unique visitors

l Dwell time ‘ |  Emotion distribution Q| | Emotion dispersion

List of cameras appears under Resources. Click on the desired camera.
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Emotion Distribution

15m | 30m ‘ 1h ‘ 3h ‘ 12h ‘ 1d | ad | w | Custom [®

Resource Options
Go to the Options tab to configure metric settings.
Emotion Distribution

15m | 30m | 1h | 3h | 12h | 1d ‘ ad ‘ 1w | Custom

Resource Options

Widget Type

‘ Ple

Legend Position

Top

Widget Type: Pie or Doughnut
Legend Position: Top, Bottom, Left or Right

Click Save.

Emotion distribution metric widget is created on the dashboard.
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EmotionDistribution #

Emotion Dispersion

This metric displays different emotion count such as sad, fear, anger, happy, neutral, disgust,
surprise and Contempt on camera(s).

Select Emotion dispersion from the metric list and click Next.

Create Metric

SELECTMETRICTYPE

l Returning visitors ‘ ‘ Number by label ‘ | Number of unique visitors

l Dwaell time ‘ ‘ Emotion distribution ‘ |  Emotion dispersion

List of cameras appears under Resources. Select the desired camera (s).
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Create Metric X

Emotion Dispersion 15m ‘ 30m ‘ th | 3h ‘ 12h ‘ 1d | 3d ‘ 1w | Custom [&

Resource Options

2 selected cameras Clear Dev
NAME LAST ACTIVITY DATE

"3 Dev Room 1 no data (“Active ) 12-15-2023 05:02-55 PM +04:00
O Dev Room 2 no data (Active) 12-15-2023 05:02:55 PM +04:00

O Dev Room 3 no data D) 12-15-2023 05:02:55 PM +04:00

Rows per page 10 v 1-30f 3

Go to the Options tab to configure the metric settings.

Create Metric X

Emotion Dispersion 15m | 30m ‘ 1h | 3h ‘ 12h ‘ 1d ‘ 3d | w | Custom 5

Resource Options

Widget Type

‘Bar

Legend Position

‘ Top

Widget Type: Bar
Legend Position: Top, Bottom, Left or Right

Click Save.
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EmotionDispersion #

]
Neutral

[l Dev Room 1: 47

Report

It is possible to extract the metric as .csv document.

To do so, click on the three dots top right corner of the widget -> Download as .csv

Average Dwell Time #

+ Edit
# Delete

& Download as .csv
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Edit Metric

To edit any metric, click the three dots -> Edit

Average Dwell Time #

Edit
Delete

Download as csv

Edit Metric window appears where you can edit metric specific settings and save to update the

metric.

Edit Metric

Dwell Time

Resource Options

2 selected cameras Clear

NAME DEVICE TYPE

tech room Live
Dev Room 1 Live
Corridor 2 Live:
blank1 Live

ids40 Live

X

15m | 30m | Th | 3h ‘ 12h | 1d | 3d | 1w | Custom [

LAST ACTIVITY

no data ( ) 01-25-2024 12:37:51 PM +04:00
no data ( ) 12-15-2023 05:02:55 PM +04:00

no data w ive ) 01-22-2024 02:44:48 PM +04:00

no data ) 01-09-2024 11:35:41 AM +04:00

no data ( ) 12-19-2023 01:23:58 PM +04:00
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Customization of Widget

It is possible to rename the metric name by clicking the edit icon next to the title.

Metric Name

CameraTags # | Count by Tag ‘

[ = |

It is possible to resize widget by hovering the mouse on the bottom right corner of the widget
and once the pointer changes to "= drag to the required size.

- @ (R

: Numbe of Visitor inside Building

Building Occupancy

13

i | Average Dwell Time

Click Save on the Top right corner to save the Dashboard.
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Report - Face Tracking
Face Tracking counts the dwell time from when the face appears in the camera view until it leaves

the view.

To create a report, go to REPORTS page

LOCAL

SCYLLA SECURITY SUITE Q smEs
nc. 04:48:15 PM +04:00 Thu

& HARDWARE 4 ALARMS - ) AIMODULES - i SCYLLABI [E REPORTS m- @ =

12 2, Operators Recent Alarms Gz TR (&) DS ) s > Modules

Click the Create Report button.

™\ SCYLLA SECURITY SUITE
\ Powered by Scylla Technologies Inc

Q SITES & HARDWARE A ALARMS - 4) AIMODULES - M SCYLLABI [E REPORTS

TEMPLATE DATE/TIME INCLUDE REJECTED

Reports list is empty

Create Report window appears.

Create Report

Select whento run
You can generate a report only once by specifying a date range or create a job to get reports recurrently

() Recurrent

B 25 Jan 16:50 +04 - 25 Jan 16:50 +04

Settings

Specify settings for your report.

Camera status

Select when to run: Once or Recurrent
Choose the time range
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In the Settings section, specify type of report Face Tracking from the drop-down list

Create Report

Select when to run
You can generate a report only once by specifying a date range or create a job to get reports recurrently

®) On () Recurrent

B 25 Jan 16:50 +04 - 25 Jan 16:50 +04

Settings
Specify settings for your report:

status

Face Tracking
Count By Site
Statuses Count
Alarm Breakdown

New Cameras Added

Bi Dashboard

Select the Site, default is All sites.
Include Filter conditions if required.

Click Submit.

A report is added to the list, once the Status is changed to Done click Download button under
Actions.

Sc:!LLA SECURITY SU!TE Q smEs

; o h & HARDWARE A ALARMS - ) AIMODULES - 4 SCYLLABI [E REPORTS i . a Lell

04:50:40 PM +04:00 Thu :
DATE/TIME AUTOMATED ACTIONS

01-25-2024 04:55:41 PM +04:00 ((Done ) o o No LW

Rows per page 10 110of1

A csv file is downloaded which includes Date Time, Dwell Time, Camera Name, First Name, Last
Name, Gender, Age, Person ID.

DateTime Dwell Time Camera Name First Name LastName Gender Age Person ID

25.01.2024 07:40 AM +00:00 Europe/London 2.16 FRS1 male  31-50 960cea98-4eb5-455¢c-abd8-d004cfd7ab11
25.01.2024 07:40 AM +00:00 Europe/London 1.15 FRS1 female 31-50 4c7cTchB-dc98-4016-8f2c-b0dbe73a6e63
25.01.2024 07:40 AM +00:00 Europe/London 2.83 FRS1 male  18-30 eddd5417-b427-400d-8b89-d02f6457e9ad
25.01.2024 07:40 AM +00:00 Europe/London 1.36 FRS1 male  31-50 fd2f3e9c-433e-464a-bead-475fc490cB8e
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Profile

To open the User Settings, click on the username and click Profile

= | LOCAL
| 1 09:34:06 AM +04:00 Thu

2 Profile

& Settings
= Event rules

D Activity log

+ Logout

In Profile page, you can view and edit the personal information (Name & email address) &
photo and view the role.

o ‘ o ‘LOGAL

- e T e Q SITES & HARDWARE A ALARMS - 4 AIMODULES - i SCYLLABI [E REPORTS
T 02:13:29 PM +04:00 Fri

\

/2 User settings

LOCAL
. Upload a new photo |
& Preferences
Role - Superadmin

Con D-
@ Password & Security =T

Personal Information
and mal Ira unt

First Name

|r LOCAL

Last Name

Emall

| local-company@scylla.ai

66



In the Preferences section, you can switch the Alert sound toggle to on/off to
enable/disable the sound during new alarm detection occurrence. You can click
the Alarm sound dropdown list to select desired sound for detection occurrences,
click on the Time zone dropdown list and select the desired time zone. You can select
the preferred Alarm display mode between snapshot and Recording.

You can select the Face image size to be displayed once an alarm occurs.

SEC'T"RJHEU";[E Q SITES & HARDWARE & ALARMS - 4b AIMODULES - i SCYLLABI [ REPORTS = - o ‘ A ‘

LOCAL
02:17:18 PM +04:00 Fri

/2 User settings Preferences

= Profile Alarm sound

2 Pr ces Alarm display media Recording

@ Password & Security . .
Face image size Medium
Time zone Asla/Yerevan
Alarm sound None

Sound duration i 4

Sound repeat i 2

®2023 Powered by Scylla Technologies Inc.  Terms and Conditions

In the Password & Security section, you can change the password of the current account and
Enable Two Factor Authentication.
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Q SITES & HARDWARE & ALARMS - #» AIMODULES - i SCYLLABI [ REPORTS . - @ ‘ @ | Bt

SCYLLA SECURITY SUITE
s Inc. " | 02:20:46PM +04:00 Fri

/% User settings Password & Security

& Profile PASSWORD

% Preferences Current Password

New password

SECURITY

[ Enable Two Factor Authentication

©2023 Powered by Scylla Technologies Inc.  Terms and Conditions

Once Two Factor Authentication is enabled, two steps will appear to successfully complete this
setting.
Step1: Scan QR code using third party authenticator app or enter key manually.

Step2: Verify the configuration by entering the 6-digit code generated by the third-party
authenticator app

SECURITY

B Enable Two Factor Authentication

Step 1: Scan the QR Code using your third-party authenticator app or enter the key manually.

B
2 O

Or enter the key manually: IWWHOUDTFIDUEWZJ

68



Settings

To open the Settings page, click on the username and click Settings.

= | LOCAL
| 1 D9:34,06 AM +04:00 Thu

Profile

Settings

Event rules

Activity log

Logout

In the Security section, you can define Login settings such as Attempts before lockout
& Lockout Period. You can also define Password settings such as Minimum password
length and requirements.

Q SITES & HARDWARE & ALARMS - @y AIMODULES - i SCYLLABI [E REPORTS B - o | 2 "‘ocm'

), SCYLLA SECURITY SUITE
Inc 02:26:13 PM +04:00 Fri

/2 Settings Security

-] Y i This setting applies to all users including root and admin accounts.

«: Recording Templates LOGIN SETTINGS

& Customization Attempts before locked out = 10

» Alarm Endpoints Lockout period (minutes) 5
& Acknowledge Messages P —

B Turn on password expiration
& Cluster Settings
Expire password in day(s) 90 :
E2 Retention Policy

Minimum password length 10

-
v

& Integrations
[ Require at least one uppercase letter
B Require at least one lowercase letter
B Require at least one number

B Require at least one symbol character
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In the Recording Templates section, you can create recording templates
by uploading Media (MP3, WAV, WAVE) or by recording from web browser

using the Click to Speak.

Create Recording Template

Label

Text

&

Drag & drop your file here or ¢

In the Customization section, you can upload logos (only JPEG, PNG, WEBP,
BMP, SVG files with max size of 2MB).

SCYLLASECURITYSUITE @ ges = HARDWARE & ALARMS - 4 AIMODULES - i SCYLLABI E REPORTS E= - Locat

o | 2
- (= 02:26:36 PM +04:00 Fri

/2 Settings Customization

& Security SCYLLA SECURITY SUITE #

«: Recording Templates
on Upload new logo |

» Alarm Endpoints

& Acknowledge Messages

B Cluster Settings

2 Retention Policy

& Integrations

In the Alarm Endpoints section, you can create the endpoints (Command
— http/tcp/udp, HTTP, SMTP, Scylla Cloud) which will later be selected as
Action in the Event Rules.

SrulkiseldmyELr Q SITES & HARDWARE & ALARMS - 4 AIMODULES - i SCYLLABI [E REPORTS = - o | 2 ‘
hnologies Inc. " ] 02:26:51PM +04:00 Fri

/2 Settings Alarm Endpoints Search | Add new +

&8 Security NAME DESCRIPTION

Genetec Not set

«: Recording Templates

@ Customization Rows perpage 10~  110f1

» Alarm Endp
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User Manual

In the Acknowledge Messages section, you can create a predefined
acknowledge message that can be selected by the operators when
acknowledging an alarm.

Create Acknowledge Message

Label

Tet

[] Make Defauit i

In the Cluster Setting section, you can configure the GPU mapping for Al
modules in case of several GPUs before deployment.

/? Settings

& Security

«: Recording Templates

& Customization

» Alarm Endpoints

& Acknowledge Messages

Q SITES & HARDWARE A ALARMS - 4 AIMODULES - i SCYLLABI [E REPORTS

Cluster Settings

# [*] HOSTNAME STATUS

v ST DAL gy p—

View Mapping

Facial Recognition
& Traffic Flow Analytics
& Traffic Flow Analytics
% Fight Detection

A& Intruder Detection

m=. o ‘ 2 |Loan

02:27:19 PM +04:00 Fri

GPU COUNT Pva

1 192168.11.8

In the Retention Policy section, you can define the number of days your
data will be stored.

SCYLLA SECURITY SUITE

/2 Settings

B Security

«: Recording Templates

& Customization

» Alarm Endpoints

& Acknowledge Messages

& Cluster Settings

Q SITES & HARDWARE A ALARMS - {» AIMODULES - i SCYLLABI [E REPORTS

Retention Policy

REPORTS
Your data will be stored for number of days you select.

Retention period | 7 day(s)

REPORTS
Your data will be stored for number of days you select.

Retention period = 7 day(s)

FACIAL RECOGNITION
Your data will be stored for number of days you select.

Retention period = 180 day(s)
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In the Integrations section, you can add an integration with Genetec,
Milestone, Network Optix, Sylla VMS or Kronos by clicking Add new + button
and filling in the required info. Check the manual for each type of
integration.

Event Rules

To open the Even Rules page, click on the username and click Event Rules.

| 1 | ::ﬁna.ls-nm +04:00 Thu

Profile
Settings

Event rules

Activity log

s Logout

On the Event Rules page, two types of rules can be configured for Facial Recognition
module: Multisite Visitor or Underage Visitor event triggered rules.

Multisite Visitor

Multisite Visitor rule is used to trigger alarm when the same face is detected X
number of time(s) within Y interval.
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Event Rules

Name i

Event Type

‘ [ — )

Event Subtype
‘ Multisite Visitor

‘ All sites

[] Unique sites

s ui |
Priority
= 100

Name: Name of the event rule

Event Type: Facial Recognition

Event Subtype: Multisite Visitor

Sites: Sites that will be considered for this event rule

Schedule: When the event rule is active. Click the Create schedule button and select
the day(s) and time.

Description(optional): Description about the event rule

Action: Select the action that will be triggered when the conditions are satisfied; Send
alarm (alarm appear on dashboard), HTTP endpoint, Send SMTP ...

Time Range (Days): Face detection happens in this range (Days)

Match Count: Number of times the face is detected.

Interval: time between two consecutive face detections to be considered as count
Unique sites: Enable If required to count the detections only if they happen across
different sites and not within one site.

Dashboard Alarm from this event rule

Click Show site(s) detections to view info about the multiple detections

Page 73
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Detections

(& Snapshot ) #  67fcBf36-4587-4394-a0a2-15a75d3a3e33's detections

Site: R&D Office Armenia
t: 05-12-2023 04:32 PM +04:00

mora: Exit Cam

Underage Visitor

The Underage Visitor rule is used to trigger alarm when the face detected has the age
range specified.
Age range should already be specified in the face database.

Event Rules

Name

Event Type
Faclal Recognition
Event Subtype

‘ Underage Visitor
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Watchlist

The Watchlist event is triggered when a face added to watchlist is detected.

Tracking

Tracking event is triggered one a detected face leaves the camera view. This will send
an event in JSON format specifying the duration between the face entering the
camera view face detection) and leaving.

Page 75
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Activity Log

= | LOCAL
| 1 09:41:35 AM +04:00 Thu

Profile

Settings

Event rules

Activity log

s Logout

In this page you can follow up for the last activities (create, update, delete) on
dashboard made by Users.

" SCYLLA SECURITY SUITE

Q SIMES @ WARDWARE 4 ALARMS - ) AIMODULES

Activity Log

You can also compare the versions, after an update just by clicking the "compare"
button and choosing the versions that need to be compared.

| Since 13 Apr 0844 04 [
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Compare Resources

Version 15 v | | Version 14

[Version 15 Updated by LOCAL] [Version 14 Updated by LOCA
04-12-2023 06:45 PM +04:00 04-12-2023 06:45 PM +04:00

Resource camera Resource
Name Storage Name Storage

Description Not set Description Not set
Address Address

Onvif Port 80 Onvif Port 80

rtsp:/fadmin:305626s!.@192.168.11.249/streaming/cha Url rtsp:/fadmin:305626s!.@192.168.11.249/streaming/cha

Ll nnels/101 nnels/101

Page 77
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Face Recognition O SCYLLA

User Management

To create dashboard users and user groups, click on the username and click User
Management.

|__ LOCAL

05:03:43 PM +04:00 Thu

Profile

Settings

Event rules
9 Activity log

User Management

Logout

Add Group

Group name
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Group name: name of user group

Description: additional info about the user group

Users: Select the users that belong to this group if users are already created
User Role: Select one of the predefined Roles; Admin, Operator or Read Only

Admin has full permission
Operator has view, manage, export alarm permissions

Read Only has only view permission

Click Submit.

Create User by selecting Users from the left menu then click ADD USER +

Add User

First name

Fill in the username, last name, email address.
Select the Group the user belongs to.
Create Login username and Password and click Submit.

Password should match the complexity settings defined in Settings-> Security menu.

Page 79
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User Manual

Logout
To log out from your user account, click on the username and click Logout.
s | LOCAL
| l | 0eBuA1:35 AM +04:00 Thu
Profile

& Settings

= Event rules

D Activity log

+ Logout

We value and appreciate your feedback. If you have any questions or suggestions,
please contact support@scylla.ai or submit a request to the Scylla Help Center at

https:/ /support.scylla.ai/portal/en/home.
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