SysLog Setup

Introduction

Syslog is a popular utility in Unix world. For monitoring router activity, you can run a Syslog
Daemon which will capture the activity output from the router. This Daemon program can
run on a local PC or a remote one elsehwhere on the Internet.

Configuration

Check the Enable box to enable syslog service.
Server IP Address: The IP address which syslog message can be sent to.
Destination Port: The UDP port number which the syslog server is listening. The default

value is 514.

Syslog Access Setup
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Your Vigor router sends many types of syslog messages. Some examples of the
syslog messages with their message format are shown next:




Example of User Access log message:

di? Diray =i |
WAN Status( Static )
Eﬁﬁ 19216811 | GW IP Addr TX Parket:  RE Rate
[ 1721626 [ 1488 G
~LAN Status
T Packets RX Packets IP Address RX Packets TX Eate
&7 T [ 172162136 31 .

FireWall Log | ¥PN Log User AccessLog | Call Log | WAN Log | Clisnt | Local TCP Table | Local UDP Table |

Time | Host | Meszsage d
Jan 1 000228 wigor@200  Local e 192168110 DNE -» ar tv com = |
Jan 1 00:02:28 wieor2200  Local User: 192.168.1.10 DNE -+ artv.com
Jan 1 00:02:28 wipor2200  Local User: 192.168.1.10:1542 -= 210.57.49.193:80 (TCFy™Web
Jan 1 00:02:28 wipor2200  Local User: 192.168.1.10:1544 -= 210.57.49.193:80 (TCFyWeb
Jan 1 00:02:29 4wigor2200  Local User: 192.168.1.10:1545 -= 64.124 237 .131:80 (TCF Web
Jan 1 00:02:29 4Wignr2200  Local Teer: 1921681 10:1540 -= 64 124 237 13180 (TCF) close connection
Jan 1 00:02:29 hipor2200  Local User: 192.168.1.10:1545 -= 64124 237 .131:80 (TCP) clos connection
Jan 1 00:02:29 wigor2200  Local T 192.168.1.10 DNE -+ #sere-chetadnet.com
Jan 1 00:02:29 wipor@200  Local Ter 192.168.1.10 DNE -= sere-chetadnet.com
Jan 1 00:02:29 bigor2200  Local User: 192.168.1.10:1548 -= 64.124 23713180 (TCF Web
Jan 1 00:02:29 wignr2200  Local e 192 168.1.10:1549 -= 21057 49 19880 (TCPyWeh
Jan 1 00:02:29 wipor2200  Local User: 192.168.1.10:1550 -= 210.57.49.193:80 (TCFiW™eb
Jan 1 00:02:29 wipor2200  Local User: 192.168.1.10:1551 -= 64124 237 131:80 (TCF) Web
Jan 1 00:02:29 4igor2200  Local User: 192.168.1.10:1552 -= 64.124 237 .131:80 (TCF Web
Jan 1 00:02:29 bignr2200  Local Teer: 1921681 10:1553 -= 64 124 237 13180 (TCF Weh -

‘| ] ,

Rumnning. . 18:25:41

Example of WAN log message while using ISDN connection:

& DrayTekSysLog E| |i| @
TAN Statos

= § o |An}r ﬂ GW IF Addx T Packets RX Rate
i] i]
LAN Status
TH Packets RX Packets IF Address R Packets TH Rate
g g 0 0

FireWsll Log | ¥FN Log | User AccessLog | CallLog  WAN Log | Client | Locel TCP Table | Local UDP Table |

Time | Host | Mesage ~
blay 24 14:22:17  wipor2200 [EDN data call at B1 channel - disconnected , no A0C
blavy 24 14:22:13  wigor2200 [EDN data call at BE1 channel - connected
a4 11:48:33  wizor2200 [EDN data call at B1 channel - discomnected . no A0C
bay 24 11:48:30  wipor2200 IEDN data call at Bl channel - connected
blavy 24 11:43:29  wigof2200 [EDN data call at E1 channel - dialing
a4 11:48:25  wizor2200 [EDN data call at Bl channel - disconnected , no A0C
bay 24 11:48:22 wipor2200 IEDN data call at B1 channel - connected
blavdd 11:43:21  wigod2200 [EDN data call at E1 channel - dialing

hizor2200  [SDN dats call at B channel - disconnected , no A0C

bay 24 11:48:14  wigor2200 IEDN data call at Bl channel - connected
blavwdd 11:43:13  wigor2200 [EDN data call at E1 channel - dialing
ba 24 11:48:00 wigor2200 [EDN data call at Bl channel - disconnectsd , no A0C
bay 24 11:48:06  wigor2200 IEDN data call at B1 channel - connected
blaw 24 11:48:05  wizor2200 LD data call at B1 channel - dialing
o 24 11:48:02  wigor2200 [EDN data call at E1 channel - discommected , no A0C I
< >

Runmning. .. 15:51.58




Example of VPN (IPSec) log message while the VPN/IPSec tunnel is being used:

| At Doy Tekiyslog N B ] B4
WAN Status
== GV IP Addr TH Packet:  RE Rate
| 0 0
~LAN Status
TX Packets B Packets IF Address RX Packets TH Rate
T T | 0 [0

FusWall Log VPN Log | User AccessLog | Call Log | WAN Log | Clisnt | Local TCP Tabls | Local UDP Table |

Tirme | Host | Mezmge A|
bay 24 17:55:16  Tigor st ME 3, [SAEME B4 established
. o 24 17:55:16  Vigor IPzec Z4 established
] bay 24 17:57:30  Tigor mnt ME 3, [SAEME B4 established
] blaw 24 175734 Vigor IPsec 34 established
blay 24 17:59:30  Vigor mnt ME3, [RAEME B4 established
blaw 24 17:50:30  Vigor IPzec 24 established
] blay 24 18:04:10  Vigor mnt ME3, [SAEME B4 established
I May 24 18:04:10  Vigor IPzec B4 established
| blay 24 18:05:10  Vigor mnt ME3, [SAEME B4 established
May 24 18:05:10  Vigor IPzec B4 established
| bay 24 18:00:51  Vigor mnt ME3, [SAEME B4 established
] baw 24 180651 Visor IPsec 34 establizhed
i ey 24 18:07:33  Vigor mnt ME3, [SAEME B4 establizhed
; Maw 24 18:.07:33  Vigor [Pmc 24 established
Jamn 1 00:00:04 Wigor mnt ME2, [BAEMP B4 established -
1| i 3
Ruing. .. 18:33:29




