How to Connect SSTP VPN from Windows Server 2008/Vista to
Vigor2950

h CA Server

Internet

202.120.22. 15 W’*/
:/ ( SSTP VPN Tunnel )

Remote User VigOI’
}. 'S 71
Windows Vista SP1 133.145.25.58

Requirements
® \Windows Server 2008, or Windows Vista SP1

® | ocal Certificate (a online CA server on the Internet is required for some situation which

may be described below)

® Vigor 2950 Series (acted as SSTP server)

Configure Vigor Router Settings
This section introduces how to configure the Vigor router as an SSTP VPN server.

1. Make sure the router has obtained the right time. Otherwise there might be troubled in
certificate authentication.

System Maintenance >> Time and Date

Time Information

Current System Time 2008 Sep 18Thu6:21:1 Inquire Time |

Time Setup

" Use Browser Time

@ Use Internet Time Client

Time Protocol Imﬂ

Server IP Address |poo|.n1p.org

Time Zone | (GMT) Greenwich Mean Time : Dublin =l
Enable Daylight Saving |

Automatically Update Interval |30 min 'I

ok | cancel
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2. Configure the certificate management. For configuring SSTP VPN, there are three types of
certificates that can be used in Vigor routers. Please import one of the three types of
certificates for your necessity.

Certificate Management >> Local Certificate

Import X509 Local Certificate

Upload Local Certificate
Select a local certificate file.

Certificate file: Choose File |Nof||e chosen

Click Import to upload the local certificate.
mpot |  cancel |

Upload PKCS12 Certificate
Select a PKCS12 file.

PKCS12 file: = Choose File | No file chosen

Password: |
Click Import to upload the PKCS12 file.
Import | Cancel |

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file: Choose File | Mo file chosen
Key file: Choose File |Noﬂ|e chosen

Password: |

Click Import to upload the local certificate and private key.
impot |  cancel |

3. Next, in the menu SSL VPN >> General Setup, choose the certificate that you just
uploaded as the Server Certificate.

SSL VPN == General Setup

SSL VPN General Setup
Port 443 (Default: 443)
Server Certificate self-signed

Encryption Key Algorithm
© High - AES(128 bits) e
@ Default - RC4(128 bits)

) Low - DES

Note: The settings will act on all SSL applications.

’ oK l [ Cancel

Brief Introduction for the Certificates

Vigor routers allow you to generate a certificate request and submit it to the CA server, and later
import it as a Local Certificate. If you have already gotten a certificate from a third party, you
can import it directly. Besides, the router can also support types such as PKCS12 Certificate and
Certificate with a Private Key. They are introduced respectively below.
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Local Certificate - In this section, we mainly discuss how to generate a certificate request
by the Vigor router, and how to submit it to the CA server, get a newly issued certificate
and import it to the router.

Request a new certificate

i.  From the router's web configurator, please open Certificate Management >> Local
Certificate. Next, click the Generate on the bottom of the page.

Certificate Management >> Local Certificate

X809 Local Certificate Configuration

Name Subject Status Modify
| GENERATE | IMPORT | [ REFRESH |

ii. The page of Generate Certificate Signing Request will display as follows. You can
input the detailed information of this certificate. Note that Common Name should
be configured with the SSTP server’s WAN IP or domain name, otherwise you'll
encounter authentication problem when connecting the SSTP VPN,

Certificate Management => Local Certificate

Generate Certificate Signing Request

Certificate Name draytekdemo

Subject Alternative Name
Type IP Address -

P

Subject Name
Country {C)
State (5T)

Location (L)

Crginization (0O} Draytek
Crginization Unit {OU) Draytek Sales
Common Mame (CN) I 10.1.1.254|
Email (E)

Key Type RSA

Key Size 1024 Bit

iii. Click Generate. You will return to the local certificate list page. The certificate that
you've just configured will be displayed with status "Requesting".



Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
draytekdemo /0=Draytek/0OU=Draytek Sales/... Requesting
| GENERATE | [ IMPORT | | REFRESH |

iv. Click View. Copy the certificate request information from the window.

Certificate Request Information

MName : draytekdemo
Issuer :
Subject : /O=Draytek/OU=Draytek Sales/CN=10.1.1.254
Subject Alternative Name :

Valid From :

Valid To :

PEM Format Data :

MITBfjCEB6ATBADA/MRAWDG Y DVQQKEWIE cmF 5dGVEMRYwFAY DVQQLEw1EcmF5dGVT
T FNhbGVZzMRMWE QY DVQQDEwoxMC4x L EuMi UOMI GEMAOGCSqG5 Ib3DQEBAQUAR LGN
ADCBiQKBgRCE2hfnlB6vgx32M2bd0W1dUYcMA+gyQ1KUxNiT 61c9skERTw/LaNgo
IN1Tp2bwZ1p351PJXsBTiSrFHIF6Ir] /BBAVaScrMbIeZT2NNSy093/+YFgo+mbto
Qa4 t+gRFXUxYQINXJCx5WD/V2hIx] TFt kqRARAUXqAET+k5W4 9d IZQT DAQARCARW

m

DY JEoZ IThveHAQEFBRADGYERA] +1 xaoXVCouTraGkpVe SJTKUrFj 0dHu i XgNE OmxpJ0
6JyWu/3gHergLaG5EgemCbeY1 fnOH/ dGypw,/bmlbUnNVuT702FTrY1FCg3anTPnt
QriNYCSZdgHhwYSRwxBoskCRQsuNel1ATE1QbkngRsGhwMaSca+31YGurEmon vy

Close

Done [ € Internet | Protected Mode: On ®100% ~

v. Access your CA server and enter the page of certificate request. Copy the information
to it and submit a request. Then, a new certificate will be issued to you by the CA
server. Please save it properly.



Import the certificate

i.  Open Certificate Management >> Local Certificate, and click Import.

In the page of Import X509 Local Certificate, importing local certificate - the one
that is saved previously.

Import X509 Local Certificate

|Upload Local Certificate
Select a local certificate file.

Certificate file: D:\Users\draytek\Desktop\NewCert [

i pact to upload the local certificate,
m Cancel

Upload PKCS12 Certificate
Select a PKCS12 file.

iii.  If you have done well in the above procedure, you will see the following page.

Import X309 Local Certificate

Congratulation!
Local Certificate has been imported successfully.

Please click to view the certificate.

iv. Now, the Status for your certificate will display OK.

X509 Local Certificate Configuration

Name Subject Status Modify
draytekdemo /O=Draytek/OU=Draytek Sales/... oK
| GENERATE | | IMPORT | | REFRESH |

v. You can view the details of the issued certificate by clicking "view":



_ré Certificate Information - Windows Internet Explorer EE_@
el =

Certificate Information

MName : draytekdemo

Issuer : JC=CN/ST=Beijing/L=Beijing/0=CA365/CN=CA365 Free Root Certificate
Subject : /O=Draytek/OU=Draytek Sales/CN=10.1.1.254

Subject Alternative Name :

valid From : Sep 11 05:57:40 2008 GMT

valid To : Sep 11 05:57:40 2009 GMT

PEM Format Data :

Done I-_qg, @ Internet | Protected Mode: On ®100% -

PKCS12 Certificate - If you get a PKCS12 certificate from a third party, you may import
to the router as the certificate for SSTP VPN as well. Choose the certificate file, and type
the password. Then start to import.

Upload PKCS12 Certificate
Select a PKCS12 file.

PKCS12 file: Choose File | certificate. pfx

Password: I.............
Click Import to upload the PKCS12 file.
import |  cancel |

Certificate with Private Key - If you get a certificate together with a private key file from
a third party, you may import it to the router as the certificate for SSTP VPN as well.
Choose the certificate file, and type the password. Then start to import.

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file: Choose File |cert|f|cate_perr|
Key file: Choose File | private key file.key

Password: I ----------- |

Click Import to upload the local certificate and private key.
impot |  cancel |




Configure Client settings

This section introduces how to configure settings for the client with Windows Server 2008/Vista
SP1 to connect the SSTP VPN server as a remote dial-in user.

A. Add Trusted Root Certificate

Such step can make the authentication procedure being completed successfully when connects
to VPN server via SSTP.

Note: First, get the "Trusted Root Certificate™ ready.

If you have generated the certificate request via the Vigor router and submitted it to a CA
server, please download and save the Root Certificate from the CA server; or

if you have imported a third-party certificate, you must have a Root Certificate together
with that.

Make sure you have the Trusted Root Certificate in your computer, and do the following:

1. Enter the Console of the Windows System:

Programe

E} MM, EXE

File description: Microsoft Management Conscole
Company: Microsoft Corporation

File version: 6.0,6001.18000

Date created: 2008/1,/21 10:22

Size: 1.70 MB

Pictures
Music
Games
Computer
Metwork

Connect To

Control Panel
Default Programs

Help and Support
#- Search Everywhere

| ' Search the Internet Run...

2. Different from the method above, you can also click "Start" and then "Run", and input
"mmc.exe" and press Enter to get the Console window.
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3. Inthe Console window, click File menu and choose to "Add or Remove Snap-ins". Select
"Certificate™ and add it.

[Console Root]

\Wind Haln ol

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

il Cons extensible snap-ing, vou can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-n vendar - [T console Root Edit Extensions. ..
i ActiveX Control Microsoft Car...

nager Microsoft Cor...
Microsoft Car...
OMponent Services Microsaft Car... ‘ Mave Up

m

¥l Computer Managem... Microsoft Cor...

g‘glﬁDevice Manager Microsoft Cor... ~( ' )

=5 Disk Management Microsoft and. ..

@ Event Viewer Microsoft Car... H
| Folder Microsoft Car...

_:==j Group Policy Object ... Microsoft Cor...
@ IP Security Monitor Microsoft Car...
g 1P Security Policy M...  Microsoft Cor...

=] Link to Web Address  Microsoft Cor...  _
- .. . — i -

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

K. J [ Cancel

4. Beware to choose Computer account but not a My user account. Otherwise it might
cause problems in SSTP certificate authentication.

Certificates snap-in @

This snap-n will always manage certfficates for:
() My user accourt
{7 Service account

(@) Computer account

= Back [ et = ] [ Cancel




5. Inthe new-added Certificate folder, right click on Trusted Root Certificate and choose
All Tasks>>Import.

Consolel - [Console Root\ Certificates (Local Computer)\Trusted Root Certification Authorities]
File Action View Favorites Window Help
e 2B alc=HE
| Censcle Root Object Type Actions
4 If;‘ Certificates (Local C ) Certificates Trusted Root Certific... =
= | Perzonal
» |1 Trusted Re=* IMore Actions 3
b ] Enterprise Find Certificates...
b L Intermediy =y g v Find Certificates..
i [ Trusted P
s [ Untrusted View 3 Impaort...
P —| Third-Part New Window from Here
i [ Trusted P
= [ Remote D MNew Taskpad View...
s [] Certificats
b [ Smart Car Refresh
Export List...
Help
E T P — SIEN 1 | »
Add a certificate to a store

Certificate Import Wizard =

File to Import
Specify the file you want to import.

File name:

Browse. .,

Mote: More than one certificate can be stored in a single file in the following formats:
Persanal Information Exchange- PKCS £12 {,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7B)
Microsoft Serialized Certificate Store {,55T)

Learn more about certificate file formats

[ < Back l[ Mext = ][ Cancel ]

6. Choose the Trusted Root Certificate that you saved in local place, and import it to
Trusted Root Certificate. Then, click Next.



Certificate Store

Certificate Import Wizard

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

Browse...

[ < Back ][ Mext > l[ Cancel

7.

You can check if it has been successfully added.

< |

UL}

] 3

4 1

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities' Certificates] [ |- = ]
File Action View Favorites Window Help
I & & XE =
] Conscle Root Issued To = Issued By Expirz| | Actions
G C::rtificate: A== 365 Test Root Certificate CA365 Test Root Certificate Certificates -
: — ifurff:j'%ot .|| SClass 2 Public Primary Certificat.. Class 3 Public Primary Certficatio... 2028/t e ;
- = Certificates E’QCIESEB- Pub{llc anar',-r Certificat.., CIassBI Pukil|c I3r|mar3..r Certificatio,.. 200411 CA365 Test Root Cert., o
s I Enihe e Toiacs Eﬂ_'](:op}rnght (c) 1997 Microsoft C...  Copyright (c) 1997 Micresoft Corp.  1999/1 S ;
b B Intermediste Cel [SIGTE CyberTrust Global Root GTE CyberTrust Glebal Root 2018/ B A SRIOES
» [5] Trusted Publishd @Micro:oﬂ Authenticode(tm} Ro.. Microzoft Authenticode(tm) Root...  2000/1
b ~_| Untrusted Certifi S Microseft Root Authority Microscoft Rect Authority 20201
» [ Third-Party Roof [SIMicreseft Root Certificate Auth..,  Microsoft Reot Certificate Authori,,  2021/%
&[] Trusted People [ZIMO LIABILITY ACCEPTED, (€)87 ... NO LIABILITY ACCEPTED, ()97 V...  2004/1
> [T Remete Desktop E@Thaw‘te Premium Server CA Thawte Premium Server CA 202111
i [ Certificate Enroll | 5] Thawte Timestamping CA Thawte Timestamping CA 202111
b [ Srnart Card Trus|| SITSTCA TSTCA 2017 /%

Trusted Root Certification Authorities store contains 12 certificates.

B. Configure Windows Built-in VPN Client Setup

VPN Client for SSTP mode has been merged into Vista SP1. Users can easily configure it and
dial the Vigor SSTP VPN server by following the instructions listed below:
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1.

2.

Choose Connect to a workplace, and then click Next to build a new connection:

=EE=T

%c@ v Control Panel » Metwork and Sharing Center - | 3 | | Search R |

Tasks i ®

= Network and Sharing Center

View computers and devices

0 View full map

Connect te a network

Set up a connection or network i J A q!!' LR

Manage network ¢ Jnnections Er"g(“‘!

Diagnose and repair @ @ Set up a connection or network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

Set up a wireless router or access point
Set up a new wireless netwaork for your home or small business.

= Setup a dial-up connection
m Connect through a dial-up connection to the Internet,

[ Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

See also

Internet Options

Windows Firewall

In this page, please choose No, create a new connection and click Next.

G @ Connect to a workplace

Do you want to use a connection that you already have?

@ Mo, create a new connection

() Yes, I'll choose an existing connection

DraySSLTunnel
fr WDray Tek Virtual PPP Adapte

‘53_@ SSTP

WAN Miniport (S5TP)
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3. Inthe following page, click Use my Internet connection (VPN).

@ I'S:F' Connect to a workplace

How do you want to connect?

Use my Internet connection (VPN)

cennection through the Internet,

N — @ — B

< Dial directly

Connect directly to a phone number without geing through the Internet,

J VRN

What iz a VPN connection?

Cancel

4. On the following page, type the Internet Address of the VPN server (IP Address or domain

name) and destination name. Select Don’t connect now...... and click Next.

P

=] & =
@ L‘_-'_r-‘ Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: 101.1.254

Destinaticn name: DraytekDeme

[]Use a smart card

'@.‘ [T] Allow ether people to use this connecticn

This cption allows anyone with access to this computer to use this connection,

@'t connect now; just set it up so [ can connect later }

Cancel

5. Type the username and password, and click Create.
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6.

7.

@ @ Connect to a workplace

Type your user name and password

User name: sstpuser
Paszward: ssns
Show characters

Remernber this password

Dernain (eptionall: |

Go back to Manage network connections and find the VPN connection that you have just
created (e.g, DraytekDemo). Right click on it and choose Properties.

1 v|w_-@ » Control Panel » Metwork Connections - |"f | | Search
/iews "~ m Start this connection =3 Rename this connection Delete this connection »
View computers and dev Nae Status Device Ne - Connectivity Metwork Category Owner Type Phone # or Hos
Connect to a network Dial-up (1)
Set up a connection or n _". DrayS5LTunnel

‘; Disconnected
Manage network “'””E‘. s.a DrayTek Virtual PPP Adapter

Diagnose and repair LAM or High-Speed Internet (1)
=y AT
_ FEE 3
@ Realtek RTLB139/810x Famil...
Virtual Private Metwork (2]

i DraytekDemo i S5TP
- =
L L\,-“s

sy Disconnected Disconnected
i#8 WAN 230 ort (S5TP)

Connect

Status
Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

[ Properties

Seealso

Internet Options

Windows Firewall

In the pop-up dialog box, click the Networking tab and choose Secure Socket Tunneling
Protocol (SSTP). Click OK to finish the configuration for dialing a SSTP VPN tunnel:
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=EEIE]

OO |@ » Control Panel » MNetwork Connections - | ‘f| | Search £ |

By Organze ~ 3- Views ~

ilﬁraylekDemqucr:operEis . || _ _
Mame Status Device ue———— pe Phene # or Hest Addre...
i i, Networking | gha
Dial-up (1) General | Options | Secu m @

- Type of WPN:
A DraySSLTunnel
L\M:_ Disconnected W 'J
q.-»‘ DrayTek Virtual PPP Adapt Automatic
PPTP VPN

LAM or High-5peed Internet (1) > i ~
= | pymesmg Secure Socket Tunneling Protocol (SSTP)
i ; | <& Intemet Protocol Version 4 (TCP/IPw4)
@D Realtek RTL8139/810x F .
el : ey g File and Printer Sharing for Microsoft Metworks
Virtual Private Network (2) g (oS Packet Scheduler A

L7 Client for Microsoft Networks

[ @Install... ][ @Uninstall ] [ @Pmperties

Description

Allows your computer to access resources on a Microsoft
netwarl.

- T

8.  Finally, double click DraytekDemo to open the following dialog. Type the username and
password here to execute a SSTP VPN connection.

R e e o e s L
Connect DraytekDermo ;

Izer nane: satpuser
Paszward: L Ll
Dramain:

Save thiz uzer name and password for the following users:

@ Me anly
I@ Arwone who uzes thiz computer

[ Connect ][ Cancel ][ Froperties ][ Help
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