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Chapter 1 . High Availability Function

This chapter shows how to setup high availability function.
This chapter is divided into the following sections,
Section 1.1: Introduction

Section 1.2: Examples and Web Configurations

1.1 Introduction

The basic application graph is shown in Figure 1-1. There are two Vigor 3300V routers
connected to the Internet. One is as Master and the other one is as Slave. Both are
connected to a subnet — 192.168.1.x from the LAN port. For the further more settings,
please refer to the next section.
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Figure 1-1. A Scenario of High Availability



1.2 Examples and Web Configurations

At first, we need to configure High Availability in the Master device. Please refer to the
Figure 1-2.
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Figure 1-2. Web settings of the Master

Then, we have to configure High Availability in the Slave device. Please refer to the
Figure 1-3.
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Figure 1-3. Web settings of the Slave
The most important points are as below —
Both the Master and Slave must share the same Group number value.
The “Role” value of the Master device is different from that of the Slave device.

Both the Master and Slave must share the same Virtual IP value.

Master Failure / Shutdown

Once the Master unit is shut down or fails, Slave would be switched from idle state to
active state after 3 to 4 seconds and then take over Master.

Master Restart

Once Master is back to normal, and then Slave will be restored to be idleness.



Multiple Slaves

There should be only one Master, but multiple Slaves are allowed. Generally speaking,
the Slave with the greater LAN IP address will have higher priority to play the role of
Master if the original Master is shut down or fails. For example, the IP address
192.168.1.4 will have higher priority over 192.168.1.3.

Reference

The HA function was developed based on VRRP (Virtual Router Redundancy Protocol).
For further detailed information about VRRP, please refer to RFC 2338.



Chapter 2 . VPN Function

This chapter is divided into the following sections,

Section 2.1: VPN Dial-in Function

Section 2.2: VPN Dial-out Function

Section 2.3: VPN Three Parts Communication

Section 2.4: IPSec Host to LAN ( Smart VPN Client ) — DHCP over IPSec
Section 2.5: VPN PPTP Host-to LAN by Smart VPN Client

2.1 VPN Dial-in Function

2.1.1 Introduction

The first example is to establish a LAN to LAN VPN Tunnel. The basic form of LAN to
LAN VPN is to let both routers' internal networks can connect with to each other. In this
example since only one site has a fixed IP address, the VPN tunnel must be established in
one direction .(from dynamic-IP site to fixed-IP site). If you do want both sites can
always to initiate the connection automatically, the router with the dynamic IP must be
always online. Otherwise, only one direction can work normally. In this example, only
Vigor 3300V has a fixed IP address, so when the VPN Tunnel is dropped, Vigor 3300V
cannot initiate a connection to Vigor 2900V.

Suppose the Headquarters in Taipei uses a Vigor 3300V, while the branch office in
Shanghai uses a Vigor2900V. The network administrator requires the employees in
branch office to access the database in the headquarters through the encrypted VPN
tunnels. The purpose is to avoid leakage of relevant confidential information which is
important. Please refer to Figure 2-1.
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Figure 2-1. A scenario of VPN in dial-in from Vigor 2900V



There Below is a configuration table as below between Vigor 3300V and Vigor 2900V.

Vigor 3300V Headquarters Vigor 2900V Branch Office
WAN IP 220.135.240.207 61.31.167.135
PPPoE, fixed IP PPPoE, dynamic IP
LAN IP 192.168.33.1 192.168.29.1
Internal Network 192.168.33.X 192.168.29.X
Encryption Method DES-SHA1
Preshared Key 3300

2.1.2 Examples and Web Configurations

2.1.2.1 Configurations in Vigor 3300V
Step 1

Suppose the subnet of Vigor 3300V internal network is 192.168.33.X, for detailed setup
instructions please refer to the LAN Setup chapter. Enter VPN\IPSec\Policy Table, click
1, and then press Edit. Please refer to Figure 2-2.
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Figure 2-2. Edit of policy tablel
Step 2
First you should enter the Default page. There are three fields on this page.

Basic

It deals with basic settings, including profile name, authentication type, preshared key,
etc.

Name

You can specify a name to this profile. To facilitate easy management and differentiation,
please type “2900V”’.

Preshared Key
Type “3300” (It must be identical with 2900V's).



Admin Status
Use the default settings (Enable).

Local Gateway

It deals with relevant settings of the local router, including selection of the WAN and
internal network, etc.

WAN Interface

Vigor 3300V has 4 WAN ports. In this example, we choose WANT to establish the VPN
tunnel.

Network IP / Subnet Mask

It is the internal network of Vigor 3300V. Please enter 192.168.33.0 /24 (/24 = Mask
255.255.255.0).

Remote Gateway

It deals with relevant settings of the remote router, including WAN IP and internal
network, etc.

Security Gateway

It is about the WAN IP of Vigor2900V. In this example it is not fixed, so please enter
0.0.0.0.

Network IP / Subnet Mask

It is the internal network of Vigor2900V. Please enter 192.168.29.0 /24 (/24 = Mask
255.255.255.0).

Please refer to Figure 2-3.
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Figure 2-3. Web settings of Vigor 3300V



Step 3
Advanced page

In this example since the connection is initiated by Vigor 2900V, the encryption method
is determined by Vigor 2900V. By default Vigor 3300V allows des-md5, des-shal,
3des-md5 and 3des-shal, so no change is required. Just press the Apply button to finish
the configuration. Please refer to Figure 2-4.
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Figure 2-4. Advanced settings of Vigor 3300V
Step 4

After configuration, the router will jump switch to the VPN - IPSec - Policy Table page.
Confirm if the settings are correct. Now the setup for 3300Vconfiguration is completed.
Please refer to Figure 2-5.
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Figure 2-5. Policy table of Vigor 3300V



2.1.2.2 Configurations in Vigor2900V
There are some setup procedures as below.
Step 1

Enter the web page of Vigor2900V, and click the VPN and Remote Access Setup link.
Please refer to Figure 2-6.

—
Vigor2900V S
Broadband Se
saza552005  VolP Router -
-72-40 3y -
i
Basic Setup Quick Setup
= Quick Start Wizard = Intermet Access Setup
= Adminigtrator Password Setu, +Virnual TA (Remote CAPI) Setup
= LAN TCP/IP and DHCP Setup
+ ISDN Setup
Advanced Setup System Management
= Dynamic DNS Setup « Online Status
= Call Control and PPP/MP Setup = VPN Connection Management
= Call Schedule Setup « Configuration Backup / Restoration
= NAT Setup « Syslog / Mail Alert Setup
= RADIUS Setup = Time Setup
= Static Route Setup ~ Management Setup
= IP_Filter/Firewall Satup + Diagnostic Tosls
[ = VPN and Remote Access Setup « Reboot System
= UPNP Service Satup + Finmware Upgrade (TFTP Server)
= VolP Setup
= VLAN/Rate Control
= QoS Control Setu
: Corp. All Figh

Figure 2-6. VPN web of Vigor2900V

Step 2
Click the LAN-to-LAN Profile Setup link. Please refer to 11-7.
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Figure 2-7. LAN to LAN settings of Vigor2900V



Step 3

Click Index 1, and enter relevant settings of the VPN tunnel connected to Vigor 3300V.
Please refer to Figure 2-8.
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Figure 2-8. LAN to LAN profiles of Vigor2900V

Step 4
Common Setting

It deals with basic settings, including profile name, enable or disable the profile, call
direction, etc.

Profile Name

Specify a name to this profile. To facilitate easy management and differentiation, please
type “3300V”.

Call Direction

Specify the call direction to this profile. In this example the connection is initiated from
Vigor 2900V to Vigor 3300V, so please select Dial-Out. In this example V3300V is not
allowed to dial in.

Idle Timeout

By default, it is 300 seconds. If the profile connection is idle over the threshold of the
timer, the router will drop the connection.

Please refer to Figure 2-9.
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Figure 2-9. Common settings of Vigor2900V




Dial-Out Setting

It deals with relevant settings of Dial-Out connection, including encryption method,
preshared key and remote site's WAN IP.

Select IPSec Tunnel and enter the WAN IP 220.135.240.207 of Vigor 3300V. Press the
IKE Pre-Shared Key button, and then a window will pop up. Just type 3300 (It must be
identical to 3300V's). Press finish the configuration of IKE Pre-Shared Key. Then click
High (ESP) and select DES with Authentication (default is DES without
Authentication).

2. Dial-Out Settings

Type of Server I am calling Link Type
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Figure 2-10. Dial-out settings of Vigor 2900V
Dial-in Setting

It deals with relevant settings of Dial-In connection. In this example you do not need to
configure this part.
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Callback Mumber I
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Figure 2-11. Dial-in settings of Vigor 2900V
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TCP/IP Network Settings
It deals with the internal network of the remote site, etc.

In the Network IP and Mask field, enter 192.168.33.0 and 255.255.255.0 respectively,
and then press “OK” to finish the configuration. Please refer to Figure 2-12.

4. TGP/IP Network Settings

Iy VAN TP |D.1].l].l] RIP Direction |T><g"R>< Both vl
Remote Gateway IP 0.0.00 RIP Yersion |\-"er. 2 "'I
I-Remnta Natwork [P 182 166 33.0 For NAT cperation, treat remote sub-net as
— IF'r'rvateIF' =
Remote Metwork Mask IEBS 255.256.0

More T change default route to this YPM tunnel

Step 5

Figure 2-12. TCP/IP network settings of Vigor2900V

After configuration, the router will automatically switch to the LAN-to-LAN Profiles
Setup page. Confirm if the settings are correct. Now the setup configuration for of
Vigor2900V is completed. Please refer to Figure 2-13.

LAN-to-LAN Profiles: | N
Index MName Status Index Name Status
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Step 6

Figure 2-13. Created profiles of Vigor2900V

Enter the main page of Vigor2900V and click the VPN Connection Management link.
From the pull-down menu, select (3300V) 220.135.240.207, and then press “Dial”. Vigor
2900V will initiate the VPN connection to Vigor 3300V. Please refer to Figure 2-14.

£ = System Management > VPN Connection Management
Dial-out Tool Rsfresh Seconds : |10/ | Befresh |
‘ I': 3300V ) 220.135.240.207 EI M
¥PN Connection Status
Current Page: 1 et
Remote Virtual T T Rx Rx o
‘ KELATIRS P Network Pkts Rate Pkts Rate CPT'Me

Figure 2-14. Connection settings of Vigor2900V
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Step 7

Please wait about 5~10 seconds, you will find the VPN tunnel has been established. Please

refer to Figure 2-15.
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Figure 2-15. Connection status of Vigor2900V

Step 8

Please enter the CLI and try to ping 192.168.33.1 ( Vigor 3300V ) to see if there is any

response. Please refer to Figure 2-16.
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tics For 192.168.33.1:
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Figure 2-16. Ping status

Step 9

If the numbers of Tx Pkts & Rx Pkts increase, it means there 1s traffic through the VPN tunnel.

Please refer to Figure 2-17.

VPN Type Remote IP L]

T=

T® Rx  Rx |

UpTime

Pkts Rate Pkts Rate

22 0122 Dropl

MNetwork

1 IPSec Tunnal

. 220.135,240.207 192.162.332.0/24
[ 3300% ) DES-SHAL Auth x

4 22

Figure 2-17. Statistics status
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Step 10

Enter the page of Vigor 3300V Web and enter VPN\IPSec\Status, and then you will find the
VPN tunnel has been established. Please refer to Figure 2-18.
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Figure 2-18. IPSec status

Step 11

Enter the CLI and attempt to ping 192.168.29.1 (Vigor 2900V) to see if there 1s any response.
Please refer to Figure 2-19.

=t Command Prompt

Figure 2-19. Ping status

Step 12

If the numbers of Packet In & Packet Out increase, it means there are packets passing is
traffic through the VPN tunnel.

Now the VPN tunnel has been successfully established.
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2.2 VPN Dial-out Function
2.2.1 Introduction

This case is based on example 1. The difference is that both sites have a fixed IP address
and the connection is initiated from Vigor 3300V (Dial-Out) to Vigor 2900V (Dial-In).

Suppose the Headquarters in Taipei use a Vigor 3300V, while the branch office in
Shanghai uses a Vigor 2900V. The network administrator requires the employees in
branch office to access the database in the headquarters through the encrypted VPN
tunnel. The purpose is to avoid leakage of confidential information.

__Internet
‘j-:l‘.\{ Tu_nn:;! .

szz== WA
2000V
192 16829 1

3300V
192.168.33.1

o % I .. prdors
Taiwan 'Lb _(‘hinn ) J
@) Shanghai “jTl
o L P
s i
~> ~>

1921683310 192, 168.29.10

Figure 2-20. A scenario architecture graph

Below is a configuration table between Vigor 3300V and Vigor 2900V.

3300V Headquarters 2900V Branch Office
220.135.240.207 61.31.167.135
WAN IP
PPPOE, fixed IP PPPOE, fixed IP
LANIP 192.168.33.1 192.168.29.1
Internal Network 192.168.33.X 192.168.29.X
Encryption Method DES-SHA1
Preshared Key 3300
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2.2.2 Examples and Web Configurations

2.2.2.1 Configurations in Vigor 2900V
There are some procedures as below.
Step 1

Enter Vigor 2900V'sthe web page of Vigor 2900V, click the VPN and Remote Access
Setup link.

£4:20 55 2005 yﬂpw

LAN MAC Address 40 ¥
Basic Setup Quick Setup
+ Quick Start Wizard = Internet Access Setup
= Administrator Password Setup & Virlual TA (Remote CAPI) Seiup
= LAN TCP/IP and DHCP Setup
« ISDN Setup
Advanced Setup Systemn Management
= Dynamic DNS Setup = Online Status
= Call Contral and PPP/MP Setup = WPHN Connection Mana gement
o Call Schedule Setup = Configuration Backup / Restoration
= NAT Seiup = Sysl og / Mail Alert Setup
+ RADIUS Setup & Time Setup
= Static Route Setup » Management Setup
+ IP_Filter/Firewall Seup = Diagnosiic Tools
= VPN anid Remote Access Setup | ~ Reboaot System
= UPNP Sarvice Setup & Firmware Upgrade (TFTP Senrder)
= VolP Setup
= VLAN/Rate Cantiol
« o5 Control Satup

Figure 2-21. Vigor 2900V web configuration
Step 2
Click the LAN-to-LAN Profile Setup link.

=~ Remote Access Control Setup

< PPP General Setup

= VPN IKE / IPSec General Setup

= Remote User Profile Setup (Teleworker)

[-'.- LAN to-LAN Profile Setup ]

Figure 2-22. LAN-to-LAN profile setup
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Step 3

Click Index 1 and enter relevant settings for the VPN tunnel to Vigor 3300V. Please refer
to Figure 12-4.

LAN-to-LAN Profiles: & |
Index Name Status Index Name Status

1. T H 9. 7T S
[ ; 777 ® L 777 %

A T S 11. ey b

4___ s d ® £ 7Y I

5. T X 13. ey S

6. T % 14. Y b

i 777 % E 177 %

& TrT 5 | E s o

46 1732 >
Status: v --- Active, x --- Inactive

Figure 2-23. Enter relevant VPN setup

Step 4

On this page there are four sections for relevant VPN setup as below.

Common Settings

These are basic settings, including profile name, enable or disable the profile, call
direction, etc.

Profile Name

Specify a name to this profile. To facilitate easy management and differentiation, please
type 3300V.

Call Direction

Specify the call direction to this profile. In this example the connection is initiated from
V3300V to Vigor 2900V, so please select Dial-In.

Idle Timeout

By default, it is 300 seconds. If the profile connection is idle over the threshold of the
timer, the router will drop the connection.

Please refer to Figure 12-5.

1. Commaon Settings

Call Direction Both € Dial-Out | Dial-In

M Always on

Idle Timeout IW second(s)
I Enable PING to keep alive

PING to thetr [
Figure 2-24. Common settings in Vigor 2900V

Profile Name IESUU\/

W Enable this profile
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Dial-Out Settings

It deals with relevant settings of Dial-Out connection. In this example, we do not need to
configure this part.

2. Dial-Out Settings

Type of Server I am calling Link Type |64k bps x|
@ 1S5DN Username 777
i
ERTE Password I
" IPSec T | -
r SCLELEE ’I—:I PPP Authentication IPAP,-’CHAP vl
L2TP with IPSec Policy | MNon= V3 Compression & on C Off
Dial Number for ISON or T "—
Server IP/Host Name for VPN, fTErenpies ey

(such as 5551234, draytek.com or 123,45,67.89) | IPSec Security Method

[ & Medium{ AH)
© High(ESP) |I ES without Authentication j
Advance |

Scheduler (1-158)

Callback Function {CBCP)
[T Require Remota to Callhack
[T Provide ISDN Mumber to Remote

Figure 2-25. Dial-Out settings in Vigor 2900V

Dial-In Settings

It deals with relevant settings of Dial-In connection, including encryption method,
preshared key and the WAN IP of remote site.

Select IPSec Tunnel and enter the WAN IP 220.135.240.207 of Vigor 2900V. Press the
IKE Pre-Shared Key button, and then a window will pop up. Type 3300 (It must be
identical with 3300V's). Press the “Confirm” button to finish the configuration of IKE
Pre-Shared Key. Please refer to Figure 12-7.

3. Dial-In Settings

Allowed Dial-In Type | uvsemame Iﬂi
W6 Password |

8 i Y] Compression * on © Off

W IPSec Tunnel

I L2TP with IPSec Palicy [Nene =] [ IKE Pre-Shared Key ||m_

IPSec Security Method
@SpeciFy ISDN CLID or Remote VPN Gateway ¥ tedium (aH)

Peer ISDN Number or Peer VPN Server IP High {ESP)
220.135.240.207 W DEs ¥ 30ES W AES
or Pear ID

Callback Function (CBCP)
[T Enable Callback Function
[T Use the Following NMumber to Callback

Callback Number |

Callback Budget Il minute{s)

Figure 2-26. Dial-In settings in Vigor 2900V
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TCP/IP Network Settings

It deals with the internal network of the remote site, etc.

In the Network IP and Mask fields, enter 192.168.33.0 and 255.255.255.0 respectively,
and then press “OK” to finish the configuration. Please refer to Figure 2-27.

4. TCP/IP Network Settings

My WAN IP 0000 RIP Direction TK{F Bath 'I
Remote Gateway IP 0.0.0.0 RIF Version Wer. 2 'I
Bermota e LW kIR |192.188.33.[I For NAT operation, treat remote sub-net as
Private [P 'I
Remote Network Mask |255.255.255.0
tdare

[T Change default route to this VPN tunnel

Figure 2-27. VPN setup- TCP/IP network settings

Step 5

After configuration, the router will automatically switch to the LAN-to-LAN Profiles
Setup page. Confirm if the settings are correct. Now the configuration of Vigor 2900V is
completed. Please refer to Figure 2-28.

LAN-to-LAN Profiles: E |
| Index Name Status | Index Name Status
| o 3300V v ]| 8 77 %
23 77 » 10. 227 w
3! 777 % 1. 777 %
:, 777 % 1_; 777 %
; s 0 ; 777 %
; EEG ES ; B X
; 727 " E 777 .
; Y 3 E 277 "
116 1732 =

Figure 2-28. Table of LAN-to-LAN settings in Vigor 2900V
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2.2.2.2 Configurations in Vigor 3300V
There are some procedures as below.
Stepl

Suppose the internal network inside Vigor 3300V is 192.168.33.X, for detailed setup
instructions please refer to the LAN Setup chapter. Enter VPN \IPSec\Policy Table, and
click 1. Then press “Edit”. Please refer to Figure 2-29.

WYPN - IPSec - Policy Table

Connection Hame Local Subnet Remate Gateway Remate Subnet Addruiin S5aius Operational Status. Action

1
Refresi | Delete | Detete AN

Figure 2-29. IPSec policy table
Step 2

First you should configure the Default page. In Basic settings, there are three parts users
need to configure.

Basic

It deals with basic settings, including profile name, authentication type, preshared key,
etc.

Name

You can specify a name to this profile. To facilitate easy management and differentiation,
please type 2900V.

Preshared Key
Type 3300 (It must be identical with 2900V's).

Admin Status
Use the default settings (Enable).
Local Gateway

It deals with relevant settings of the local router, including selection of the WAN and
internal network, etc.
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WAN Interface

Vigor 3300V has 4 WAN ports. In this example, we choose WANI to establish the VPN

tunnel.

Network IP / Subnet Mask

It is the internal network of Vigor 3300V. Please enter 192.168.33.0 /24 (/24 = Mask

255.255.255.0)

Remote Gateway

It deals with relevant settings of the remote router, including WAN IP and internal

network, etc.

Security Gateway

The WAN IP of Vigor 2900V. Please enter 61.31.167.135.

Network IP / Subnet Mask

The internal network of Vigor 2900V. Please enter 192.168.29.0 /24 (/24 = Mask

255.255.255.0).

A n Blas
LoEs Gateway

VAN bkarae

Hatwosk F | Bubnet b
Maskhon

Pemote Gareway
Ramat IC
DHCP-avarFEec

i1y 1y vy

Hibwirk | Sgbonel Masi

Apply | Catrcel

Figure 2-29. Default page setup
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Step 3
Advanced page

By default, Vigor 3300V allows des-md5, des-shal, 3des-md5 and 3des-shal. Change the
sequence of des-md5 and des-shal so that des-shal is in first place. Press “Apply” to

finish the configuration.

VPN - IPSec Tunnel

Dottt

IKE Phased|main mode)

Key betime 480 | minukes

Frogasal das-ndlS-nodp7 sl | [des—ska-ncdp7E B w| Fdes-ndS-ncdpTEE | | Ides-sha-sedpliid
IKE Phase|quick mode}

Fay Metima (=Y minutes

Frogassl des-shal | |des—nd5 | Ides-ndi | | ddos-shal

LI PF5 [Pertact Forward Eacreny)
Dead Pear Detaction

Status
Dietlay

Timesout

 Disable O Enable
sBLonds

serands P
L

Roply | cancel

Figure 2-30. Advanced page setup

Step 4
After configuration, the router will switch to the VPN - IPSec - Policy Table page. Click
“Initiate”.

VPM - IPSec - Policy Table

. st cAitrin Hidiviss Lacal Siiliive Paivvede Galiwiny Prisirvistis Silsirest Hbinin St iss Dt alioviral Stiis [Acaren|

5 o

B O

Figure 12-31. IPSec policy table

Step 5

A window for this Dial-Out connection will pop up. Press “OK” to initiate this tunnel.

Microsoft Internet Explorer

?r/ As an initiakor, press [OF] to issue the Firsk TKE message,
Sl

IF it is sl mot in stabus up’,
vou could try to dick [intiate] again.
Are you sure ko inibiske the connechion 17

o 1

Cancel I

Thereafter, you can chick [Refresh] ko display the newest operational stabus,

x|

Figure 2-32. The confirmation window
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Step 6

Please wait for 30~60 seconds, and then enter the VPN - IPSec — Status page of Vigor

3300V. You will find that this VPN tunnel has been established.

VPN - IPSec

- Status

[
"

= Vit Packia Byte
Stanus  Blgodithis Raimet I P lisstas Suibanst Eytain | IEKE T

up DES_D-HWAC_EHAI-MO_FFE 6131167135 10216220 D634 [ [ 0 0

Feedli sy

Upitine

DEsconnec

Figure 2-33. VPN - IPSec - Status page

Step 7

Please enter the CLI and ping 192.168.29.1(2900V) to see if there is any response.

= Command Prompt

168.29.1

Pinging 168.29.1 with 32 hytez of data:

168.29

Figure 2-34. Command prompt

Step 8
If the numbers of Packet In & Packet Out increase, it means there is traffic through the
VPN tunnel.

YPH - IPSec - Status

] Haine Etanss  Algoaihie Ramste 1P Faiteate Subeat ‘r_'":k'" Byta ln ?::"“ :,1::'! Ui

1 & 2000 up DES_D-HMaZ_EHAI-NO_PFE 61.31167.138 G168 TR0 40 :--'.ﬂ‘ s

Figure 2-35. The numbers of packet in & packet out
Step 9

Please enter the main page of Vigor 2900V and click “VPN Connection Management”.

And then you will find this VPN tunnel has been established.

& = System ﬁanagemcnt > VPN Connection Manayement

Dial-out Tool

=] Dial

Refresh Seconds @ |10 =] _Refresh

VPN Connection Status
Currant Paga: 1

Wirtual
Metwork

T= Tx Rx Rx

kil Pkts Rate Pkts Rate

Type Remote IP UpTime

IFSec Tunnel
DES-SHAT Aut

h 220.135,240.207 192.168 33.0/24 4 21 4

[ 1
23004 )

Z1 0003 Drupl

-

Figure 2-36. VPN connection management
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Step 10
Enter the CLI and ping 192.168.33.1(3300V) to see if there is any response.

¢« Command Prompt

ing 192.168.33.1

Pinging 192.168.23.1 with 32 hytes of datac

Minimun = Bns .

Figure 2-37. Command prompt

Step 11

If the numbers of Tx Pkts & Rx Pkts increase, it means there is traffic through the VPN
tunnel.

Wirtual (T Tx Rx Ryt |

VPN Type Remote IP Network Pkis Rate Pkts Rate UpTime
_.._.,100._,) [;?f'_“,”:‘_“"\'jh 220.138.240,207 192.182.32.0/24| & 15 E s Joizizs Drop

Figure 2-38. The numbers of Tx Pkts & Rx Pkts

Now the VPN tunnel has been successfully established.

If you want to keep a permanent connection, please refer to the step 2 the configuration of
Vigor 3300V and change “Admin Status” from Enable to Always-On. Before the
connection is established Vigor 3300V will continuously attempt to initiate VPN tunnel
every 20 seconds.

Basiec

Marme 2900

Authentication Preshared Eey v
Presharad key sses

Security Frofocol @ ESP »|

Admin Stalus Always—On ¥ |

Figure 2-39. The admin status

2.3. VPN Three Parts Communication
2.3.1 Introduction
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The second example is to configure 2 LAN to LAN VPN Tunnels. So that all three
routers' internal networks can connect to each other through one of the router. In this
example, since only one site (Vigor 3300V) has a fixed IP address, to maintain stable
connections the other two routers (Vigor 2900V and Vigor 2200V) using dynamic IP
addresses must enable “Always On”. Vigor 3300V is set as the central site accepting
incoming VPN connections from the other two routers. The VPN traffic between Vigor
2900V and Vigor 2200V are all passed through the Vigor 3300V. These 3 sites' internal
networks must be within the same subnet (192.168.X.X). The subnet of the VPN's
configuration of Vigor 3300V must fall into 192.168.0.0/16.

Suppose the headquarters in Taipei uses Vigor 3300V, while the branch office in
Shanghai uses a Vigor 2900V. The teleworkers in Beijing use a Vigor 2200V. The
network administrator requires 3 sites to communicate with each other through the
encrypted VPN tunnel. The purpose is to avoid leakage of confidential information.

Since only the headquarters have confidential fixed IP address, teleworkers have to access
the resources in the branch office through the headquarters. All the VPN traffic from
Vigor 2900V and Vigor 2200V is firstly directed to the headquarters. To avoid overload
of the lines, Vigor 3300V uses WANT to establish the VPN tunnel with the branch offices
and uses WAN?2 to establish the VPN tunnel with teleworkers.

5

Taiwan
192, 168.33.1

==

Internet

2900V 2200V
192 168.29.] 192.168.22.1

h T [Fji A ) L“'

I J 1‘
Chifa @’ﬂ China \gﬂv

Shanphai 192, 168,29.10 Hong Kons 192,168.22.10

Figure 2-40. Setup 2 LAN to LAN VPN tunnels
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3300V Headquarters 2900V Branch Offices | 2200V Teleworker

220.135.240.207 61.31.167.135
WAN IP PPPOE, fixed IP PPPoE, dynamic IP

219.81.160.206 61.230.207.146

PPPOE, fixed IP PPPoE, dynamic IP
LAN IP 192.168.33.1 192.168.29.1 192.168.22.1
Internal Network 192.168.33.X 192.168.29.X 192.168.22.X
Encryption Method DES-SHA1
Preshared Key 3300 3300

1234 1234

In this example since only Vigor 3300V has fixed IP address, to maintain a stable
connection between Vigor 2900V and Vigor 2200V, you must enable “Always ON” in

the VPN profiles of Vigor 2900V and Vigor 2200V.

2.3.2 Examples and Web Configurations

2.3.2.1 Configurations in Vigor 3300V
Step 1

Suppose the internal network of Vigor 3300V is 192.168.33.X, for detailed instructions
please refer to the LAN Setup chapter. Enter VPN \IPSec\Policy Table, and click 1. Then

press “Edit”.

VPH - IPSec - Policy Table

Cannaction Hams Laal Subinet Remate Gal oway Feminte Subnet Astmin Status

Operational Status HAction

Refesh I:IIE Dedete Desfiste AN

1

Figure 2-41. IPSec policy table

Step 2

First you should enter the Default page. There are three fields on this page.
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Basic

It deals with basic settings, including profile name, authentication type, preshared key,
etc.

Name

You can specify a name to this profile. To facilitate easy management and differentiation
please type 2900V.

Preshared Key
Type 3300 (It must be identical with 2900V's).

Admin Status
Use the default settings (Enable).

Local Gateway

It deals with relevant settings of the local router, including selection of the WAN and
internal network, etc.

WAN Interface

Vigor 3300V has 4 WAN ports. In this example, we choose WANT to establish the VPN
tunnel.

Network IP / Subnet Mask

The internal network of Vigor 2900V. Please enter 192.168.0.0 /16 (/16 = Mask
255.255.0.0).

Remote Gateway

It deals with relevant settings of the remote router, including WAN IP and internal
network, etc.

Security Gateway
The WAN IP of Vigor 2900V. In this example it isn't fixed, so please enter 0.0.0.0.

Network IP / Subnet Mask

The internal network of Vigor 2900V. Please enter 192.168.29.0 /24 (/24 = Mask
255.255.255.0).
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VPH - IPSec Tunnel

Artvanced

|

Authesticaion Fracharad Hew s
Prashares Kay
Securiy Fratocal

talijs Ensble

Local Gateway

£
<

WHEM Incarfate

Locsl Ceryicate

SRCUTH Gataway defauil

Psharnrk I f Bubned Wagk | 1H2163.0.0 1B

Pézad hop it

Remote Gateway

Ramate ID

CHCP- over- FEac CEF

SREMITY ety oooo Lﬂ 000 T ynamic cand

deternrk 1P f Eubined Mask 152183230 el [.T D00 DR S i (i gl

Figure 2-42. VPN — IPSec tunnel - Default page setup
Step 3
Advanced page

Apply | Camcal

In this example since the connection is initiated by Vigor 2900V, the encryption method

is determined by Vigor 2900V. By default Vigor 3300V allows des-mdS5,

des-shal,

3des-mdS5 and 3des-shal, so no change is required. Just press the Apply button to finish

the configuration.

YPM - IPSec Tunnel

I I

Dafault

IKE Phasal(main modaj

By b | &0 minutes

Froposal des-nd S-medp7EE *| des-zha-s=dp7es | des-wdS-acdpPEB ¥ | Zdes—sha-uesd

IKE PhaseZ|guick made)

Kzt ek E1

Finutes

Fropozal des-ads | | des-ahal | 3des-wdS w | des-shal w

[J#FS Periect Eorward Secnecy)

Daad Pasr Dataction

Stalug @ Drable O Enate
Delay: 0ndE
Tisnemu SEconds

(o

“

p1024

Ade Cancel |

Figure 2-43. VPN - IPSec tunnel - Advanced page setup
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Step 4

After configuration, the router will automatically switch to the VPN - IPSec - Policy
Table page. Click 2, and then press Edit.

VPH - IPSec - Policy Table

Canmnection Hame Local Sutaet Remote Galoway Foaimste Submet Admin Status Operatisnl Stabus Action

1 L& 1900w 1821680016 oann 122.16B 300024 anable dhIwn

1

Refresh @lumle Delete A1

Figure 2-44. VPN - IPSec - Policy table (edit 2)

Step 5
Firstly you should enter the Default page. There are three fields on this page.

Basic

It deals with basic settings, including profile name, authentication type, preshared key,
etc.

Name

You can specify a name to this profile. To facilitate easy management and differentiation
please type 2200V.

Preshared Key
Type 1234 (It must be identical with 2200V's).

Admin Status
Use the default settings (Enable).

Local Gateway

It deals with relevant settings of the local router, including selection of the WAN and
internal network, etc.

WAN Interface

Vigor 3300V has 4 WAN ports. In this example, we choose WAN?2 to establish the VPN
tunnel.
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Network IP / Subnet Mask

The internal network of Vigor 3300V. Please enter 192.168.0.0 /16 (/16 = Mask
255.255.0.0).

Remote Gateway

It deals with relevant settings of the remote router, including WAN IP and internal
network, etc.

Security Gateway
The WAN IP of Vigor 2900V. In this example it is not fixed, so please enter 0.0.0.0.

Network IP / Subnet Mask

It is the internal network of Vigor 2900V. Please enter 192.168.22.0 /24 (/24 = Mask
255.255.255.0).

VPN - IPSec Tunnel

Basic

Auireniicaion Presharsd Kew &
- [oe]

Sa ity Probeol ESP =

Local Gateway

VAN Intarfaca

Local Ceriic o

Sy O away dafauk

Metwoak P | Bubnat Mazk | 152,168 0.0 16
Har hop defauk

Femote Gateway

Ramale ID

DHCP-ter 1P S OFF =

Hatwirk P Subinei Mask 1'5; 168.22.0 124 |-1'| 00, V33 for dymamic clisnt

Apply | Coicel

Figure 2-45. VPN - IPSec tunnel - Default page setup
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Step 6
Advanced page

In this example since the connection is initiated by Vigor 2200V, the encryption method
is determined by Vigor 2200V. By default Vigor 3300V allows des-md5, des-shal,
3des-md5 and 3des-shal, so no change is required. Just press the Apply button to finish
the configuration.

VPN - IPSec Tunnel

—
Dersutt I[ ||

IKE Phaselimain made)
Koy et S50 mnutes
Propossl des—nd G-nodpTa » | des-sha-modp?h el ides—ndb-nodp? el - des—sha-nodpll2d -
IKE PhaseZiquick mode)
Ky etime =1 rrinules
Fropossi dem—nd b % | |dez—xhal % | | ddmz—udb o | | Sdms-shal ~
CJ#Fe Paroct Forward Sacmy)

Dead Peer Detection

Etatus  Dimable () Enabis
Daiar saconds
Timeou SR

| twwtyy| comcet

Figure 2-46. VPN - IPSec tunnel - Advanced page setup

Step 7

After configuration, the router will switch to the VPN - IPSec - Policy Table page.
Confirm if the settings are correct. Now the configuration of Vigor 3300V is completed.

VPH - IPSec - Policy Table
L] LComnection Name Local Submet Femeke Goloway Remte Subtmet Admin Status Oporatiemal Stabus Atiem
'Ji O 2900y 1921680005 0onn 152168290024 enable L2 7
2 '-_'_-_".' oy 18z 168.00ME 0o0.n 1E216B T304 anahble T
L 2
1 O
50
L o
T
&
2 C
L
1
Refresh | [EdR] Delete | Delete 1

Figure 2-47. The setup for 3300V is completed
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2.3.2.2 Configurations in Vigor 2900V
Step 1
Enter the web page of Vigor 2900V, and click the VPN and Remote Access Setup link.

Basle Setup Quick Setup
= Quick Start Wizard = Internet Access Selup
rater Password Setup = Mirual TA (Remote CAPI) Setup
o LA AP and DHCP Setup
= ISDN Setip
Advanced Setup System Management
= Dynamic DNS Setup = Online Staius
= Call Control and PPP/MP Seatu = VPH Connaction Management
= Call Schedula Setup = Conflguration Backup / Restoration
= NAT Seiup = Syslog / Mail Alert Setup
= RADIUS Sectu = Time Setup
= Static Route Satup =~ Managamant Setup
= IP Filter/Firewall Setup = Diagnostic Tools
[ = WPHN and Remote Access Setu, ] = Reboot System
= UPHP Samvice Satup = Firmwara Upqgrade (TFTP Sarvar)
= VolP Setup
= VLAN/Rate Coantral
= Oo%S Control Satup

Figure 2-48. 2900V web configuration
Step 2
Click the LAN-to-LAN Profile Setup link. Please refer to Figure13-10.

+ Remote Access Control Setup
= PPP General Setup

= VPN IKE / IPSec General Setup

= Remote User Profile Setup (Teleworker)

[-> LAN.to.LAN Profile Setup |

Figure 2-49. LAN-to-LAN profile setup
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Step 3
Click Index 1, and enter relevant settings of the VPN tunnel connected to Vigor 3300V.

LAMN-to-LAN Profiles: > |
| Index [ Mame .Stutus i Index | Name | Status
[1.] 777 x | o 77T #

2. 777 x| 10 777 5
; s # | : e ®
4__. 777 x| £ 77 p
5. TTT u | ik T f
6. 777 x| a4 227 %

o s e T [ =

[ x| 1. 777 [ »
116 | 17.32 =5
Status: v === Active, ¥ === Inactive

Figure 2-50. Enter relevant VPN setup

Step 4

On this page there are four sections regarding VPN configuration.

Common Setting

It deals with basic settings, including profile name, enable or disable the profile, call
direction, etc.

Profile Name

You can specify a name to this profile. To facilitate easy management and differentiation,
please type 3300V.

Call Direction

You can specify the call direction to this profile. In this example the connection is
initiated from Vigor 2900V to Vigor 3300V, so please select Dial-Out. In this example
Vigor 3300V is not allowed to dial in.

Idle Timeout

By default, it is 300 seconds. If the profile connection is idle over the threshold of the
timer, the router will drop the connection.

Always On

If the VPN connection is terminated, the router will continuously attempt to establish the
VPN.

32



PING to Keep Alive

To avoid the situation in which the connection goes down unexpectedly, Vigor uses "Ping
to keep alive" method to detect if the peer router is reachable. Enable this feature and
enter “192.168.33.1” in the “PING to the IP” field.

1. Common Settings

Call Direction

O Both[# Dial-0ut| T Diak-In

-

[ nbways on

Prafile Mame 33000 T e | e
I Enabla this profile S/ W Enable PING to keep alive 1
| PING to the IP 192.168.33.1

Figure 2-51. VPN setup - Common settings

Dial-Out Setting

It deals with relevant settings of Dial-Out connection, including encryption method,
preshared key and WAN IP of the remote site.

Select IPSec Tunnel and enter the WAN IP 220.135.240.207 of Vigor 2900V. Press the
IKE Pre-Shared Key button, and then a window will popup Type 3300 (It must be
identical with 3300V's). Press the “Confirm” button to finish the configuration of IKE
Pre-Shared Key. Then click High (ESP) and select DES with Authentication (default is
DES without Authentication).

‘2. Dial-Out Settings

(220135240 207

Type of Server I am calling Link Type Gk bps ¥
' 1SDN Username [7i7 ]
C PRTP . Password ’7
[E e | PPR Authentication ’m
€ L27P with 1pSes policy [Nane H V1 Carmprassion & on © off

fi )
Server 1P/ost Name for VPY [KEPeStedkey [Fee ]

(such as 5551234, draytek.cam or 123.45.67.89)

IPSec Security Method
O Mediumi 4H)

ll’;' High{ESF) JDESth Authentication

=l

Achiance

Schadular {1-15)

Callback Function {CBCP)
I© Require Remote to Callback
T provide ISDN Mumber to Remote

Figure 2-52. VPN setup - Dial-out settings
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Dial-in Setting

It deals with relevant settings of Dial-In connection. In this example, there is no need to
configure this part.

15
Allowed Dial-In Type Usemame 7Y
W 150M Password l—
W PRTR V] Compression & on C Off
W IPSec Tunnel
M L2TP with IPSec Policy ’m KE Pre-Shered ey “—

IPSec Security Method
™ Specify ISON CLID or Remote VPR Gateway F Medium {AH)

Peer [SDN Number or Peer VPM Server IP High {ESP)
F pEs [ 3pES [ AES
Lt [DI Gallback Function (CBCP)

" Enable Callback Function
T use the Following Mumber to Callback

Callback Number [

Callback Budget [U minuteds)

Figure 2-53. VPN setup - Dial-in settings
TCP/IP Network Settings

The internal network of the remote site, etc.

In the Network IP and Mask fields, enter 192.168.0.0 and 255.255.0.0 respectively, and
then press “OK” to finish the configuration.

My WaN IP II:I.I:I.I]_I] RIP Direction Tr{RxBoth =
Remote Gateway IP II] 0.0.0 RIP Version Ver. & 'I
rRemnt‘e Netwark 1P 152 166.00 . For MAT operation, treat remote sub-net as
. Frivate [P =
Remote Network Mask  |256 25500 |
fvicre I" Cchange default route to this VPN tunnel

Figure 2-54. VPN setup - TCP/IP network settings

Step 5

After configuration, the router will automatically switch to the LAN-to-LAN Profiles
Setup page. Confirm if the settings are correct. Now the configuration of Vigor 2900V is
completed.
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LAN-to-LAN Profiles: 4=

Index Name Status Index Name Status

[ 1. 3300v v | 9. i X
2. 717 [ x 10, 77 %
3. T e 11. 777 %
1. 77 % 12. 277 %
5. 7% - 13, e :
6. i # 14. 77 %
7. 17 >= 15, 177 =
8. T X | 16. | 77 | %
16 1732 =

Figure 2-55. The setting status for Vigor 2900V is completed
Step 6

Enter the main page of Vigor 2900V, click VPN Connection Management. Since
“Always On” is enabled, the VPN connection has been established.

& = System Management > VPN Connection Management
Dial-out Tool Befresh Seconds ; |10 x| Refrash
I(SSDCIV ) 220.135.240.207 j Dial
YPN Connection Status
Current Page: 1 Mext
Wirtual T= T= R » L
i Type e network  Pkts Rate Pkts Rata P1IMe
(e roec Tunnel  220.135.240.207 152.166.33.0/24 O 0 s 16 o0:0:20 Drop ||

Figure 2-56. VPN connection management
Step 7
Enter the CLI and try to ping 192.168.33.1(3300V) to see if there is any response.

o+ Command Prompt

C:rping 192.168.33.1
Pinging 192.168.33.1 with 32 bytes of data:

From
From
from
Erom

Figure 2-57. Command prompt

35



Step 8

If the numbers of Tx Pkts & Rx Pkts increase, it means there is traffic through the VPN
tunnel.

Virtual [ Tk Tx  Rx  Rx )

B Type EEmolein Network Pkts Rate Pkts Rate Uniine
i IPSee Tunnel 5 ra - e I
"QQCICIU] DES-SHAL Auth 220.135.240,207 192.168,332.0/24 4 a2 A4 19 0120 Dl"ﬂp

Figure 2-58. The numbers of Tx Pkts & Rx Pkts

2.3.2.3 Configurations in Vigor 2200V
Step 1
Enter the web page of Vigor 2200V. Click the VPN and Remote Access link.

Wi Vigor2200V/VG

VPN VolP Router

Systemn Status

Model Mamz i Wiger2200V sories

Fanvweare Version ivESSA

Build DoveTime : Mom May 9 17:54:8.85 7005

LAN wan

MAL Asdrass OOEDFF-27 6047 MAC Address : DO-BO.TF.2TEC.48

P Address 192163221 Cannection : FPPoE

Suznel Mazsk 2562552560 IP Address + 61230207 146

DHCR Saner Tes Defwodl Gateway  © B1.230182.254
NS 1633511

WolP

Channes 1

S registeie igtel g

Arcoun I orr

Rister e

Codae

InZalls

Cut Calls a

Figure 2-59. Vigor 2200V web configuration
Step 2
Click the LAN-to-LAN Profiles link. Click Index 1 and enter relevant settings of the
VPN tunnel of Vigor 3300V.

igor2200V/VG

VPN VolP Router

VPN and Remate Access »> LAN-to LAN Profile Setup

LaN-ta-LAN Profiles: | Setto F actory Defawh |
| e | Nasrvis status | Inedes N Status
g [m T e K x

\L 7 ® 0, T »

L " ® u Al »

n 77 ® 7 FEe] *

5, ] T x

& * . x

7, 7 [ 5 7 "

. = " * = "

Status ;v --- Active, ¥ --- Insctive

Figure 2-60. LAN-to-LAN profiles setup
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Step 3

On this page there are four sections regarding VPN configuration.

Common Setting

It deals with basic settings, including profile name, enable or disable the profile, call
direction, etc.

Profile Name

You can specify a name to this profile. To facilitate easy management and differentiation,
please type 3300V.

Call Direction

Specify the call direction to this profile. In this example the connection is initiated from
Vigor 2200V to Vigor 3300V, so please select Dial-Out. In this example Vigor 3300V is
not allowed to dial in.

Always On

If the VPN connection is terminated, the router will continuously attempt to establish the
VPN.

PING to Keep Alive

To avoid the situation in which the connection goes down unexpectedly, Vigor uses "Ping
to keep alive" method to detect if the peer router is reachable. Enable this feature and
enter “192.168.33.1” in the “PING to the IP” field.

1. Common Settings

Call Direction 0 Both | & Dial-0ut) ¢ Dial-In
( b M always on|
33000 l

Profile Name -
1dle Tirmsout 1 sacand(s)

\F Enahle this prafils

-

M Enable PING to keep alive ]

FING to the IP 192166331

Figure 2-61. VPN setup - Common settings

37



Dial-Out Setting

It deals with relevant settings of Dial-Out connection, including encryption method,

preshared key and the WAN IP of remote site.

Select IPSec Tunnel and enter the WAN IP 219.81.160.206 of Vigor 2900V. Press IKE
Pre-Shared Key button and a window will pop-up, type 1234 (It must be identical with
3300V's). Press Confirm to finish the configuration of IKE Pre-Shared Key. Then click

High (ESP) and select DES with Authentication (default is DES without

Authentication ).

2. Dial-Dut Settings

Type of Server I am calling

150N
 PPTP

[W TPSec Tunnel

Sarvar IP/Hast Mama far VPN,
(such as draytsk.com or 123.45.67.88)

|[z19.81.160 208
—_—

© L2TP with [PSec Policy | Monr 'l

Link Type
U=ernames

Password

FFP futhentication

& on © OFf

W1 Comprassion

||KE Pre-Shared Rey | LTI

IPSec Security Method i

C Mediumd AHY

# High(gses [DES with Authentication =] |
Achrance

Scheduler {1-15)

Callback Function {CBCP)
I Require Remate to Callback
I Provide 1SDM Mumber to Remote

Figure 2-62. VPN setup - Dial-out settings

Dial-in Setting

It deals with relevant settings of Dial-In connection. In this example, there is no need to

configure this part.

3. Dial-In Settings
allowed Dlal-In Type

F 1SDN

[ oeTR

¥ IPsec Tunnel

¥ L2TP with IPSec Policy |N0ne =

Lsarname T

Password I

w1 Comprassion

EE Fre-Shared Fey ||

T Specify Remote WP Gataway
Pear YPH Server [P

or Peer [0

IPSec Security Method
F Medium {aH)
High (ESP}
F oes ¥ 20Es F AES

Callback Function {CBCP)
T Enable Callback Function
I use the Fallowing Humber to Callback

I—
I” minutals)

Callback Mumber

Callback Budget

Figure 2-63. VPN setup - Dial-In settings




TCP/IP Network Settings

The internal network of the remote site, etc.

In the Network IP and Mask fields, enter 192.168.0.0 and 255.255.0.0 respectively, and
then press “OK” to finish the configuration.

4. TCP/IP Network Settings

By WWAN 1P 0000 RIP Direction TR Bath =
Remote Gateway IP 0.0.00 BIP “ersion Var2 ¥
Bamota Metwork 1P 192 168.00 [ Faor MAT aperation, trest remote sub-net as
Frsate IF 'I
Femote Metwork Mask [255.255.00
Mok

[T change default roste to this VOM tunnel

(a4 I Clear | Cancel |
Figure 2-64. VPN setup - TCP/IP network settings

Step 4

After configuration, the router will automatically switch to the LAN-to-LAN Profiles

Setup page. Confirm if the settings are correct. Now the configuration of Vigor 2200V is
completed.

gor2200V/VG

VPN VolIP Router

VPN and Remote Access > LAN$oLAN Prefile Setup

LAM-to-LAM Profiles: | Set 4o Factory Defauh |
[ e | N Slatus Trdes e Slatus
[ & 3300+ D %

7. 77 x 0, 7T x

X A ® 1. M ®

; 277 ® E 77 *

5 " # 15 %3 »

-c_: 77 % g EE x

7. i ; 15 T *

- i ® 6. kX %
Status ; v --- Active, ¥ --- Inactive

Figure 2-65. The setting status for Vigor 2200V is completed
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Step 5

Enter the main page of Vigor 2200V, click VPN Connection Management. Since
“Always On” is enabled, the VPN connection has been established.

ZZOOFF(VG

VPN VelP Router

WPM and Remete Access >> VPH Connection Management

mial-aut Taal Eefrach Seconds ; |10 7]  Fedash
[{ 3300V | 243.51.160.206 =]
WP Connection States Fage one Page wo
Wirtwal T T Kx R
YPN o Type  Remote I oo Phts Rata  Pkts Rate CPTM

21951, 160,206 195 158 0LOLE [ [ 11 16 1y 1 Drag |

B LAR B LAN Profits
B WP Connaction
St

Figure 2-66. VPN connection management

Step 6

You may attempt to ping 192.168.33.1( Vigor 3300V) and ping 192.168.29.1( Vigor
2900V) to see if there is any response.

ammand Prompt

Reply from 192 .16
Reply from 192.
ly from 192.

R
Reply from 19

Hinimum = 49%7m=z.

Figure 2-67. Command prompt
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Step 7

Enter the web page of Vigor 3300V and enter VPN\IPSec\Status, you will see two VPN
tunnels have been established.

YPH - IP5ec - Status
] Haims Statws  Rlpeaiim Remske I Hreate Submet :1..1-:};-.\4 Evie In :‘::kﬂ m“ Uptime
up DES_[-HWAC_ZHAL-MO_PFE B1.220.207 745 1421 a0 B 3 12 ]
up DES_D-HWAC_EHAL-MO_FFE 61.21.167.135 192.962.20.0024 118 61192 112 G1GE 230 )
Ratiash [T e

Figure 2-68. VPN - IPSec — Status

Step 8

Enter the CLI and attempt to ping 192.168.29.1 ( Vigor 2900V) and ping
192.168.22.1( Vigor 2200V) to see there is any response.

< CommandPromet ST

bytes of data:

Reply fw
Reply f
Om
from 19

Figure 2-69. Command prompt

Now all these 3 sites can connect to each other.

Note

Please note all the VPN traffic will be passed through the 3300V. If there is much data
flow between Vigor 2200V and Vigor 2900V, the bandwidth of Vigor 3300V, especially
the upstream one will be heavily consumed accordingly.

41



2.4 IPSec Host-to-LAN (Smart VPN Client) --- DHCP over
IPSec

2.4.1 Introduce
Vigor 3300 series router supports two kinds of VPN type — PPTP & IPSec.

It supports only Host-to-LAN and a maximum of 16 tunnels in all for PPTP connection;
while it supports both Host-to-LAN & LAN-to-LAN VPN, and a maximum of 200
tunnels for IPSec.

Hence, when deploying a large-scale network, the [PSec tunnel is recommended.

However, there is a limitation for IPSec tunnel:

For traditional IPSec VPN, the dial-in side cannot obtain a private IP address from the
peer side, which is different from PPTP VPN (for PPTP, there will be a PPP virtual
interface for the remote dial-in side.). So there is only a one-way access for the tunnel —
“dial-in side=>central server side”, while the backward is not available.

Nevertheless, we DrayTek have built a unique technique — “DHCP over [PSec” to
overcome such limitation.

To implement this feature, we’ll add a virtual NIC on the PC, thus, while connecting to
the server via [PSec tunnel, PC will obtain an IP address from the remote side through
DHCP protocol, which is quite similar with PPTP.

The following document describes the detailed configuration steps for this application.

2.4.2 Configuration on Server

Which is different to the Vigor2x00 series router, Vigor 3300 does not distinguish the
Remote Teleworker and LAN-to-LAN Setup. That is, the settings in policy table operates
on both Host-to-LAN & LAN-to-LAN tunnel.

Note:

e Vigor 3300 does not require the remote dial-in user should own a fixed IP, a
dynamic IP address can also be OK.

¢ The remote dial-in user can be directly on the Internet (public IP), but also can be
behind the NAT.

¢ However, if the user is behind the NAT, that NAT router should support IPSec
VPN pass-through.

o If the remote user is behind the NAT, then other hosts within the same subnet
cannot connect to the VPN server. That is, only one host can dial IPSec to the
VPN server at the same time if behind the NAT.

1. In VPN - IPSec - Policy Table page, select certain index and press Edit
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¥

Vlgﬂﬂmsaﬂﬁs—. VIGOROUS nno.'\t:nii AGCESS

MultiService Security

Quick Sefup System Network Advanced Firewall QoS WPN YolP 4:58:23 P

VPN - IPSec - Policy Table

Cohiviitis Raits Libe: 9l Seaiiait. ot Gl ingt it Sitingl WlaiTa Audiiiin Statiia Cijnied il 52 i At

]
1
]
a
Il
]
]
7
]
a

22330008

M@M Delate A |
Figure 2-70

In the following page, configure as the picture below:

[ oetaur [ I

Basic

Harg |reat name the profile
Auineticalion - [#zeanarea mey =]

Preshared Ky femen specify a key here
SaLuiil Proncs [esr =]

Adrmin Sl m

Local Gateway

WHAN Inderface [Ganl =]  seled the corect WAN interface

Local Cerbficate =

Ewcurily Galeway WT—'

Habwork IF [ Subnet Mask TE's hacal sishiwat

Hest hap default

Remmote Gateway

Ramate ICx; l—

DHCP- irvar-IFS aE

Security Galeway L 0. 0.0

Metwork 1P/ Subnet Mask: [ « J |1I3?r| mm  chan
oy | Canced |
Figure 2-71
Please enable the DHCP over IPSec, you’ll see Network IP / Subnet Mask
field is grayed.

Besides, if the dial-in user has a fixed IP, then enter the IP in the Security
Gateway field. But if the remote user just owns a dynamic IP, then type 0.0.0.0
there.
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3. In the Advance page, you may make some detailed settings for the two IKE

Note:

phases.

¥YPH - IPSec Tunnel

Defautt | |
IKE Phaselimain mode)
L T El. inules
Proposal | dea-widS-nadpTsn =] | des-sha-unapTes =] [stes-mas-monpTes 7] [3des-sba-wodplizd =]
IKE PhaseZiguick made)

Ky ifedims B0 minuies

Progossl [2=2-u T =] [aez-anm1 =] [3am2-nas =] [reea-a |
™ PFE Perect Forward Encrecy

Dead Peer Detection

Stahus & Digatie T Enable

Dalay [55 seconas

Timisout I_wul UL

Figure 2-72

Since 3300 series router has multiple WAN interface, if the security gateway was
set as 0.0.0.0, then each WAN interface can only owns one Pre-Shared Key.

In other words, suppose you’ve set 3 policies which all uses WANI as WAN
interface, and 0.0.0.0 as security gateway, then only the Pre-Shared Key of the
last policy will be regarded as valid and can be used for WAN1’s IPSec tunnel.

In above scenario, if the security gateway of 3 policies was configured as certain
fixed IP addresses, then you may set a different Pre-Shared Key for each policy,
while there will be no conflict among them.

2.4.3 Configuration on Smart VPN Client

1. Download the Smart VPN Client from our website

http://www.draytek.com/support/download.php and install it.
During the installation, a virtual NIC can be installed on your PC. If you want to
use DHCP over IPSec feature, you MUST install it.

LAM or High-Speed Internet

] 2 2 2

s =l =k =

Internet YLAMN Linz DrayTek Virtual Interface

Figure 2-73
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2. Run the Start = All Programs - Draytek Smart VPN Client-> Smart VPN
Client, and press Insert button.

-\,, Smart ¥PN Client 3.2.2 (WinXP) :' =] =]

—Skep 0O,

This step will add the ProhibitIpSec registry value to computer in
order ko configure a LZTP/IPSec connection using a pre-shared key
ot a L2TP conneckion. For more infomation, please read the article
Q240262 in the Microsaft Knowledgement Base,

Configure |
—5tep 1, Dial ko ISP

If wou have alreadw gotten a public IP, wou can skip this step.

I ;I Dial
- Step 2, Connect ko YPMN Server

| ll Canmeck

Insert

Setup

‘ Status: Mo connection TP | ISP & YPN &

Figure 2-74

3. Then a new VPN profile will be created. Please enter the 3300’s WAN IP (be
sure to select the correct WAN interface), and tick the IPSec Tunnel box, then
press OK.

Dial To ¥PN x|
Profile Mame: ITu:- a300]

WPN Server IPJHOST Mamefsuch as 123.45.67.89 or dravtek.com)

216.242,130.19 3300°s WAHN IP

User Mame : I

Passwiard : I

—Twpe of WP
" PPTP LzTP

I i+ IPSec Tunnel I £ L2TP over IPSec

—PPTP Encrypticn
= [ encryption

[ Reqguire encryphion

Wit strenath encrypticn

I~ FPTP Authentication [rap =l

[T Use defaulk gateway on remaoke network

=

Figure 2-75
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4. 1 n the coming up configuration page, tick the Virture IP box. You may Obtain
an IP address automatically or Specify an IP address as your wish.
As for the security settings (including Security Method and Pre-Shared Key etc.),
you MUST make sure they are exactly the same with the server sides.

IPSec Policy Setting x|

Py IP ¢ [s1.172.130.110 B |
~ Tvpe of IPSec

" standard IPSec Tunnel

Remoke Subnet I ATl R

Remote Subnet Mask : I St R b s T

IDrayTek Wirkure Inke

£ obkain an IP address automatically {DHCP over
" specify an IF address

IP Address: | 192", 1s8 1/61

e | soE __SeReotE | D

" High{ESP}

=] Jces ¥

- authority Method

&+ pre-shared Kevy : I****
ertification Authority:
T~——— = o]

=

Figure 2-76

Note: If you’re running multiple NICs on the PC, please be sure to select the
correct one for My IP field.

5. Press OK, after you finish the configuration. And then activate the IPSec tunnel.

'-\,, Smart ¥PN Client 3.2.2 (WinXP) =l

—Step 0.

This step will add the ProhibitIpSec registry value to computer in
order to configure a L2TP/IPSec connection using a pre-shared key
ar a L2TP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

Configure |
—Step 1. Dial ko ISP

If wou have already gotten a public IP, wou can skip this step.

| = Dial |

Step 2. Policy activefinactive

{10 3300 =] Active ||
Remaove | Setup |

| Status: No connection |IPSec/DHCP | ISP @ VPN @ |

Figure 2-77
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3, Smart VPN Client 3.2.2 (WinXP) = (o]

~Step 0. -
This step will add the ProhibitIpSec reqistry value to computer in
| order ko configure a L2TRIPSec connection using a pre-shared key
| or a LZTP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

[ Step 1. Dial to ISP —|
| If you have already gotten a public IP, you can skip this step,

[~ Step 2. Policy activefinactive -

| status: Corrected | 1PSec f DHCP ISP & VPN & ||

Figure 2-78

7. You may try pinging the remote private IP so as to check if the connection is up.

C:sDocuments and Settings>CaesaR»ping 192.168.1.1
Pinging 192_168_.1.1 with 32 bytes of data:c

Reply from 1922.168.1.1:- hytes=32 time=Zmz TTL=64
Reply from 1922 _168_1.1: hutes=32 time=Zm=z TTL=64
Reply from 122.168.1.1: hutes=32 time=2ms TTL=0(4
Reply from 1922.168.1.1:- bytes=32 time=imz TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lozt = @ (Bx loss),
Approximate rowund trip times in milli—seconds:

Minimum = ims,. Maximum = 2ms,. Average = 1ms

C:~Documents and SettingssCaesaR>_

Figure 2-79
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2.5 VPN PPTP Host-to-LAN by Smart VPN Client

2.5.1 Introduction

This document describes how to establish a PPTP tunnel from the Smart VPN Client to
Vigor 3300 series router.

Suppose the network environment is as below:

Vigor 3300V Headquarters Smart VPN Client

WAN IP 218.242.130.19 (Static IP) 58.33.150.31 (Dynamic IP)
LAN IP 192.168.1.1 /
Local Network 192.168.1.%/28 /

2.5.2 Configuration

2.5.2.1 Server Side
Step 1

Enter VPN - PPTP - General Setup, activate the setup, and select corresponding
Authentication and Encryption settings for PPTP. The User Authentication should use
the default value “Local”.

Vigor3300 series .
MultiService Security

Quick Setup System Network Bdvanced Firewall QoS VPN VolP 10:24:38 A}

VPN - PPTP - General Setup

Status & pctive © Inacive

FFTP Aulhenticalion M3-CEAP 'I

EETP Encryplion [merE 40 bica =
Usar dumentication & Lacal T RADIUS Server

Mutual Authentication

T Enable  * Disable
User Name
Password

Figure 2-80. PPTP general setup
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Step 2

Enter VPN - PPTP - Group Table. And you can specify the IP range that be allocated to
the remote hosts (Star IP), and the local IP range which is accessible to the remote hosts
(Accessed IP).

There’re 4 groups of IP range in the Group Table as following Figure 2-81.
Vigﬂlsam Sﬂ]iﬂs . . 'w_ 'I:I Nekus

MultiService Security

!
Ouick Setup  Eystem HNetwork Advanced Firgwall oS VPN VolP M0:39:33 A

VPN - PPTP - Group Table

Group Start Subinet Mask Accessed I Subnet Mask
A [oz.168. .22a Iﬂ [z 16a.1.18 Jza =
c — [z — [z

Figure 2-81. PPTP group table
Note:

If you leave the Accessed IP field empty, then the whole local subnet is fully accessible
to the remote dial-in user.

And the Start IP field MUST be configured; Otherwise, the tunnel will not be
established.

Step 3

Go to VPN - PPTP - Authentication, and select a related entry, then click Edit to
modify the entry.
Vigor3300 series ,
MultiService Security

Cuick Setup System  Metwerk  Advanced  Firewall ©of  WPH  VelP 11:07: 31 Ak

YPH - PPTP - Authentication

Liser Hame: Ginup

- @ @ e @ o B oW o = W

=
5299 30020309

Dot | Owetom |
Figure 2-82. PPTP authentication
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Step 4
In the following page, please type in the User Name & User Password, and select a
group.

Vigor3300 series .
MultiService Security

Quick Setup System  Meteork  Advanced  Firewall QeS8 WPN  VelP 11:09:58 A

VPN - PPTP - Authentication - Edit

1

Limer Hame dray ek
Ussr Pagswand Lerr
Group A =

Figure 2-83. PPTP authentication — Edit

Step 5

After the tunnel is created, you can check the tunnel status on VPN - PPTP — Status as
below Figure 2-84.

Vigor3300 series .,
MultiService Security

Quick Setup System  Metwork  Advanced  Fiewall QeS8 WPM  YelP 11 20:35 &

VPH - PPTP - Status

#  Index Ramote P Assiyned P Lisar Byt b Byt DRl Lip T
" 1 SAFEIEN 192.188.1.234 araink 17866 L 16

Figure 2-84. PPTP status

2.5.2.2 Client Side

Step 1

Download the latest Smart VPN Client from our web site -
http://www.draytek.com/support/download.php, and install it.

Step 2

Go to Start \ All Programs \ DrayTek Smart VPN, and click the Smart VPN Client.

— Wonall 2= v 2 um
3 ) Brekeke o= F“Lb
J Fei ) Catch the Sperm Uinlimited (@ £
’ 51 add virture Interface
-{‘I"\SNWHNW ) Efficent Networks *» [F] Delete all virture Interfaces
" ) etiue » & Smart VPN Chent
D respiarer ) Ethereal
|@ FlashGet
Bnebaserdats@Fm » |3 Efe
e I F-Secure S3H Client » 2 e
|JJ NUHoOkEXPIe: ooy Focicire SaH Ssrver » |3 AR
- ) Fepserv-utonFLEFRILIR b (s R e
I JavaWeb Start S
SR » |3 MSN Messanger 7.5
- I___-@ mi4e ’?fe-a

Figure 2-85. The location of Smart VPN Client
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Step 3

Press click Insert to create a new VPN profile.

«
. Smart VP Client 3.2.2 (WinkP) =101 o ame: [profied
et VPN Sarver IPFHOST Nama(such 2¢ 123.45.67.00 oo draytek, com)
This step will add the ProhibitipSec registry valus bo computer in HirkerH il
order bo configure 2 L2TR/TPSec connection using a pre-shared key
or & LZTP connection, For more infomation, please read the artide
240262 in the Micraset Knowledgement Bazs. |
. User Name ; ]
Cenfigure |
Password : ]
~Step 1. Dial to ISP
IF yau hawe aready gotten a publc IP, vou can skip this ste) ~Typa of VPN
Lo ] LzP
[ j " 1PSec Tunnel " LZ1P over [PSec
Step 2. Connect bo VPN Server / ~FPTP Encryphion
% No encryption
[meiletl j e I " Require encryption
e ;
- | Sebp | I strength encryplion
I~ PPTP duthariication  [pap v
Status: Mo connection PPTP | 15P & vPn @

E - ™ Use default gateway on remobe network,

| =3O e

Figure 2-85. Create a new VPN profile

Step 4

Specify a name for this profile (surely you may leave this option as default), type
218.242.130.19 (WAN interface IP address in 3300) in the VPN server IP field, enter the
username/password, and select PPTP in the Type of VPN. Please be sure to enter the
identical Authentication and Encryption settings that you set in Vigor 3300. And you do

not have to click “Use default gateway on remote network”, unless you want all the
traffic to be routed via the remote network.

Dial To ¥PN 3 X
Profile Mame:; ITo Wigor3300

WPN Server IPHOST Namel{such as 123.45.67.89 or draytek.com)

User Marme Idravtek
Password ! I*******
~Type of VPN
i PPTP  L2TP
" 1PSec Tunnel " LZTP over IPSec

—PPTP Encryption
" Mo encryption

o Require encryption

£ Maximum strength encryption

¥ PPTP authentication IMS—CHF\P j

[T Use default gateway on remote network

|

Figure 2-86. Dial to VPN
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Step 5
Click OK then click Connect to the Vigor 3300.

-\“ Smart ¥PN Client 3.2.2 {WinXP) ] 5

~Skep O,
his step will add the ProhibitIpSec registry value bo computer in

| ordet to configure a L2TPIPSec connection using a pre-shared key
| or & LETP connection, For more infomation, please read the article
| G240262 in the Microsoft Knowledgement Base,

|
[~ Step 1. Dial ko ISP — T
If wou have alreadyw gotten a public IR, wou can skip this step.

|
I j il

|
[~ Step 2, Connect bo YPM Server

|

| Status: Autheriticate | peTR | ISP @ VPN B |

Figure 2-87. Connect to VPN server
Step 6

After the tunnel is established, you may see the status is “Connected”.

Step 2. Connact ko VPN Server

JTow | |l Disconnect |

-@ne:tad PPTP ISF‘E

Figure 2-88. Check the tunnel status

Also you may try to ping the remote private network, to check whether the VPN PPTP

tunnel is created or not.
SR H 5

ments and Settin aR»ping 192_.168.1.1

Pinging 172.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: hyt ! time=4ms TTL=6h4
Reply from 192.168.1.1: byt 2 time=5ms TTL=b4
Reply from 192.168.1.1: bhytes=32 time=Smz TTL=64
Reply from -1.1:= hyt 2 time="ms TTL=64

Hin imum 4ns . Haximum

IC:“Documents and Settin ecaR>

Figure 2-89. Ping status
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29. VoIP Example 1
(Basic Configuration and Registration)

This chapter shows how to set up a practical example to use VoIP function.
This chapter is divided into the following sections.

Section 29.1: Basic Configuration and Registration

Section 29.2: 3300V Configuration Example

Section 29.3: 2900V Configuration Example

There are many different kinds of applications about VoIP function, most of VoIP
callings must be via a VoIP Server by registering, except we can dial VoIP number by the
IP address directly. We will set up a basic configuration and registration as an example 1.
The other examples might be revised based on this example.

The VolP function mainly depends on the requirement and application. All the examples
are based on example 1 to revise configuration in accordance with the usage requirement
and application.

Example 1

Basic Configuration and Registration
Example 2

Basic Dialing Mode

Example 3

VolIP over VPN

Example 4

Practical Application of FXS
Example 5

Practical Application of FXO
Example 6

Register with Private IP Address
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Chapter 3. VoIP Function

This chapter is divided into the following sections,

Section 3.1: VoIP Example 1 - Basic Configuration and Registration
Section 3.2: VoIP Example 2 - Basic Calling Method

Section 3.3: VoIP Example 3 - VoIP over VPN

Section 3.4: VolIP Example 4 - Practical Application of FXS

Section 3.5: VoIP Example 5 - Practical Application of FXO
Section 3.6: VoIP Example 6 - Register with Private IP Address
Section 3.7: Asterisk Application

3.1 VolP Example 1 - Basic Configuration and Registration

In this case, Vigor 3300V uses a FXS card and a FXO card with four groups of “iptel”
numbers and “fwd” numbers respectively. The codec is G.729A. WAN IP address is
220.135.240.207.

Vigor 2900V has two VoIP Ports with an iptel number and the fwd number respectively.
The Codec is G.729A/B. WAN IPis 61.1.1.1.

Table 3-1. Examplel-basic settings in Vigor 3300V and Vigor 2900V

WAN IP Port Number | Phone Number | Proxy || Codec

3300V 220.135.240.207 Port1(FXS) 888833 iptel G.729A
Port2(FXS) 888834 iptel G.729A

Port3(FXS) 660533 fwd G.729A

Port4(FXS) 660534 fwd G.729A

Port5(FXO) 888835 iptel G.729A

Port6(FXO) 888836 iptel G.729A

Port7(FXO) 660525 fwd G.729A

Port8(FXO) 660526 fwd G.729A

2900V 61.31.167.135 Port1(FXS) 888829 iptel G.729A
Port2(FXS) 660529 fwd G.729A
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Table 3-2. Examplel-basic settings in Vigor 3300V and Vigor 2900V

Proxy Domain Port
iptel iptel.org iptel.org 5060
fwd fwd.pulver.com fwd.pulver.com 5060

3.1.1 Vigor 3300V Configuration Example
Step 1
Enter VoIP - Protocol page and configure related settings on SIP Configuration.

EglactPratocal DEF O MEGP

E9F Lacal Fort 5050

2 Ao VN POy Pray Addruss Puay Pait Resgistyar Kl L, e Dt
Prox - e

sqdst
Par

ke plelorg 5060 iptal org 60 | [300 plelorg
5050

Fortd ol pubese G 5050 Pl piskie o 30 bl pubese_cam

Example Ipfal pled org Iptel org

Apply | Cancel

Figure 3-1. SIP configuration of protocol in Vigor 3300V
Step 2

Enter VoIP - Port Settings page, click the Edit icon of portl.

Figure 3-2. Edit of portl
Step 3

Enter the Portl page. This page falls into six sections.

® Portl (FXS)
Display the port type, enable or disable the port, setup the account, etc.
Disable or Enable
By default is Enable.
Username & Password
Type the registrar's account 888833 and password.
Display Name
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Display incoming call's information. To facilitate ease differentiation please
type 3300V_Portl_iptel.

Proxy Server

Select the SIP Server used for registration from the pull-down menu. There are
None and three SIP Servers available, which are set in the VoIP- Protocol page.
Please select iptel.

FXO
Dedicated settings for FXO card.

Incoming Pre-Set Number: The transfer number auto dialed after the FXO
receives a call from the Internet.

P - Port Settings e Edit

Port 1 (FXS)
Jsoword —
T 300V Porti_iptet
olF IF Addre WiN - i
Figure 3-3. Portl setting bage
Codec
Setup the voice compression mode and transfer rate, etc.
Preferred Codec

Preferred voice compression mode. It will affect voice quality and transferred
data size. By default is G.729A — 8kbps.

Codec Rate
Transfer rate of the voice packets. By default is 20ms.
Codec VAD

This feature can reduce the number of transmitted bits and packets during
silence periods. But it may slightly affect the voice quality. By default is
Disable.

CAS

Adjust the volume of the conversation.
RX Gain

The default value is 0.

TX Gain

The default value is 0.

FAX
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Relevant settings used for FAX over VolIP.

FAX Mode

Compression mode used for transferring FAX. By default is T.38 Relay.
FAX Bypass Codec

Select the compression mode when FAX Mode selects Bypass.

FAX Bypass Codec Rate

Select the transfer rate of voice packets when FAX Mode selects Bypass.

® DTMF
DTMEF are the audible sounds you hear when you press keys on your phone.
DTMF Relay
By default is RFC2833.

After configuration, click Apply to save the settings. Router will auto jump to
the VoIP - Port Settings page.

VoIP - Port Settings page +
o

Codet
Frefamed Coge

cAS

FAX

Figure 3-4. Page of port settings
Step 4
Set Port2~Port8 one by one in turn.

Type
Port1~Port4 are FXS, Port5~Port8 are FXO.
Active
Port1~Port8 are all active (\/:Enable).
Group
Port1~Port8 are Groupl~Group8 independently.
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Username

Phone Number of Port]1~Port8.

Proxy

Portl, 2, 5, and 6 are registered to iptel Proxy, and Port3, 4, 7, 8 are registered to
fwd Proxy.

Codec
Port1~Port8 all prior use G.729A - 8kbps.

Eili Type Aoibe Gwoup s ot e Prooy Codec

=]

2"

Figure 3-5. Port2~Port8 Settings
Step 5

Enter the VoIP - Status page, wait one or two minutes (The time depends on SIP Server's
response speed and the network condition).

Register Status

Display the register information from Portl~Port8. OK means this port is registered
successfully.

Call Status

Display calling information from Port1~Port8. Idle means there is no conversations on
Port1~Port8.

Haslrash

. i Call . Remote HTP  Remots ”  Codec Packet | DTMF
IIIIIII Call Stats Ty Y bumises  Callee Mmber  Start Tane s Rippen FIPSimic o e VA

Figure 3-6. Status of Vigor 3300V
Note

This page will automatically refresh every 6 second, so as to display the latest status.
You may click Refresh button to renew immediately.
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3.1.2 Vigor 2900V Configuration Example

Step 1

Open the Web of 2900V and click VoIP Setup.

LN WA Address ;

Basic Setup

& Quick Start Wizard

» Administrator Password Setup
= LAN TCPAP and DHCP Setup
= |SDN Setup

Advanced Setup

= Dynamic DNS Setup

= Call Contrel and PPP/MP Setup
= Call Schedule Setup

& NAT Setup

o RADIUS Setup

» Static Route Setup

« 1P Filter/Firewali Setup

= VPN and Remote Access Setup
= UPNP Service Setup

= ValP Setup

= VLAN/Rate Control
& 0oS Control Setip

Quick Setup

o Internet Access Setup
o Virtual TA [Remote CAPI) Setup

System Management

= Online Status

= WPHN Connection Management

+ Configuration Backup / Restoration
~ SysLog / Mail Alert Setup

o Time Setup

~ Management Setup

= Diagnostic Toois

= Reboot System

= Firmware Upgrade (TFTP Server)

Figure 3-7. VoIP web page of Vigor 2900V

Step 2
Click SIP Related Functions Setup.

& DialPlan Setup

[ SIP Related Functions Setup]

o Tone Settings

» CODEC/RTP/DTME Setup

= Voice Call Status

M

Figure 3-8. SIP related function setting of Vigor 2900V

Step 3

Setup Portl and Port2. This page falls into two sections,

®  SIP: Setup relevant SIP Servers used for registration respectively.

® Ports: Type account and password.
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After configuration please click OK to save the settings. 2900V will go to VoIP — Setup
page automatically.

lsie >
Part 1 Pon2
SIP Pon [eoen SIP Pont [eoe0
Diomain W Domain ’m
Proxy W Proxy JW
Outbound Progy ’7 Cuthound Proxy ]7
|Ports Setting
Part 1 Port 2
Reqgister via m Register via m
Digplay Mame |E‘9E]W_F‘0ﬂ1_ln Digglay Mame P00 _Fond_be
Account Mame W Account Mame W
Authentication ID W Authendication 10 W
Pazsward Ir Pazsword ’r
Eupiry Time Im 361 zec | Expiry Time m 361 z@C

[T Stun Semver

oo |
Figure 3-9. Setup portl and port2 of Vigor 2900V

Step 4
Click Voice Call Status.

= DialPlan Setup

o SIP Related Functions Setup
o CODEC/RTP/DTME Setup

= Tone Settings

[a:- Voice Call StamsJ

1
Figure 3-10. Voice call status of Vigor 2900V

Step 5

Wait one or two minutes (The time depends on SIP Server's response speed and the
network condition)

Channel

R means Portl and Port2 register successfully.

Status

IDLE means there is no conversations on Port1~Port8.
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VOIP Connection Status R

Channel Yalume: ﬁ-zl ﬂ ﬂ Refrash Seconds - |10 =| Refresh “iew Log

Ty ) T 11+ § Tx R Rx  Rx Jitter In Qut Volume

aEL Slatis hetee pesrt Time Pkts Pkts Losts {ms) Calls Calls Gain
1|R]'| IDLE 0 ] o 0 ] ] a 5

| Zlﬂj IDLE 0 0 i} ] 1] 1] a g

(R) : Means you have registered your SIP senver

Figure 3-11. VoIP connection status of Vigor 2900V

Now the configuration is completed.

3.2 VolP Example 2 - Basic Calling Method

We will introduce three basic VoIP calling methods, involving Direct IP Call,
Intercommunication with one SIP Proxy Server and Intercommunication with different
SIP Proxy Servers. All the settings are based on the VoIP Example 1(Basic Configuration
and Registration).

3.2.1 Direct IP Call (Call with each other without registration)

Connect a telephone into Vigor 3300V's Port1 and Vigor 2900V's Portl1 respectively.
They can call with each other directly with IP addresses if only Vigor 3300V and Vigor
2900V both have public IP addresses and have set up the Phone Numbers.

SN

220.135,240.207 61.31.167.135
Vigor330ov Q
2000V
FXS FXS
8RBR33 BRRR29
Taiwan China
Shanghai
Phone | Phone 2

Figure 3-12. A scenario architecture graph
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Table 3-3. Configuration table

WAN IP Port Number |[Phone Number |Proxy |Codec
3300V || 220.135.240.207 | Portl(FXS) 888833 iptel | G.729A
2900V 61.31.167.135 Port1(FXS) 888829 iptel G.729A

Furthermore, do NOT enable the Outbound Proxy feature when you set up 3300V and
2900V to use Direct IP Call. (It isn't active in the Example 1; please see Figure 3-2
shown below) Otherwise even if you dial the IP address, the call is still sent to the SIP
Proxy Server always. And if the SIP Proxy Server doesn't forward the call to remote VoIP
user's WAN IP, you can't do this action

VolP - Protocol SIP
Port1 Port 2
Getae Prones Do Cunce e — R
s =/ S GLF SiF Port L SiF Fort
WMECR Domain piel ong Domain
Configuration Praey el ong Proxy
SIP Local Pait 5060 Outhound Proxy |' Qutbound Prox
& Acive Outbourd  Proxy Fromy fidtess Paits Seiting
ro 3= Proxy Hawnes 2
Parn 1 Porn 2
1 = O iptel iptel org o
Register via WM - Rigister via
feed Fvd pubver, cio
= O i — Digplay Name 2800 _Poetl i Display Mame
a Account Name AE2620 Accourd Mame
Examipls el wiel org e i [papra &inharticatinn

Figure 3-13. Outbound proxy feature

3.2.1.1 Vigor 3300V Configuration Example

Step 1

Enter VoIP - Speed Dial page, configure relevant settings for Vigor 2900V's Portl.
Speed Dial Phone Number: type 2901.

Speed Dial Destination: Cal lee’s Number @IP, type 888829@61.31.167.135.
Memo: To facilitate ease differentiation please type 2900V_Portl1_IP.

Click Apply to save the settings and finish the configuration.

VolP - Speed Dial

S Dial Pheis R

250

Exampls 101

Spead Dial Dastination

ERRIPEE! 31, 167155

107484 ptet o1y

Maimn

2900 _Part1_IP

Rpply | Cancal

Claar This Paga
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Figure 3-14. Speed dial portl setting



3.2.1.2 2900V Configuration Example

Step 1
Click DialPlan Setup in the VoIP Setup page.

= DialPlan Setup

= SIP Related Functions Setup
= CODEC/RTP/DTME Setup

o Tone Settings

» Voice Call Status

Figure 3-15. DialPlan setting of Vigor 2900V

Step 2
Click Index1.
£y > Advanced Setup > VolP Setup > DialPlan Setup
DialPlan Configuration °
Index Phone number [ Display Name _ SIP URL Status
0
T X
3. ]
4, X
3. [« 4

Figure 3-16. DialPlan configuration of Vigor 2900V
Step 3
Enter relevant settings for Vigor 3300V's Portl. Click OK to save the settings.
Enable: click (\/) to activate the entry.
Phone Number : type 3301.
Display Name : To facilitate ease differentiation please type 3300V_Port1_IP.
SIP URL : Cal lee’s Number @IP, please type 888833 @220.135.240.207.

Index No. 1 &=
¥ Enable
Phone Mumber ]3‘3!]17
Display Name [z300v_Pomi_IF
SIF URL [s83833 @ 220135240 207
OFK. |
X

Figure 3-17. Enter relevant settings of index1

63



Step 4

Confirm the settings are correct, and then finish the configuration.

& = Advanced Setup = VolP Setup > DialPlan Setup

DialPlan Configuration &
Index Phone number Display Name SIP URL Status

1. 3301 F300%_Part1_IP BEAEIAEZ20,135 240, 207 v

2. ¥

3. %

4. *

3, bt

Figure 3-18. Finish DialPlan configuration
Start to dial by using telephones

Phonel calls Phone2

Press 2901# or 888829%61*%31*%167*135#.
Phone2 calls Phonel

Press 3301#.

Note

# indicates termination of the phone number. After pressing #, VolP is immediately
called out. Or you may wait 3 seconds if you do not press #.

With 2900V you can't only dial alphanumeric addresses or @ symbols. To dial an IP
address, start and end it with a # (hash) replace the dots with * (star). In this example you
have to press #220*135%240%207#. But 3300V can only receive the format of
Number@IP. So it is required to setup 3300V's number (888833 @220.135.240.207) in
the DialPlan entry.

3.2.2 Intercommunication with one SIP Proxy Server (registration)

Connect telephones into Vigor 3300V's Portl & Port3 and Vigor 2900V's Port1l & Port2
respectively. Each port needs to register in the SIP Server.

OO

Vigor3300v =

’Qﬂﬂ\

Portl FXS Port3 FXS Portl FXS Port2 FXS
B8RRI 660533 8REBR29 660529
lplel I\ul |p1 el IV\.d

Taiwan China
Shanghai

Ihm Ihs Ih(

Figure 3—19. A scenario archltecture graph
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Table 3-4. Configurations between Vigor 3300V and Vigor 2900V

WAN IP Port Number | Phone Number | Proxy || Codec
Port1(FXS) 888833 iptel G.729A
3300V || 220.135.240.207
Port3(FXS) 660533 fwd G.729A
Port1(FXS) 888829 iptel G.729A
2900V 61.31.167.135
Port2(FXS) 660529 fwd G.729A

You can also add Speed Dial numbers in Speed Dial to speed up the dialing, or to
accommodate the setup of company's extension numbers.

3.2.2.1 Vigor 3300V Configuration Example

Step 1

Enter the VoIP - Speed Dial page and add the second and third group of Speed Dial number.
Then click Apply to save the settings and finish the configuration.

ValP - Speed Dial

Siseeil D i i et Uil B st iionree Lt

il A3FINIG1 31167 135 2500 _Fait]_JF
251 333520 2500% _Pantl
o G505 2200 _Part2

Example 101 i iotal org

1234

Apply | Cancel Clear Thils Page

Figure 3-20. Speed dial port2 and port3 settings
Start to dial by using telephones

Phonel call Phone3
Press 888829# or 291#.
Phone2 call Phone4
Press 660529# or 292#.
Phone3 call Phonel
Press 888833#.
Phone4 call Phone2
Press 660533#.
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Note

# indicates termination of the phone number. Affer pressing # VoIP is immediately called out.
Or you may wait 3 seconds if you do not press #.

3.2.3 Intercommunication with different SIP Proxy Servers

Connect telephones into 3300V's Portl & Port3 and 2900V's Portl & Port2 respectively.
Each phone registers to the SIP Server. The settings and scenario are the same as the
above example. But they must be set up in conjunction with the Speed Dial.

3.2.3.1 Vigor 3300V Configuration Example

Step 1

Enter the VoIP - Speed Dial page and add the 4th and 5th group of Speed Dial number.
Then press Apply to save the settings and finish the configuration.

VolP - Speed Dial

Spaed Dial Phonsg Humbsp Spaad Dial Dastinagisn anna
1 201 BEEAEE! 31 167 135 8007 _Pat_IF
= ] F00V_Fatl
Fird B 200 _Port?
(4 2911 AR iteleg 2900 _Par el |
252 BTN e pulvar.com ZE00_Pok2_fwd i

Eeampla 101 101 @dptal org

Rpply | Cancel Clear This Page

Figure 3-21. Speed dial port4 and port5 settings

3.2.3.2 Vigor 2900V Configuration Example

Step 1

Click DialPlan Setup in the VoIP Setup page. Then add the second and third group of
Speed Dial number.

5 > Advanced Setup > VolP Setup > DialPlan Setup

DialPlan Configuration P
Index Phone number Display Name SIP URL Status
1. 3301 3300 Port1_P 883853220 135 240 07 W
(" 331 3300%_Port1_iptel 583853@ptel.org W
li 3312 33004 Por2 fiwd BE053 3@ hwd. pulver. com W
1, "
| & % )

Figure 3-22. DialPlan configuration of index2 and index3
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Start to dial by using telephone

Phonel call Phone4
Press 2912#.
Phone2 call Phone3
Press 2911#.
Phone3 call Phonel
Press 3312#.
Phone4 call Phone2
Press 3311#.

Note

# indicates termination of the phone number. After pressing #, VolP is inmediately
called out. Or you may wait 3 seconds if you do not press #.

3.3 VolP Example 3 - VoIP over VPN

Based on the VoIP Example 1 ( Basic Configuration and Registration ), we will
introduce how to dial the VolP call through an encrypted VPN tunnel.

In this example Vigor 3300V acts as a bridge accepting incoming VPN connections from
the other two routers ( Vigor 2900V and Vigor 2200V). The VPN traffic between Vigor
2900V and Vigor 2200V are all passed through Vigor 3300V. These three sites internal
networks must be within the same subnet ( 192.168.X.X ). Either site can ping the other
two routers. Then you can make a VolIP call through the encrypted VPN tunnel by
directly dialing remote router's LAN IP.
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Phone 1

XS
HBRE3I3

[nternet

2000V FXS 2200V FXS
192.168.29.1 888829

192.168.22.1 B88822

—

Phone 2 *hone 3
China Phone 2 China Phone 3
Shanghai

Figure 3-23. A scenario architecture graph

Table 3-5. Configuration table

3300V Headquarters | 2900V Branch Offices 2200V Teleworker
220.135.240.207 61.31.167.135
PPPOE, fixed IP PPPoE, dynamic IP
WAN IP
219.81.160.206 61.230.207.146
PPPoE, fixed IP PPPoE, dynamic IP
LANIP 192.168.33.1 192.168.29.1 192.168.22.1
Internal network 192.168.33.X 192.168.29.X 192.168.22.X
Encryption
method DES-SHAI
3300
Preshared Key
1234 1234
Table 3-6. Configuration table
WAN IP Port Number Phone Number Proxy Codec
3300V || 220.135.240.207 Port1(FXS) 888833 G.729A
2900V 61.31.167.135 Port1(FXS) 888829 G.729A
2200V 61.230.207.146 Port1(FXS) 888822 G.729A

About the VPN configurations

please refer to VPN Example 3(three part

communication). About VoIP basic configuration please refer to VoIP Example 1(Basic
Configuration and Registration).
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The following examples are modified based on these two examples.

3.3.1 Vigor 3300V Configuration Example

Step 1

Enter the VoIP - Protocol page; Disable all the Active entries by removing the (v") box.
After configuration please click Apply to save the settings.

VolIP - Protocol

MGCP
onfiguration

Cursaunul Py T 2 Regieiiin  Expines
i st Paaxy Aidilinas Praoy Poit Feagistiann Add Post [sach [erman

pitarg fobal o

Bpply | Cancel

Figure 3-24. Protocol settings of 3300V

Port Settings - Port1 - Edit
Fort 1 ([FE5}
1 {EHL)
Lyt 683933
s LTT
iy M 3300 Por1_iptel
T var iptel -
WF IF Addrass LiH-VFHIES

Figure 3-25. Edit of portl settings
Note

In Vigor 3300V firmware v2.5.5 you can only choose WAN or LAN/VPN. And the call
can be received or dialed just in one direction (WAN or LAN/VPN).

Or select none as Proxy Server for each Port.

VolP - Port Settings - Port1 - Edit
Port 1 (FXS)
) Digable (=) Ensble
Jsemare et
Pas L
Display Hamg 3300V _Part!_iptel
Prony Senver I v
valP IP Addre

1ptel
I

Hotline undef ined proxy

Figure 3-26. Edit of portl settings
Step 2
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Enter the VoIP - Port Settings page, now the Proxy entries all display Disable. (If you select
none as Proxy Server for each Port, the Proxy entries are blank.)

VolP - Port Settings

|

Tips L i Ui taatiias Prasy [

EEEEEEEET

Figure 3-27. Display of proxy
Step 3

Enter the VoIP - Speed Dial page and input the first and second group of Speed Dial Phone
Number. Click Apply to save the settings.

VolP - Speed Dial

Spead Dial Fi s Spaad ai Dastinak e

"l o] TSR 1681 2000%_Part1 VAW |

221 BFEIAEN92 168 221 2200V _Port1 VWP |

Eeampls 107 101 @ictal org

Apply | Concel Clain This Page

Figure 3-28. Speed dial phone number settings

3.3.2 Vigor 2900V Configuration Example

Step 1

Enter VoIP Setup - SIP Related Functions Setup page and change Register via from WAN to
LAN/VPN for Portl and Port2. Press OK to save the settings.
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sIP =
Port 1 . Port2 ]
SIP Pert EE SIP Pant [Foso
Domain W Diomain Im
Proxy W Proxy IW
Outbound Praxy l— Cutbound Proxy I—
Ports Setting
Port 1 Ponz
Register via | IW Register via | ’WW
Display Name Im Display MName ’m
Account Name W Account Name W
Authentication 1D W Authentication 1D W
Fecmro [ rrr— Password fos |
Expiry Time [Thour =] [3800  sec | Ewpiry Time [Thew =] [E0n sec
I Stun Sewver
=0

Figure 3-29. SIP related functions settings of Vigor 2900V
Note
Do not set up the Outbound Proxy and Stun Server when calling through VPN.

Step 2

Click DialPlan Setup in the VoIP Setup page and add the first and second group of Speed Dial
Phone Number.

> Advanced Setup > VolP Setup > DialPlan Setup

DialPlan Configuration &=
Index Phone number Display Name SIP URL Status
[ ik 3301 EHE333E192.166.33.1 [ ]

2. 2201 EBER22E1 92 168,221 ¥

3. X

4, ¥

[ s | [«

Figure 3-30. Add index1 and index?2 speed dial phone number

Note

Do not set up the Display Name when calling through the VPN with 2900V firmware
v2.5.6. Otherwise you can't get ring back and communicate with remote user after
getting through.

3.3.3 Vigor 2200V Configuration Example

Step 1
Enter Vigor 2200V's Web and click VoIP - SIP Related Function page.
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YolP
P DialPlan
F SIP Related Function

b CODEC ! RTP / DTHF
P Voice Call Status
F QoS

Figure 3-31. SIP related function of Vigor 2200V
Step 2
Setup Port 1. This page falls into two sections,
®  SIP: Set up the SIP Server used for registration.
® Ports: Set up the account details.

After configuration please click OK to save the settings.

"5 WlYigor2200V/VG

VPN VolP Router

WolP == SIP Related Functions Setup

SIF Poet BET)

Rupraivar Iwisierg

ey Ly Lowicss |
Doman/Faalm Falong Duglcae
™ Swun Server |
Ports Setling
Post 1
* 0o% [T use Ragistrar
System Malntenance il s Er—
Dlaynastica
M [k
ion Uz B Dupicois |
Passwar s
Epiry Time 1hewr 'I
Ok Cancal l

Figure 3-32. Portl setting
Note

Do not set up the Proxy and Stun Server when calling through VPN. While in 2200V
firmware v2.5.5.4, the Proxy will be active if Use Registrar is enabled. So make sure not
click Use Registrar.

Step 3
Enter VoIP - DialPlan page and the first and second group of Speed Dial Phone Number.
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: VPN VolIP Router

5 W Vigor2200V/VG
A

WelP > DialPlan Setup

Index No. 1

[# enatie

Phane Numer AT

Cisplay Mame f TR =)

- N
Loop trough |

Backup Phona Humbar [

oK

Tndas s Display Nama 210 URL
nusmber

| 2301 [ 2300v_PortI_vAN | EBE330192,168.23.1 | Hane | v |
| zam | Za00v_Port, vaN | 9688299192 168 29,1 | Nare
| | Hars

[EN
A
3.
4.

Hare

ol

Figure 3-33. Add index1 and index2 speed dial phone number

After configuration, please confirm that the VPNs are established and they can
communicate with each other. (Please refer to VPN - IPSec - LAN to LAN Usage
Example 2).

Start to dial by using telephones
Phonel call Phone2

Press 2901# or 888829%192*%168*29*1#.
Phonel call Phone3

Press 2201# or 888822%192%168*22*14#.
Phone2 call Phonel

Press 3301#.

Phone2 call Phone3

Press 2201# or #192%168%22*1#.
Phone3 call Phonel

Press 3301#.

Phone3 call Phone2

Press 2901# or #192%168%29*1#.

Note

# indicates termination of the phone number. After pressing #, VolP is immediately
called out. Or you may wait 3 seconds if you do not press #.

3.4 VolP Example 4 - Practical Application of FXS

Based on the VoIP Example 1(Basic Configuration and Registration), we will
introduce the practical application of FXS.

Generally the practical application of FXS falls into the following two sections.
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Connect the telephones (Please refer to VoIP Example 1). Two VoIP equipments call
with each other.

Connect PBX's Outside Lines. The usage is the same as that of PSTN line. Different PBX
has its own settings and required configuration by you.

/// Y
/ N,
1 / .
Port] FXS / N\
888833 Vs \
Vigordanoy §
2000V
Port] FXS
|| BEER20
Taiwan China %

Shanghai Phone 2

Figure 3-34. A scenario architecture graph
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Table 3-7. Configuration table between Vigor 3300V and Vigor 2900V

WAN IP Port Number || Phone Number | Proxy Codec

3300V || 220.135.240.207 Port1(FXS) 888833 iptel G.729A

2900V 61.31.167.135 Port1(FXS) 888829 iptel G.729A

Suppose there are two PSTN lines connected to PBX's Outside Lines. The third Outside
Line is connected to 3300V's FXS Portl. The Inside Line is connected to a telephone with
the extension 101. If the extension wants to dial VoIP using Line3, you must firstly press
3, and then dial the phone number.

Table 3-8. Example of lines connections

PBX Phone Number
Line3(3) Outside Lines 888833
Phonel Inside Lines 101

Start to dial by using telephones

Phonel calls Phone2
Press 3, after hearing the dial tone press VolP number 888829#.
Phone?2 calls Phonel

Press 888833#, after getting through you will hear the auto reply from the PBX. Then
press the extension 101.

Note

# indicates termination of the phone number. After pressing #, VolP is inmediately
called out. Or you may wait 3 seconds if you do not press #.

This example is the intercommunication with one SIP Proxy Server. For the applications
of Direct IP Call and Intercommunication with different SIP Proxy Servers please refer to
VoIP Example 2(Basic Calling Method). The VoIP call can also wok with VPN, please
refer to VoIP Example 3(VoIP over VPN).

Also you can set up the Speed Dial entry. To accommodate the extension please set up
888829 to 291, 888833 to 331. You may refer to the figures shown below and VoIP
Example 2(Basic Calling Method).
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VolP - Speed Dial
Speeed Hal Phione Numbes Speeid Dial estrsation Meano
1 231 ESEE29 200 Porl
3
5
Example 101 101 @iplelong
1
Apply | Camcel | Chear This Page |
Figure 3-35. Speed dial phone number settings
Index No. 1 P
F# Enable
FPhone Mumber 331
Display Marme |33EIEM_F>¢A1
SIP URL 8833 @ lirtel.org

0K, |

Figure 3-36. Edit of index1

3.5 VolP Example 5 - Practical Application of FXO

Based on the VoIP Example 1(Basic Configuration and Registration), we will
introduce the practical application of FXO.

Generally the practical application of FXO falls into the following two sections,
Connect to PSTN line

By connecting 3300V's FXO Port5 to a PSTN line VoIP is seamlessly integrated to PSTN
line, allow you to call not only the remote VoIP user, but also the remote PSTN user.

Also the PSTN user can call the VoIP user.

s
Phone 3 ﬁ|

87654321

i ™,
‘ 12345678/ N
Port5 FXO \
888835 N
Vigor3a00v | %
20007
Port] FXS Portl FXS
w 885833 [u 888829
Taiwan é China é
Phone 1 Shanghai  ppone 2

Figure 3-37. A scenario architecture graph
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Table 3-9. Configuration table between 3300V and 2900V

WAN IP Port Number |Phone Number |Proxy [Codec
Port1(FXS) 888833 iptel G.729A

3300V 220.135.240.207
Port5(FXO) 888835 iptel G.729A
2900V 61.31.167.135 Port1(FXS) 888829 iptel G.729A

The number of the PSTN line connected into the FXO Port5 on the 3300V is 12345678.
The number of another PSTN line is 87654321.

About VoIP basic settings please refer to VoIP Example 1(Basic configuration and
registration)

Start to dial by using telephones

Phonel calls Phone3

Press 888835#. After getting through you will hear the dial tone, then press the PSTN
number 87654321#.

Phone?2 calls Phone3

Press 888835#. After getting through you will hear the Dial tone, then press the PSTN
number 87654321#.

Phone3 calls Phone2

Press 12345678. After getting through you will hear the Dial tone, then press the VoIP
number 888829#.

Phone3 calls Phonel

Press 12345678. After getting through you will hear the Dial tone, then press the VoIP
number 888833#.

Note

# indicates termination of the phone number. After pressing #, VolP is inmediately
called out. Or you may wait 3 seconds if you do not press #.

® Connect PBX's Inside Lines. The usage is the same as that of common extension.
Different PBX has its own settings and required configuration by you.

By connecting 3300V's FXO Port5 to PBX's Inside Line VoIP is seamlessly integrated to
PBX's inside lines, allow you to call not only the VolP, but also the PSTN line and PBX's
extension. Also the remote user can call you from the PSTN line and PBX's extension.

77



27654321

&r
Phone 4 p

o
Ports FXO
BERR3S M

I [P— ol S l %

............ Bt
Port] FXS Portl FXS

‘ m 888833 m 855820

| | . |

102 E’%

Taiwan

&

China

Phone 1 Phone 2 Shanghai Phone 3
101

Figure 3-38. A scenario architecture graph

Table 3-10. Configuration table between Vigor 3300V and Vigor 2900V

WANIP Port Number | Phone Number Proxy Codec

Port1(FXS) 888833 iptel G.729A
3300V 220.135.240.207

Port5(FXO) 888835 iptel G.7290A
2900V 61.31.167.135 Port1(FXS) 888829 iptel G.7290A

Suppose the number of PBX's Outside Line is 12345678. One Inside Line is connected to
a telephone with the extension 101. If you want to use PSTN from the extension, you
must firstly press 0, and then dial the phone number.

The FXO Port5 on the 3300V is connected to PBX's Inside Line with the number 102.
The number of another PSTN line is 87654321.

About VoIP basic settings please refer to VoIP Example 1. (Basic configuration and
registration)

Start to dial by using telephones

Phonelcalls Phone2

Press extension 102. After getting through you will hear the dial tone, then press the VoIP
number 888833#.

Phonelcalls Phone3

Press extension 102. After getting through you will hear the Dial tone, then press the
VoIP number 888829#.

Phone2 calls Phonel
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Press 888835#. After getting through you will hear the Dial tone, then press the extension
101.

Phone2 calls Phone4

Press 888835#. After getting through you will hear the Dial tone. Press outside line 0,
then press 87654321.

Phone3 calls Phonel

Press 888835#. After getting through you will hear the Dial tone, then press the extension
101.

Phone3 call Phone4

Press 888835#. After getting through you will hear the Dial tone. Press outside line 0,
then press 87654321.

Phone4 calls Phone2

Press 12345678. After getting through you will hear the auto reply from the PBX, then

press the extension 102. After getting through you will hear the Dial tone, then press the
VoIP number 888833#.

Phone4 calls Phone3

Press 12345678. After getting through you will hear the auto reply from the PBX, then
press the extension 102. After getting through you will hear the Dial tone, then press the
VoIP number 888829#.

Note

# indicates termination of the phone number. After pressing #, VolP is immediately
called out. Or you may wait 3 seconds if you do not press #.

This example is intercommunication with one SIP Proxy Server. For the applications of
Direct IP Call and Intercommunication with different SIP Proxy Servers please refer to
VoIP Example 2(Basic Calling Method). The VoIP call can also wok with VPN, please
refer to VoIP Example 3(VoIP over VPN).

3.6 VolP Example 6 - Register with Private IP Address

Based on the VoIP Example 1(Basic Configuration and Registration), we will
introduce how to register with the SIP Server when Vigor 3300V has no Public IP address
but a Private IP address.

When Vigor 3300V's WAN uses a Private IP, the VoIP traffic must pass through the
upper-layer NATs. Now STUN feature should be enabled so that VoIP can work
normally.

In this example Vigor 3300V is connected in the LAN of Vigor 2600V. It obtains a
private IP address from the Vigor 2600V and accesses the Internet through the Vigor
2600V. Vigor 3300V uses this private IP to register with the SIP Server because it doesn't
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know Vigor 2600V's WAN IP, which results in that SIP Server can't find Vigor 3300V.
But if Vigor 3300V uses STUN, it can discover Vigor 2600V's WAN IP and will use this
IP as SIP content to identify its location. When SIP Server contacts with Vigor 3300V,
the packets are firstly sent to Vigor 2600V, and then forwarded by Vigor 2600V to Vigor
3300V.

2200.135.240.207

>

2600%
192.168.26.1

192.168.26.33

Vigord oo

Figure 3-39. A scenario architecture graph

Table 3-12. Configuration table between Vigor 3300V and Vigor 2600V

WANIP Port Number || Phone Number | Proxy Codec

Port1(FXS) 888833 iptel G.729A
3300V 192.168.26.33

Port3(FXS) 660533 fwd G.729A
2600V || 220.135.240.207 Port1(FXS) 888829 iptel G.729A

Vigor 2600V's internal network is 192.168.26.X, Vigor 3300V uses Static IP
192.168.26.33. For VoIP basic settings please refer to VoIP Example 1(Basic
Configuration and Registration).

3.6.1 Vigor 2600V Configuration Example

Step 1
Enter 2600V via Web and click NAT Setup page.
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Step 2

DrayTek

Setup Main Menu

DirayTek Camp

o1 1 T P
D2 seiies annen A

et
Firmiware “arsion
Bustd DatesTime
LAN WAL Address

Basic Setup (Setup First)
== Adiminizieates Pagzeond Sslup
> LAN TCPYP snd DHCP Sa I

Advanced Setup

== Dynamic DRS Selup
>> Call Scheduls Setup
=2 MAT Getug

=» BADIUE Setup

= Static Rouls Setup

=x |P FillanFirews!l Satyp

== WPM and Remote Access Salup
>> LPNP Semce Selup

a3 WolP Setug

== W ANRate Cordrol
= QoS Cordrol Selup

Figure 3-40. NAT setup

click Open Ports Setup.

Step 3
Click Index1.

Quick Setup
=x [nlemel Access Selup

System Management
== Dinlirie_Status
== WP Conre clion Manaesmed
=% Configuration IR rafion
== Syskog s hail Merd Setup
>> Time Selup
*= Managamen) Setup
=> Diagnostic Tocls
= Hebool Syslem

Ei e L

of Vigor 2600V

>> DMZ Host Setup

»» Open Ports Setup

10.0.0.0
172.16.00
192.168.0.0

>> View Well Known Ports List

>> Configure Port Redirection Tahle

Private I[P Address Range defined by RFC-1918:
10.255.255.255 (1045 prefix)
172.31.255.255 (17216412 prefix)

192.165.255.265 (19216316 prefiv)

Figure 3-41. Open ports settings of Vigor 2600V

Dpan Ports Setup

I e Comiment

()

B e e = e

Local IP Address Status

Figure 3-42. Open ports profile Index1
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Step 4

Forward the packets sent to UDP 5060, 13456~13470 and 49170~49184 to Vigor
3300V's WAN IP 192.168.26.33. Press OK to save the settings.

_Inde: Mo. 1
[ Enabie Open Ports

Cormrrent 3300V _WolF |

Local Computer [152 168 | |26 33 ] Choose FC

Pratacal  Stan Pont End Past Protocol  Start Pat End Pon
(1. [ooP=] foe0  Fmen ) s [— =B lo
2 [oor3] fizess  [izmo r[—HEDb [o
3 uoez] |z faned ) B |— =] o Io
s [—==p bo o. b [o
5 |—Hjp o 0. |— =l o [0
Cancel | Clearan | ox |

Figure 3-43. Settings of Index1

Step 5

After configuration it will automatically jump to Open Ports Setup page. Confirm the
settings to be correct. The setup is completed.

Open Poris Setup
Index Comment Local IP Address Status
[ L 3300V WolP 192.168.26.33 v‘_
:
ER
4.
A
i
1.
8.
2.
an.
Cancel Clgar All

Figure 3-44. Index1 configuration

3.6.2 Vigor 3300V Configuration Example

Step 1

Enter the VoIP - NAT Traversal page and enable the STUN function. Then click Apply

to save the setting.
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() Enabie symmetic RTF and T.38
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16.2. 735, WaN IP Address: 172162.225
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Figure 3-35. NAT Traversal of Vigor 3300V

Step 2

Enter VoIP - Status page,

wait one or two minutes (The time depends on SIP Server's

response speed and the network condition). When you see the Register Status is OK, the

registration is successful.

Status
L & Oipon

o [Pesister

= Call
SaamE T

Note

w  Ralresh

ot Packul
e Pariod "0

DTMF

- : Remiste ATP Rsmote 5
Caller Mugnber  Callee Mumber  Start Tine L, RTR paqy TP Statisiic ok

Figure 3-36. Status of Vigor 3300V

Iptel SIP Server itself supports STUN function, so 3300V can register without STUN

enabled.

At present the above configuration has a precondition that Vigor 2600's VoIP isn't active.
If VoIP function is enabled, the packets on UDP 5060 will be received by Vigor 2600V
and not forwarded to Vigor 3300V. So you have to change Vigor 3300V's Local Port

from 5060 to 5061.

YolP - Protocol

EslactFrotoegl

wi  Praxy

5 otk f"':

s
Prosy Haiws
= 1 it
= O [
-
Esample Inal

@ EP OMoCP

MGCP
anfiguration
&IF Lacal Fort 2061

Regisitr  Explias
Prawy AdEss Praxy Part Regestial il Pert purbs Doty
ptal.arg 5060 iptel.org 5060 300 phel.arg
B pshesr i 5080 il puaber. oo S0E0 300 Bl pbese i
et org I cag L]
Apply | Cancal

Figure 3-37. Protocol of Vigor 3300V
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The Open Ports setup in Vigor 2600V also must be changed to 5061.
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¥ [Enable Open Pars
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Figure 3-38. Open port setup

3.7 Asterisk Application
3.7.1 Introduce

In this chapter, we offer the application shows that it is convenient and cost saving to
implement the free IP-PBX using Asterisk and Vigor 3300V when users want to use the
Soft Phone or IP Phone instead of traditional telephone in the company.

-
w
puit
=
S
@
&
=3
=
=

Internet

e

7 Soft Phore 2001

LT
——

IP Phore 2003
IF Phone 2004

Figure 3-40. The scenario

In the figure using FXO port of Vigor 3300V to connect to PSTN. So, users do not need
the other equipment to as the IP-PBX. The way that we work normally with the FXO of
Vigor 3300V is that we could make a call from extension of IP-PBX which is the
telephones connected with FXS of Vigor 3300V, Soft Phone or IP Phone to PSTN
Network. We also could make a call from PSTN to the IP-PBX, there are four PSTN line
(the maximum is 8), then forwarding the call to any extension of IP-PBX, or make a call
from extensions to remote peer user through VPN in the Internet, or reverse direction call.
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Another application is workable that putting the Asterisk to the Internet for branch office
communication.

3.7.1.1 Configuration

IP Address List:

Asterisk — 172.16.2.234

Vigor 3300V - 172.16.2.237
SoftPhone 2001 — 172.16.2.201
SoftPhone 2002 — 172.16.2.202
SoftPhone 2003 — 172.16.2.203
SoftPhone 2004 — 172.16.2.204
Vigor 2900V (VPN) — 172.16.2.205

3.7.1.2 Installing Asterisk

1. Download Asterisk from the Asterisk website page http://www.asterisk.org/.

2. Install the Asterisk and refer to the installation guide from the Asterisk website.

3.7.2 Configuring Asterisk

sip.conf

Modify the sip.conf, the file is usually placed on the location /etc/asterisk.
[general] Setting in sip.conf

Modify the realm value to 172.16.2.234 for digest authentication.

realm=172.16.2.234 ; Realm for digest authentication

Modify the tos value, users could choose one kind of type. There are “lowdelay”,

LT3 LR N3

“throughput”, “reliability”, “mincost” and “none”. It is depend on the network status.

Tos=lowdelay

Modify the defaultexpiry value for registration.

Defaultexpiry=300 ; Default length of incoming/outgoing registration

Modify the codec settings.

disallow=all ; First disallow all codecs

allow=ulaw ; Allow codecs in order of preference
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Modify the language value for all users.

Moditfy the rtptimeout value for RTP activity.

Modify the dtmfmode value.

Add phone setting for each phone number.
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mgcp.conf

Modify the mgcp.conf, the file is usually placed on the location /etc/asterisk.

Modify the Call Agent port value to 2727 for Vigor 3300V.
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Modify the port value to 2727 for Call Agent.
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extensions.conf

Add extensions for SIP.

Add extensions for MGCP.




exten => 2004,1,DialMGCP/aaln/1@172.16.2.204)
exten => 3001,1,DialMGCP/aaln/1@172.16.2.205)

3.7.3 Configuring Vigor 3300V

3.7.3.1 SIP Configuration
1. SIP Proxy

VolP - Protocol

Select Protacol : EEPr OMECP
MGCP
| Canfiguration
SIF Local Port 5060
. Cihoisind  Proxy - Phi oy - Registisl  Expiies -
B Active Proxy el Prowy Addiess Port Resgiistn an Addi Port (sech Dhosinndsiin
5] [ Astenck 172.16.2.234 5060 17216.2.234 S0E0 300 172162234
A |
O
Example inte iptal.org iptel.arg iptel.arg
Apply Cancel

Figure 3-41. SIP configuration

2. Port Setting

Configure each port in Vigor 3300V. For example, the setting for port 1 shows as below.
Input the correct data to Username, Password, Display Name, Authentication ID and
Proxy Server. The VoIP IP Address should be selected to LAN1/VPN in the scenario,
because the Asterisk server is placed on LAN.

VolP - Port Settings - Port1 - Edit

Part1 (FXS)

' Disable & Enable

Usarname 1001

Pazgsward ({11}

Digglany Marre 1001

Authentcaban 1D 1001

Prowey Semer asterizk b
VaolF IP Address LAH1~VPH » |

Figure 3-42. Port setting-edit
Choose the “SIP INFO” for DTMF Mode to meet the Asterisk setting.
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DTMF

[DTMF Mode CrinBand O OuiBand(RFC2833) @ 9P INFO|Cisca  »
DTMF Vodurne jZ? (Range: 0 - 31)

Call Ferwarding

@ Disatle

O Call forwarding all calls

) Callforwarding busy

O Call forwarding o answer aftar rings (Range:1 ~10)

SIP URL (Example: BO01 @iptel ongh

Apply | Cancel

Figure 3-43. DTMF mode

VolP - Port Settings

ber | Group |

# Edit Type Active Group Usemmame Proxy Codec

1 FXS W i 1001 Asiensk & 7294 -Gkbps
2 FXS ¥ 2 1002 Asterisk G.7294 -Bkiips
3 FXS W 3 1003 Aslensk 372948 -8kbps
1 FY8 v 4 1004 Asterisk 7294 0ktp3
s & FXO v 5 ot Asterisk 5.7294.-Blps
s B FXO v & fo2 Beterisk 5.7294-8kops
7 FXO ¥ 7 foo3 Asterisk G.7294 -Bkips
8 E FX0 L B faod AsiEnsk 3.7 294 -Bkbps

Figure 3-44. Port setting configuration

3.7.3.2 MGCP Configuration

1. Configure VoIP IP Address to LAN1/VPN for each port in the scenario, because the
Asterisk server is placed on LAN.

VolP - Port Settings - Port1 - Edit

Port 1 (FXS)
O Disable ® Enable

Usamarme. ' 1001

Paseword: =-||.|

Diisplay Marma ;IIZI!Z_II

Autheniication 1D :1[||]1

Pragy Server. Lhsterisk - |
Iva IP Addrass: | Law1-vEN w |

Figure 3-45. VoIP IP address
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2. Configuring the Call Agent IP address.

VolP - Protocol

Sedact Protocal : QsP & mock
: S|P Configuration
MGCP Local Part: 2427 |
MGCP Call Agent Address 72162738 1 |
MGCP Call Agent Port : g;ag;r7|
EndPaim Mame Sivle

@ aaln@iip_addy O mac_adors@io_sodr] O aalng@mac_acdr

O aalnid|

Wiid-carded REIF (& Each endpoint sends Its own RSP O Send anly ane wild REIP

Apply | Cancel |

Figure 3-46. MGCP call agent address
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Chapter 4. Load Balance Policy

This chapter is divided into the following sections,
Section 4.1: Introduction

Section 4.2: Examples and Web Configurations

4.1 Introduction

This feature allows specific outgoing traffic (defined by IP, port or protocol) to be always
sent to through fixed WAN interface which is available.

4.2 Examples and Web Configurations

MNetwork - Load Balance Policy

Profocal P Aikiress Submat Mask [hast Part Start [hast Part End Network Interface

m
00 00O

100 -
L)
@ m )
(i) [Detete | [ etere |

Figure 4-1. Load balance policy of network

(1) After clicking the appropriate index number, you can edit or delete the corresponding
entry.

(2 )The Network - Load Balance Policy — Edit page appears after you click the Edit
button. Click the Apply button to save the current settings.

Network - Load Balance Policy - Edit

Profocal TCP %

DestPortEnd ©

Netwark Inbetace WANL »

Apply | Cancel

Figure 4-2. Edit item
Note

Fields with * are required to be filled in. The letters in ( ) indicate the range and style of
the value you can type.

If the select TCP or UDP protocol, you need to enter the port numbers in the Dest Port
Start field. When you select other protocols from Protocol's pull-down menu, the Dest
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Port Range will be gray marked. It is because these protocols have been pre-defined as
follows. Please refer to Table 4-1.

Table 4-1. Selected protocol

Protocol Port
FTP TCP 21
TFTP UDP 69
HTTP TCP 80
SMTP TCP 25
POP3 TCP 110

Load Balance Policy will compare the packets by the rules from the first item. When one
entry coincides with another entry, the one which has the smallest index number takes
precedence over all other identical entries.

(3) Click the Delete button to remove the specified entry. You will see the following
window as Figure 4-3.

[JawaScript Application]

' i fre you sure of deleking this kem?

Cancel |

Figure 4-3. Delete item

(4) Click the Delete All button to delete all entries. You will see the following window as
Figure 4-4.

[lavaScript Application] ':

fAre you sure of delsting all items?

Cancel ‘

Figure 4-4. Delete all item

(5) It shows the current page number. There are ten entries in one page. The 2 appears

after the 10th entry is set up.

Figure 4-5. Second page

Click on 2 to jump to the second page, and so on. We recommend setting up to 50 entries
at most to ensure a good performance in Vigor 3300 router.
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Protocol

Metwork - Load Balance Policy

IP Adliress. Subnet Mask

Dest Port Start Dest Port Eml

Network nterface

12

Eiit | Delete Dalate Al

Figure 4-6. Second page

Load Balance Policy — Configuration Example

Suppose the subnets of the company are listed in the Table 4-2 below (Please refer to
Multiple WAN for detailed configuration). MIS has the following requests. Web sites
(HTTP Protocol) or Servers are applied to WANI, Directors or MIS are applied to
WAN?2, other departments or DHCP clients are applied to WAN3. FTP sites (FTP
Protocol) are applied to WAN?3. The Mail Server is always applied to WANIT.

Table 4-2. Subnets of the company

IP Address Subnet Mask User IP Number
192.168.33.0 255.255.255.0 This Network 255
192.168.33.11 255.255.255.255 Mail Server 1
192.168.33.16~31 255.255.255.240 Administrator 16
192.168.33.32~63 255.255.255.224 MIS 32
192.168.33.64~95 255.255.255.224 Accounting Department 32
192.168.33.96~127 255.255.255.224 Business Department 32
192.168.33.128~191 255.255.255.192 RD Department 64
192.168.33.192~254 255.255.255.192 DHCP 63

Pratocel

Metwork - Load Balance Policy

IP Reldress subnet Mask

Dast Port Stort Dest Part End

MNatwark Interface

T ®

,
3

197,168,331

5255740
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102.168.32.32
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o

WiAND
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1
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5
]

[l |

|

192.168.33.11 56,155 255.255

[
ViAN1

]
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o

Delete

Delere All
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Figure 4-7. The settings of Load Balance Policy




Policy 1

For computers (Server) with IP range from 192.168.33.1 to 192.168.33.15, with HTTP
protocol traffics are applied to WAN1 interface.

Policy 2

For computers (Directors) with IP range from 192.168.33.16 to 192.168.33.31, with
HTTP protocol traffics are applied to WAN?2 interface.

Policy 3

For computers (MIS) with IP range from 192.168.33.32 to 192.168.33.63, with HTTP
protocol traffics are applied to WAN?2 interface.

Policy 4

For other computers with IP range from 192.168.33.0 to 192.168.33.255, with HTTP
traffics are applied to WAN3 interface. (The network set in this policy covers the network
set in Policy1l~ Policy3). And the protocol is also the HTTP protocol. However the Load
Balance Policy will compare the traffics with the policy rules item by item from the
smallest index number rule. So although the settings are overlapped, actually these
policies can work normally. For an easy management you may set separate IP range for
each policy.

Policy 5

For all the computers with IP range from 192.168.33.0 to 192.168.33.255, with FTP
protocol traffics are applied to WAN3 interface.

Policy 6

For a computer (Mail Server) with IP address 192.168.33.11, with TCP Port 1~65535 are
applied to WANI interface (The Subnet Mask is empty to be equal to 255.255.255.255).

Policy 7

For a computer (Mail Server) with IP range 192.168.33.11, with UDP Port 1~65535 are
applied to WANI interface.
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Chapter 5. 802.1Q VLAN

5.1 VLAN Overview

Virtual LANs (VLANSs) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANS are not limited by the hardware constraints that physically connect traditional
LAN segments to a network. As a result, VLANSs allow the network manager to segment
the network with a logical, hierarchical structure. VLANs can define a network by
application or department. For instance, in the enterprise, a company might create one
VLAN for multimedia users and another for e-mail users; or a company might have one
VLAN for its Engineering Department, another for its Marketing Department, and
another for its guest who can only use Internet not Intranet. VLANSs can also be set up
according to the organization structure within a company. For example, the company
president might have his own VLAN, his executive staff might have a different VLAN,
and the remaining employees might have yet a different VLAN. VLANSs can also set up
according to different company in the same building to save the money and reduce the
device establishment.

The Figure 5-1 shows the IEEE 802.1Q tag frame and its insertion point within the
Ethernet and 802.3 frames. The 802.1Q tag contains 3 priority bits and 12 VLAN ID bits.
The 3 priority bits are for 802.1P. Ethernet switches and endpoints must be capable of
interpreting the 802.1Q tag to make use of the tag. If an Ethernet switch or an endpoint
cannot interpret the 802.1Q tag, the presence of the tag may cause problems.

Source
address
Destination Length/ Frame Check
address EtherType Sequence
DA | SA Len/Etype Data FCS  (Criginal Bthernet frame
B02.1Q frame from
DA | SA Etype Tag Len/Etype Data FCS B

Figure 5-1. Untagged and 802.1Q-Tagged Ethernet frames
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5.2 VLAN Trunk

A more efficient approach to combine multiple VLAN in a port to allow connect more
switches spreading the network. A VLAN trunk consolidates the traffic of multiple
VLANS across a single physical port, as shown in Figure 5-2.

LAN
(192.168.1.0, 1582 168,20, 192 168.3.0, 192168 4.0
VLANG
YLAN
VLANS
-

i

FNENERE
NEN B

Au}

B 02,10 Switehy
T@nk VLAHNS VLANG VLANT VLANE

Slelolelelelafelarals

A
Er
s

Figure 5-2. VLAN trunk

5.3 Why Use VLANs?

¢ Security

VLANS is a communication control. Once a user is assigned to a VLAN, the user only
can communicate with the same VLAN group members.

¢ Administrative Control for Flexibility and scalability

Typically, subnets are defined by their physical location. Users have the same subnet in
the same area. But VALNSs allow each port on a router defines a different subnet. This

results that users in the same departments but in different physical locations get the same
subnet IP address.

¢ Broadcast control for Performance Improvement
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TCP/IP network protocols and most other protocols broadcast frames periodically to
advertise or discover network resources. This can have a significant impact on the network
performance with a large number of end users. VLANSs can prevent traffic from flooding
the entire network. Nowadays, many virus attacks influence the network traffic. Using
VLAN:Ss to avoid extending the virus.

5.4 LAN to LAN Communication

The Vigor 3300 allow users to setup the LAN to LAN communication. For instance, a
company might create multiple subnet for employees and wish they can communicate
with each other. The administrator should allow the LAN to LAN communication. On the
other hand, a company does not allow communicate with different department. The
administrator should block the LAN to LAN communication.

Configure firewall to allow or deny LAN to LAN communication. Add following setting
to block different VLAN communication.

Firewall - IP Filter Table
Group Mama
Mead Group Mame EBlock »
Comment Group for pass rues
Ruilid Rule Apply Camcel
1P Filler Table
Trides: Source |P Subinet Mask Pat Destination P Subaeet Mask Pon Pratocol (L (] Block Active
amy vy Ay prodocal LAM bor L Block imempdiatehy =
Edit Fule Dobete Rulde
Figure 5-3. IP Filter table
Firewall - IP Filter - Edit Filter Rule
Filter Condition
[#] Actve
Source IP any
Subnel Mask
Paort - w
Deslination P any
bl Mgk
Faort w
Group Nams
Frotocol any protocol
Dirastion Lil to Lk &
Fragrent do not cars ¥
Aetion
Blockor Fass Block imwsdistely w
Mexd Group Name nons W
Apply Catriel

Figure 5-4. 1P Filter setting
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5.5 Management Port

The management port can help user to always communicate with router even though
configuring the wrong setting in the 802.1Q VLAN. The management port is fixed on the
P4 of LAN. We recommend that users enable the management port, unless users want to
use the fourth VLAN and ensure the setting is correct.

Advanced - LAN YLAN Setting
O bisable O Pot Base vLAN & 80210 WLAN

Port Base ViLAN

Group
Wb Active Nenve VLAN 1D Hernben Fraime Tag Operal
Pl P2 P3 P4 P P2 P3 P4
1 O WLANS 5 | | O Untagged % | Tagged » | Tagged -
WLANE 6 O = O ag=d w |Untagged = ged -
3 O WLAN, ] O gged - g=d v |Untagged =

Port Setting

P1 P2 P3 P4
Port VLAN D 5 =3 7

Apply | Reset | Cancel

Figure 5-5. LAN VLAN setting
Application 1:

A company wants to separate the Engineer Department, Sales Department, Marketing
Department and Other Department to limit their communication with each other to ensure
the security. So, we defined four VLANSs that are VLANS, VLAN6, VLAN7 and VLANS.
The subnet of VLANS is 192.168.1.0, the subnet of VLANG is 192.168.2.0, the subnet of
VLANT7 is 192.168.3.0, and the subnet of VLANS is 192.168.4.0. However, each PC in
the company does not support 802.1Q.

192.165.1.0 192.168.2.0 192.165.3.0 192.165.4.0

VLANS VLANG VLAN7 VLANS

Engineer
Department Department Depariment

Figure 5-6. Application 1
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|Configuration]

1.
2.
3.

Block LAN-to-LAN communication.
Create VLANS, VLANG6, VLAN7 and VLANS Groups.

In the VLANS, input “5” to VLAN ID. In the Member field, choose p1. Then
choose the “Untagged” for Frame Tag Operation in pl. We should configure the
PVID to “5”, because the device does not support 802.1Q VLAN.

In the VLANG, input “6” to VLAN ID. In the Member field, choose p2. Then
choose the “Untagged” for Frame Tag Operation in p2. We should configure the
PVID to “6”, because the device does not support 802.1Q VLAN.

. In the VLANT7, input “7” to VLAN ID. In the Member field, choose p3. Then

choose the “Untagged” for Frame Tag Operation in p3. We should configure the
PVID to “7”, because the device does not support 802.1Q VLAN.

In the VLANS, input “8” to VLAN ID. In the Member field, choose p4. Then
choose the “Untagged” for Frame Tag Operation in p4. We should configure the
PVID to “8”, because the device does not support 802.1Q VLAN.

After applying the settings, the web page will be redirected to “reboot” web page.
User can ignore it and continue to configure the Network setting. After Network
setting, then you can do the reboot procedure.

Note

After rebooting, the tagged ports will only communicate with 802.1Q tagged devices.

Advanced - LAN VLAN Setting
O Disable O Port Base VLAN & 80216 VLAN

Port Base VLA |
Group

mdex  Active e VLANID Membes Frawne Tag Operstion
P P2 P3 P4 P P P3 P4
1 VLANG 5 = O O O |Untagged (8| |Tagged w| Tagged » | Tagoed -
2 "YLAMG [d ] ] O zged - Untzgged |» | Tagged » [Tagged v
3 VLAMT 0 ! = F ged w| | Tagoed w| |Untagged » |Tagoed -
i =] WLANA B 0 |d O [ ged ¥ |Tagged ¥ | Tagged * |Untagged |w
Management Fort |
Port Setting
Pi P2 P3 P4
Port VLAN ID | 5 B 7 8 I

Apply | Reset | Cancel

Figure 5-7. LAN VLAN configuration

In the Network setting, input the subnet 192.168.1.0 to LAN. For example, the
VLANS LAN IP is 192.168.1.1 and Subnet Mask is 255.255.255.0. Then, users in
the Engineer Department can set IP address from 192.168.1.2 to 192.168.1.254.
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Network - LAN

l LANZ P/DHCP LANT IFMDHCP l LANS IPODHCP DHCP Relay Agent |P Routing
IP Configuration
IP Addrazs 192 16811
SubnedMazk 255, 255 2550
DHCP Server
Status @ Enable  ODizamls O Relay Agent
Start IP 192.168.1.10
End IP 192.168.1.200
Brimany DHE
Secondary ONS
Lirs e Tirrue (Miry) 1440

Galeway |P(Ophonaly

Figure 5-8. LAN IP configuration

9. In the Network setting, input the subnet 192.168.2.0 to LAN2. For example, the
VLANG6 LAN IP is 192.168.2.1 and Subnet Mask is 255.255.255.0. Then, users in
the Engineer Department can set IP address from 192.168.2.2 to 192.168.2.254.

Network - LAN

Len POHCE | | wenzponce | Camwawonce | oncerelayagert| P Rowing |
IF Configuration
P hddngss 182.188.2.1
Subnet Mask 255 255 2550

DHCP Server

Slabus @Enable O Disable O Relay Agent
Starl IP 192 168.2 10

End IP 192.168.2.200

Primary DNS

Secondary DHS
gase Time (W) 1440

Galeseay IP[Oplional)

Figure 5-9. LAN2 IP configuration

10. In the Network setting, input the subnet 192.168.3.0 to LAN3. For example, the
VLAN7 LAN IP is 192.168.3.1 and Subnet Mask is 255.255.255.0. Then, users in
the Engineer Department can set IP address from 192.168.3.2 to 192.168.3.254.
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Network - LAN

LAN IFDHCE | LANZ IPIOHCE l | LAM4 IF/DHCP | DHCP Relay Agent  Routing
IP Configuration
F Address 192.188.3.1
Subnat Mask 265255 %50

DHCP Server

Status @Enanle (O Disable O Relay Agent
Start IP 192.168.3.10

End IP 192.168.3 200

Frimary ONS

Secondary DHNS
wase Tirme (Winy 1440

Galeway IP(Oplional)

Figure 5-10. LAN3 IP configuration

11. In the Network setting, input the subnet 192.168.4.0 to LAN4. For example, the
VLAN8 LAN IP is 192.168.4.1 and Subnet Mask is 255.255.255.0. Then, users in
the Engineer Department can set IP address from 192.168.4.2 to 192.168.4.254.

Metwork - LAN

LANPDHCP | LeNZIP/DHCP | Lena PHCR | | cvcPRetay agent | P Rowng |

IP Configuration
IF Adiress 192.165.4.1
Subnst Mask 295,255 2550

DHCP Server

Status Eenable  CrDisabda (O Relay sgert
Sart IP 192,168 4.10

End IP 192,168 4. 200

Frirnary DME

Secondary DNS
Lease Time (Mir) 1440

Gl il | PO pRanal)

Figure 5-11. LAN4 IP configuration

Application 2:

A company wants to separate the Engineer Department and Other Departments to
limit their communication to ensure the engineering data. So, we defined two VLANSs
that are VLANS and VLANG, the subnet of VLANS is 192.168.1.0, and the subnet of
VLANG is 192.168.2.0.
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LAN
152.168.1.0 192.168.1.0 192.168.2.0 192.168.2.0

WVLANS VLANS VLANG VLANG

<0 aurey b170g

<0 auy b1 708

<0 aurey b170g

<0 aumE BT 208
)

Engineer Depariment  Engineer Department Other Depariments Other Departments

Figure 5-12. Application 2

|Configuration]

1. Block LAN-to-LAN communication.

2. Create VLANS and VLANG Groups.

3. In the VLANS, input “5” to VLAN ID. In the Member field, choose pl and p2.
Then choose the “Tagged” for Frame Tag Operation in pl and p2. We can ignore
the PVID (Port VLAN ID), because 802.1q tag will be inserted to the frame from

the PC of Engineer Department.
4. In the VLANG, input “6” to VLAN ID. In the Member field, choose p3 and p4.

Then choose the “Tagged” for Frame Tag Operation in p3 and p4. We can ignore
the PVID (Port VLAN ID), because 802.1q tag will be inserted to the frame from

other departments.

5. After applying the settings, the web page will be redirected to “reboot” web page.
User can ignore it and continue to configure the Network setting. After Network

setting, then you can do the reboot procedure.

Note After rebooting, the tagged ports will only communicate with 802.1Q tagged
devices.
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Advanced - LAN VLAN Setting

O issble O Port Bage VLAN @ B0210VLAN

Port Base VLAN I

Group
Iidex  Active Hatne VLAN I Mernilier Frame Tag Operation

Fi__P2__PI__ P4 P1 P2 P3 [
1 = WLANS 5 | 0 O Tagged ¥| |Tagged » |Tagged - ed >
2 = WLANG 6 ¥ ¥l = Tagged ¥ | |Tagged » | Tagged v >
3 O LANT T O O O O Tagged w| Tagged » |Untagged v
4 O WLANE i || O (] O Tagged | | Tagged | Tagged W [Untsgged |w
Managemant Port. [
Port Setting

P2 P3 Pi
Port VLAN 1D 5 5 7

Figure 5-13. LAN VLAN configuration

Apply | Reset | Cancel

6. In the Network setting, input the subnet 192.168.1.0 to LAN. For example, the
VLANS LAN IP is 192.168.1.1 and Subnet Mask is 255.255.255.0. Then, users in
the Engineer Department can set IP address from 192.168.1.2 to 192.168.1.254.

Network -

e

IF Configurati
IP Address
Subnet ask

DHCF Server
Status
Start IF
End IF
P rim any DINE

Becondary DNS

Lease Time (Min)

LAN

en

Gabeway [P(Optianal)

192.168.1.1

255.255.255.0

®Enable O Disable

192168110

192 168,1,200

1440

| Lemaiponce | oHoP Retay agent

O Relay agent

Figure 5-14. LAN IP configuration

IF Routing

7. In the Network setting, input the subnet 192.168.2.0 to LAN2. For example, the
VLANG6 LAN IP is 192.168.2.1 and Subnet Mask is 255.255.255.0. Then, users in
the other departments can set [P address from 192.168.2.2 to 192.168.2.254.

Network - LAN

LANIPDHCP | | Cnawonce | LanawmHce | OHCP Relay Agent |

IF Configuration
P i s
Submnat Mask

DHCP Server
Slabus

Starl IP

End IP

Prirmary DNS
Sacondary DS
gase Time (Men)

Galeway IP(Optional)

192.168.2.1
255.256.255.0

@ Enatle O Disable

192.768.2.10

192.168.2 200

1440

O Relay Agent
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Figure 5-15. LAN2 IP configuration
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Application 3:

There are four companies in the same building. They share the broadband network and
use the Vigor 3300V router to achieve the load balance, security, and VoIP features. So,
we defined four VLANS that are VLANS, VLAN6, VLAN7 and VLANS, the subnet of
VLANS is 192.168.1.0, the subnet of VLANG6 i1s 192.168.2.0, the subnet of VLAN7 is
192.168.3.0, and the subnet of VLANS is 192.168.4.0.

192.168.1.0 192.168.2.0 192.168.3.0 192,168 4.0

VLANS VLANG VLAN7T VLANS

suely b1 e

Company 4 Company B Company C Company D
Figure 5-16. Application 3

|Configuration

1. Block LAN-to-LAN communication.
2. Create VLANS, VLAN6, VLAN7 and VLANS Groups.

3. In the VLANS, input “5” to VLAN ID. In the Member field, choose pl. Then
choose the “Tagged” for Frame Tag Operation in pl. We can ignore the PVID
(Port VLAN ID), because 802.1q tag will be inserted to the frame from the PC of
company A.

4. In the VLANG, input “6” to VLAN ID. In the Member field, choose p2. Then
choose the “Tagged” for Frame Tag Operation in p2. We can ignore the PVID
(Port VLAN ID), because 802.1q tag will be inserted to the frame from company
B.

5. In the VLANT7, input “7” to VLAN ID. In the Member field, choose p3. Then
choose the “Tagged” for Frame Tag Operation in p3. We can ignore the PVID
(Port VLAN ID), because 802.1q tag will be inserted to the frame from the PC of
company C.

6. In the VLANS, input “8” to VLAN ID. In the Member field, choose p4. Then
choose the “Tagged” for Frame Tag Operation in p4. We can ignore the PVID
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(Port VLAN ID), because 802.1q tag will be inserted to the frame from company
D.

7. After applying the settings, the web page will be redirect to “reboot” web page.
User can ignore it and continue to configure the Network setting. After Network
setting, then you can do the reboot procedure.

Note After rebooting, the tagged ports will only communicate with 802.1Q tagged
devices.

Advanced - LAN VLAN Setting

Disable O Port Base WAN 1 N
Port Base VAN | |
Group
Index  Acti M VLANID Mambar Frame Tag Oper at
P P2 P P4 P P2 P3 2]
1 =] L) =] O B O Tagged ¥ |Tagged %| | Tagged | | Tagged
2 = WILANE ] O E B (] Tagged ¥ |Tagged ¥| |Tagged | | Tagged
3 =] WILANT 7 d O = (] Tagged % |Tagged %| |Tagged | | Tagged
] B [wens ] O O O B [Tsgeed ¥| [Tagged ¥| [Tagged %| [Tagged
management Foit [
Port Setting
P1 P2 [ P4
Port VLAN ID 5 B

Bpply | Reset | Cancel

Figure 5-17. LAN VLAN setting

The network configuration is the same with application 1. Please refer to application 1
part.

Application 4:

A company wants to separate the Engineer Department, Sales Department, Marketing
Department and guest to limit their communication with any department to ensure the
security. So, we defined four VLANS that are VLANS, VLAN6, VLAN7 and VLANS,
the subnet of VLANS is 192.168.1.0, the subnet of VLANG is 192.168.2.0, the subnet of
VLANT7 is 192.168.3.0, and the subnet of VLANRS is 192.168.4.0. However, the notebook
of guest does not support 802.1Q.

V3300
LAN
192.168.1.0 192.168.2.0 192.168.3.0 192.168.4.0
VLANS VLANG VLANY VLANS

Aurey Bl 708

Marketing
Depariment Deparitment Guest

Figure 5-18. Application 4
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|Configuration]

1. Block LAN-to-LAN communication.

Create VLANS, VLAN6, VLAN7 and VLANS Groups.

3. In the VLANS, input “5” to VLAN ID. In the Member field, choose pl. Then

choose the “Tagged” for Frame Tag Operation in pl. We can ignore the PVID
(Port VLAN ID), because 802.1q tag will be inserted to the frame from the PC of
Engineer Department.

In the VLANG, input “6” to VLAN ID. In the Member field, choose p2. Then
choose the “Tagged” for Frame Tag Operation in p2. We can ignore the PVID
(Port VLAN ID), because 802.1q tag will be inserted to the frame from Engineer
Department.

In the VLANY7, input “7” to VLAN ID. In the Member field, choose p3. Then
choose the “Tagged” for Frame Tag Operation in p3. We can ignore the PVID
(Port VLAN ID), because 802.1q tag will be inserted to the frame from the PC of
Engineer Department.

In the VLANS, input “8” to VLAN ID. In the Member field, choose p4. Then
choose the “Untagged” for Frame Tag Operation in p4. We should configure the
PVID to “8”, because the device does not support 802.1Q VLAN.

After applying the settings, the web page will be redirected to “reboot” web page.
User can ignore it and continue to configure the Network setting. After Network
setting, then you can do the reboot procedure.

Note After rebooting, the tagged ports will only communicate with 802.1Q tagged
devices.

Advanced - LAN VLAN Setting
CrDisable O Port Base VLAN & 60210 VLAN

Port Base VLAN l
Group

ndex  Active Hame VLAN I Membes Frame Tay) Operation

P1 P2 P3 P4 P P2 P3 P4
1 = VLANS O O O [Tagaed ¥ [Tagged @ [Tagged | |Tagged v
2 = VLANG i O O O [Tagged v [Tagged w| [Tagged ¥| Taaged -
3 = WLANT F] O = F Tagged | Tagged » Tagged #| Tagged -
1 = VLANG i} ¥ O O Tagged % |Tagged w| | Tagged w| |Untagged |w

Management Port [
Port Setting

P1 Pz P3 P4

Port VLANID 5 ] 7
Figure 5-19. LAN VLAN setting

Apply | Reset | Cancel

The network configuration is the same with application 1. Please refer to application 1

part.

Application 5:

A company wants to separate the Engineer Department, Sales Department, Marketing
Department and other departments to limit their communication with each other to ensure
the security. Many employees of the company use some switches supported 802.1Q
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VLAN to expand the network. So, we defined four VLANSs that are VLANS, VLANG,
VLANT7 and VLANS, each LAN port is Trunk port which supports multiple VLAN, the
subnet of VLANS is 192.168.1.0, the subnet of VLANG is 192.168.2.0, the subnet of
VLANT7 is 192.168.3.0, and the subnet of VLANS is 192.168.4.0.

(192.168.1.0, 192.168.2.0, 192.168.3.0, 192.168.4.0 )

VL ANG VLANG VLAN VLANG
VLANT VLANT VYLAN VLANT

YLANS YLAMN YLADE VLi’AM

]
&
=
-

=
&
:

~ ameg brEos
sy breos
BRET BITOE ||

Trunk] #9210 B02.10) 302,10
Switch T Switel Trunk  gugten
o0oand ooono O0oanO

Figure 5-20. Application 5

|Configuration

1. Block LAN-to-LAN communication.
2. Create VLANS, VLAN6, VLAN7 and VLANS Groups.

3. Inthe VLANS, input “5” to VLAN ID. In the Member field, choose pl, p2, p3 and
p4. Then choose the “Tagged” for Frame Tag Operation in pl, p2, p3 and p4. We
can ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the
frame from the switch.

4. Inthe VLANG, input “6” to VLAN ID. In the Member field, choose p1, p2, p3 and
p4. Then choose the “Tagged” for Frame Tag Operation in pl, p2, p3 and p4. We
can ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the
frame from switch.

5. Inthe VLANT7, input “7” to VLAN ID. In the Member field, choose p1, p2, p3 and
p4. Then choose the “Tagged” for Frame Tag Operation in pl, p2, p3 and p4. We
can ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the
frame from the switch.

6. Inthe VLANS, input “8” to VLAN ID. In the Member field, choose pl, p2, p3 and
p4. Then choose the “Tagged” for Frame Tag Operation in pl, p2, p3 and p4. We
can ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the
frame from some users.

7. After applying the settings, the web page will be redirected to “reboot” web page.
User can ignore it and continue to configure the Network setting. After Network

setting, then you can do the reboot procedure.
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Note After rebooting, the tagged ports will only communicate with 802.1Q tagged
devices.

Advanced - LAN VLAN Setting

O Disable O Port Base VLAN & B02.10 VLAN

PnrtBase‘uLANI 2.10 VL I

Group
mdex  Active Mame VLAN I TAegilen Framme Taq) Operation
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4 LANS L B = Tagged v [Tagged v| [Tagged v| [Tagged v
Wanagement Port |:|
Port Setting
i P2 P3 P4
Port VLAN ID 5 6 7 g
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Figure 5-21. LAN VLAN setting

The network configuration is the same with application 1. Please refer to application 1
part.
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