Vigor3300 Series Application Notes

Vigor3300 Series
Application Notes

(Part 1)

V1.0

DrayTek



Vigor3300 Series Application Notes

History Table

Date

Descriptions

Version

By

2005/8/17

Initial

V1.0

Jenny, Luke, Jimmy, Amy

DrayTek



Vigor3300 Series Application Notes

Table of Contents

CHAPTER 1 ADVANCED SPEED DIAL FUNCTION........cccoeririrrrrrreeeeeeeeeas -4 -
CHAPTER 2 HIGH AVAILABILITY FUNCTION ......cccoiiiiiiiiineemnnnn s -6 -
2.1 INtrOAUCHION . ..ceeeeiiiiiiiiieeeee ettt e ettt e e e e e e et e e e e e e e e eanaeeees -6-
2.1 Examples and Web Configurations ............ccuvvveeieeeeeeiniiiiiieeeeeeeeessiieene -8-
CHAPTER 3 MULTI-DMZ FUNCTION..........cociiiimmmmmnnrnnnssssnsmssns e -10 -
3.1 INtrOAUCHION. ....eiiiiiiiieee ettt e e e e et e e e e e e e e abareeeeee s -10-
3.2 Web ConfigUrationS.........eeeuuviiiieieeeeeeiiiiiiieeeeeeeeesiiree e e e e e e e siireeeeeeee s - 11 -

CHAPTER 4 SIP CALL, PROXY, OUTBOUND PROXY AND DOMAIN ..- 13 -

4.1 INtrOAUCHION . .....ieiiiiiiece e e - 13-
4.2 Examples and Web Configurations .............ooeeevvvvrieeeeeernniiiiiiieeeeeeeesnnens -14 -
CHAPTER 5 VOIP NAT TRAVERSAL FUNCTION .....ccccerirrrrrrrerssessssneenas -22 -
5.1 INErOAUCHION. ....eeiiiiiiiiee it -22-
5.2 Example and Web configurations ............ccccuvvvveeeeeeiiniiiiiiieeeee e e -23-
CHAPTER 6 MULTI NAT FUNCTION......cccccrrrrrrrrrrrrrsssssssssssssssssssssssssesnnes - 30 -
6.1 INtrOAUCHION.....ceiiiiiiiiiiiiiiee e e -30-
6.2 Examples and Web Configurations ............cc.uuvveeeeeeeenieiiiiieeeeeeeeeeinnene -31-
CHAPTER 7 VOIP INCOMING CALL BARRING FUNCTION ................. -33-
7.1 INErOAUCHION. ....eeieiiiiiiee ittt et -33-
7.2 Examples and Web configurations ...........ccccuvvveeeeeeeieiiiiiiiieeeeeeeeesiineee -34-
CHAPTER 8 PORT MIRRORING FUNCTION ......ccccciiiiiniineeennnnnennnnns - 46 -
8.1 INErOAUCHION....eeiiiiiiiieiiiiiee et e e -46 -
8.2 Examples and Web Configurations .............cccceeeevveviiiieeeeeeeeniiiiieeeeenen. -47 -
CHAPTER 9 FXO HOT LINE FUNCTION .......cccoiimmrrnirnnsnsemmnnns s - 48 -
0.1 INtrOAUCHION. ....eeeeiiiiiiieiiiiee et -48 -
9.2 Examples and Web Configurations ............cccuuvveeeeeeeenniiiiiieeeeeeesesiienee -50 -
-3-

DrayTek



Vigor3300 Series Application Notes

CHAPTER 1
Advanced Speed Dial Function

The feature allows users to create a proprietary dial plan. A dial plan essentially

describes the number and pattern of digits that a user dials to reach a particular

telephone number. For instance, when user calls a telephone number, the dial plan can

help you to append the area codes or strip digits that are in the head of the telephone

number.

The “Advanced Speed Dial” settings

“Prefix” is the prefix pattern that is used to check whether the telephone number
needs to be modified. Once the pattern is matched, this number will be revised by
following settings — “Strip”, “Append” and “Destination”.

“Strip” is the strip length that is used to remove the pre-digits from the telephone
number.

“Append” is the number that is used to append the digits after the telephone
number.

“Destination” is the destination address that is used to forward the call to the peer
address.

“Memo” is used to describe the meaning of the entry in the dial plan.

The page is shown in Figure 1-1 and Figure 1-2.

VoIP - Advanced Speed Dial

Prefix Sstrip Append Destination Memo

@ m N m m & W oM =W
)

=
o

Figure 1-1. Advanced speed dial setting page
-4 -
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VolP - Advanced Speed Dial - Edit

1

Prefix : 03
Strip : D
Append 886|

Deatination : 10.1

Mema

A1

M Cancel
Figure 1-2. Advanced speed dial edit page
We list some examples as followings,
Telephone Number | Prefix Strip Append Destination SIP URL
012345 0 1 10.1.1.1 12345@10.1.1.1
00212345 0 3 10.1.1.1 12345@10.1.1.1
025 0 2 1234 10.1.1.1 12345@10.1.1.1
0 0 1 8001 iptel.org 8001 @iptel.org
00288635972727
5972727 597 0 0028863 draytek.com @draytek.com

For example, at the last number group, the prefix value is “597”, the number is
“5972727’; The first three digits “597” of telephone number is matched with the

29 ‘6

value of Prefix, it will access this number by other settings as “Strip”, “Append” and

“Destination”. In this case, the strip value is “0”, so it will not remove any pre digits;
The append value is “0028863”, so it will add these digits after the telephone number;

Finally, it will add “draytek.com” sting after “@” in this telephone number because

the destination value is not empty.
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CHAPTER 2

High Availability Function

This chapter shows how to setup high availability function.
This chapter is divided into the following sections,

® Section 2.1: Introduction

® Section 2.2: Examples and Web Configurations

2.1 Introduction

The basic application graph is shown in Figure 2-1. There are two Vigor3300V routers
connect to the Internet. One is as Master and the other one is as Slave. Both are
connected to a subnet — 192.168.1.x from LAN port. For the further more settings,

please refer to the next section.

DrayTek
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WAN/Internet
Vigor3300v e o Vigor3300v b elo ™ o
Master Router Configurations Slave Router Configurations:
LANIP 192.168.1.] LANIP 192.168.1.%
LAN MAC: 00-50-7F-0A-0B-01 LAN MAC: 00-50-7F-0A-0B-02
High Availability: Enable High Availability: Enabl¢
Group Number* 1 Group Number* 1
Role Master Role: Slave
Virtual IP* 192.168.1.2 Virtual IP* 192.168.1.:
Virtual MAC** 00-00-5E-00-01-01 Virtual MAC** 00-00-5E-00-01-01

* Master and Slave must have the same Groug

Number and Virtual IF
** Virtual MAC will be generated automatically
by assigned Group Numbe:

Host Network Configurations Host Network Configurations
(obtained via DHCP client): (obtained via DHCP client):

IP: 192.168.1.11 IP: 192.168.1.1%

Subnet Mask: 255.255.255.C Subnet Mask: 255.255.255.C
Default Gateway: 192.168.1.2 Default Gateway: 192.168.1.2
ARP Table ARP Table

192.168.1.7  00-00-5E-01-01-01 192.168.1.Z  00-00-5E-01-01-01
If Master Activatec If Master Activatec

192.168.1.1  00-00-5E-01-01-01 192.168.1.1  00-00-5E-01-01-01
192.168.1.2  00-50-7F-0A-0B-0Z 192.168.1.2  00-50-7F-0A-0B-0Z
If Slave Activated If Slave Activated

192.168.1.1 00-50-7F-0A-0B-01 192.168.1.1 00-50-7F-0A-0B-01
192.168.1.2  00-00-5E-01-01-01 192.168.1.Z  00-00-5E-01-01-01

Figure 2-1. A Scenario of High Availability
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2.1 Examples and Web Configurations

At first, we need to configure High Availability in the Master device. Please refer to
the Figure 2-2.
- - . A N
Vlgﬂmm_SQﬂﬁs_. - ViGBROUS EnoANEAND AGCESS
MultiService Security 4

Quick Setup System Network Advanced Firewall QoS VPN VolP

2:23:02P.M
Network - LAN - High Availability
High Availahility ) Disable
Group Number. - {Range: 1~255)
[z )
Apply | Cancel

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 2-2. Web settings of the Master

Then, we have to configure High Availability in the Slave device. Please refer to the
Figure 2-3.

B " !". -
. - a8 Y W
VIQQ[3_3_0_0_SQ[I_QS_. g VIGOROUS BROA“AHD ACCESS

MultiService Security

Quick Setup  System Network Advanced Firewall QoS VPN VolIP

2:26:30 P.M
Network - LAN - High Availability
High Availability: O Disable [
c
Group Mumber: 1- (Range: 1-268)
virrual IP 192.168.1.3
Apply | Cancel

rayTek Corp. @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network selution,

Figure 2-3. Web settings of the Slave

The most important points are as below —

® The Group Number value must be same between the Master and Slave.
® The value of Role is different in the Master and Slave.

® The value of Virtual IP must be same between the Master and Slave.

DrayTek
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Master Failure / Shutdown
Once Master unit is shut down or suffered a failure, Slave would be transferred from

idle state to active state after 3 to 4 seconds then handover over Master.

Master Restart
Once the problem in Master is recovered, and then Slave will be transferred to be idle
state.

Multiple Slaves

There should be only one Master, but multiple Slaves are allowed. Generally speaking,
the Slave with greater LAN IP address will have higher priority to play Master’s role
if the original Master is shut down or failed. For example, the IP address 192.168.1.4
will have higher priority than 192.168.1.3.

Reference

The HA function was developed based on VRRP (Virtual Router Redundancy
Protocol). For further detailed information about VRRP, please refer to RFC 2338.
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CHAPTER 3

Multi-DMZ Function

This chapter shows how to setup Multi-DMZ function.
This chapter is divided into the following sections,

® Section 3.1: Introduction

® Section 3.2: Examples and Web Configurations

3.1 Introduction

The following simple example shows how to set up Multi-DMZ function. There are
two hosts to be connected to the LAN side. On the WAN side, we configure one WAN

interface with IP alias. For the more details, please refer to Figure 3-1.

Vigor330cy
(W @I /,@I

WANIF1 1111
WANIFZ 1112

‘ Internet

=
e e =
3 Other:
Groug Grour 2 7 0z ’ o
192168 2~ 192168 6: 19 16; 62~ 19216/ 19 190160 190 ~ 190 161 255

Mapped to WAN IP Mapped to WANII 2
2

Figure 3-1. Example of the Multi-DMZ function

-10 -
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3.2 Examples and Web Configurations

At first, users must configure WAN interfaces. In this application, we set WANI1 as

static mode in Figure 3-2.

Network - WAN - WAN1 - Fast Ethernet

Mac Address & Router Default " User Definition
[00:50:7F64:3a:02

Downstrearn Rate |1D2:1EIEI {khps)

Upstream Rate |1D24EIEI (kbps)

Type ; IFast Ethernet;l

Physical hode | [Auto Wegotiation =]

IP Maode -  sStatic ' DHCP C PPPoE € PPTP
PRPoE/PPTF
Confj i

. =

IP Address : [ WANTP 1

Subnet Mask |255.255.255.240

Default Gatewsy : |1_1_1_15

Primary DNS : [123.234.1.1

Secondary DMS : |123_234_2_1

IP Alias List

1 ¢ i1_1.1.2 YWANTP 2

7, f

5. |

Figure 3-2. WAN configuration

-11 -
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Please refer to Figure 3-3, it shows the configuration of DMZ host1 (192.168.1.11).

- y ;'ﬁ ;]
VngMSQﬂQS_. VIGOROUS BROADBAND

ACCESS

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP

4:17:26 P.M
Advanced - NAT - DMZ Host - Edit
|
VAN Interface
Private IF : 192.1658.1.11
Use IP Alias @ Disable O Enable
IF Alias 1Tadads2
Apply | Cancel
DrayTek Corp, @ 1997 - 2005 Al rights rezerved, DrayTek provides enterprize network salution,
Figure 3-3. DMZ settings (host1)
Note:

Any packets sent to IP (1.1.1.1) will be transferred to LAN IP (192.168.1.11).

Please refer to Figure 3-4, it shows the configuration of DMA host2 (192.168.1.77)
with applying IP Alias settings.

. A
VngtSMsean_. i VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup system Network Advanced Firewall Qos VPN VolIP

1:46:58 P.M

Advanced - NAT - DMZ Host - Edit

2

WAM Interface WAN1

Use IP Alias O Disable @ Enable

Apply | Cancel
DrayTek Corp. © 1997 - 2005 All rights reserved. DrayTek provides enterprize network solution,
Figure 3-4. DMZ settings (host2)
Note:

Any packets sent to IP (1.1.1.2) will be transferred to LAN IP (192.168.1.77).

-12 -
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CHAPTER 4
SIP Call, Proxy, Outbound Proxy and

Domain

This chapter shows how SIP Proxy, Outbound Proxy and Domain work in a SIP

outgoing call.
This chapter is divided into the following sections,

® Section 4.1: Introduction

® Section 4.2: Examples and Web Configurations

4.1 Introduction

There is a scenario graph in Figure 4-1.

FXS

Vigor3300V B;ﬁﬁﬁeeﬁﬁﬁﬁ o
::::::::::::E L L I L ] L L 1 ]

Outbound Proxy Internet

Figure 4-1. A Scenario of SIP outgoing calls in Vigor 3300V
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4.2 Examples and Web Configurations

Assume the following two entries already exist in Speed Dial table; please refer to the
Figure 4-2.

Phone Number Destination
111 luke @draytel.com
222 steven
Vigor3300 series . - 2 B s P
MultiService Security i
Quick Setup System Network Advanced Firewall QoS VPN VolP 7:49:04 P.M

VoIP - Speed Dial

# Speed Dial Phone Number Speed Dial Destination Memo

1 |111 |Iuke@drayle\.cum

| | |
: |2 | steven | |
3 | | | \
v | | | | |
s | | | |
Example 101 101 @iptel org

Apply | Cancel Clear This Page

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-2. Speed dial settings

- 14 -
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4.2.1 SIP Protocol Configurations (Case 1)

Proxy/Registrar:  1.1.1.1
Outbound Proxy: yes

Domain: domain.net
Vi
MultiService Security 4
Quick Setup System Network Advanced Firewall Qos VPN ValP 9:24:53 P.M

VoIP - Protocol

Select Protocol ; @ 5P C mGCP
WolP IP Address WAN

MGCP
Configuration

SIP Local Port: SO0

#  Active Outhound Proxy Proxy Address Proxy Port Registrar Addr Registrar  Expires Domain

Proxy Name Port {sec)
[ F o [proxy i [5050 [r1aa [pren | Jsoo [domain.net
2 O | o |a060 fo Jpoen | Jpoo [o
3. O | o |E0E0 [o Jpos0 | oo [o

Example iptel iptel.ory iptel.org iptel.ory

Apply | _cancel
Figure 4-3. Case 1 SIP protocol configurations

Dialed Destination URI Where the call
Number and Action will be sent

111 -> send "INVITE sip:luke@draytel.com" to 1.1.1.1(Proxy)
222 -> send "INVITE sip:steven@domain.net" to 1.1.1.1(Proxy)
333 -> send "INVITE sip:333@domain.net" to 1.1.1.1(Proxy)
1#2%2%2%2 -> send "INVITE sip:1@2.2.2.2" to 1.1.1.1(Proxy)

In this case, no matter what number we dialed, the SIP message will always send to

SIP Proxy directly because we have enabled Outbound Proxy function.

“111” could be found in Speed Dial table and the corresponding destination is
“luke@draytel.com‘‘, so the call will be sent to SIP Proxy (1.1.1.1) then SIP Proxy

will relay the call to draytel.com

¢€222” could be also found in Speed Dial table and the corresponding alias (no
address in the destination) is ‘“steven”, so the destination will become

-15-
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“steven @domain.net” (composed of alias and SIP Domain), and this call will send to
SIP Proxy (1.1.1.1), then SIP Proxy will dispatch the call to ‘“steven”. (‘“steven”
should have already registered to SIP Proxy, so that SIP Proxy could know where
“steven” is. If “steven” has not registered to SIP Proxy, SIP Proxy could not find
“steven”, then SIP Proxy will return a “404 Not Found” message to the caller, then the

caller will hear Busy Tone)

333 could not be found in Speed Dial table, so the callee should belong to SIP
Proxy’s Domain, the destination will become *“333@domain.net” (composed of
number and SIP Domain), and this call will send to SIP Proxy (1.1.1.1), then SIP
Proxy will dispatch the call to “333”. (“333” should have already registered to SIP
Proxy, so that SIP Proxy could know where “333” is. If “333” have not registered to
SIP Proxy, SIP Proxy could not find “333”, then SIP Proxy will return a “404 Not

Found” message to the caller, then the caller will hear Busy Tone)

1#2%2%2%2 is a special dialing method (named “direct IP call”’) which means the
destination is 1@2.2.2.2. The call will be sent to SIP Proxy (1.1.1.1) then SIP Proxy
will relay the call to 2.2.2.2.

- 16 -
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4.2.2 SIP Protocol Configurations (Case 2)

Proxy/Registrar:  1.1.1.1
Outbound Proxy: no

Domain: domain.net
MultiService Security d
Quick Setup System Network Advanced Firewall QoS VPN VolP 9:47:29 P.M

VolP - Protocol

Select Protacol ; © 5P O MGCP

WolP IP Address WAN

MGCP
Configuration

SIP Local Port: 5060

Outhound  Proxy

= Active Proxy Address Proxy Port Registrar Addr BEQITAgE XD = Domain

Proxy Naime Port {sec)

[ r fproxy Fraan [5050 [r.1.1 jsoE0 | [s00 [domain. net

2, (| o [50e0 [o Jpoen | [soo o

3. O | o [eoe0 o [pren | [eoo [o

M Cancel
Figure 4-4. Case 2 SIP protocol configurations

Dialed Destination URI Where the call
Number and Action will be sent
111 -> send "INVITE sip:luke@draytel.com" to draytel.com
222 -> send "INVITE sip:steven@domain.net" to 1.1.1.1(Proxy)
333 -> send "INVITE sip:333@domain.net" to 1.1.1.1(Proxy)
1#2%2%2%2 -> send ""INVITE sip:1@2.2.2.2" to 2.2.2.2

In this case, because Outbound Proxy function has been disabled, if the destination
contains callee’s address (not Domain), then the SIP messages will send to this
address directly (such like “111” and “1#*2*2%*2*27), If callee’s address is not
specified in the destination, then the SIP message will still send to SIP Proxy (such
like “222” and “333”).

-17 -
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4.2.3 SIP Protocol Configurations (Case 3)

Proxy/Registrar:  1.1.1.1
Outbound Proxy: yes

Domain: 0 (none)
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VoIP 10:03:29 P.M

VolIP - Protocol

Select Protocol : (OR[N 6 [eTol
YolF IP Address WAN

MGCP
Configuration

SIP Local Fort: ISDBD

#  Active Outhound Proxy Proxy Address Proxy Port Redgistrar Addr Registrar  Expires Domain

Proxy Hame Port (sec)

[ F o Jproxy [KER J080 [ra.11 [fos0 | Jeoo o

2 O E | [o | ETE o [fosn | oo o

& ml | fo Je060 o [fosn | Jpoo [o

M Cancel
Figure 4-5. Case 3 SIP protocol configurations

Dialed Destination URI Where the call
Number and Action will be sent
111 -> send "INVITE sip:luke@draytel.com" to 1.1.1.1(Proxy)
222 -> send "INVITE sip:steven@1.1.1.1" to 1.1.1.1(Proxy)
333 -> send "INVITE sip:333@1.1.1.1" to 1.1.1.1(Proxy)
1%#2%2%2%2 -> send "INVITE sip:1@2.2.2.2" to 1.1.1.1(Proxy)

This case, like case 1, the SIP message will always send to SIP Proxy directly because
Outbound Proxy function has been enabled. However, because SIP Domain is not
specified, so it will be replaced by SIP Proxy address.

- 18 -
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4.2.4 SIP Protocol Configurations (Case 4)

Proxy/Registrar:  1.1.1.1
Outbound Proxy: no

Domain: 0 (none)
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VoIP 10:03:29 P.M

VolIP - Protocol

Select Protocol : & 5P CmMecP
YolF IP Address WAN

MGCP
Configuration

SIP Local Fort: ISDBD

Outhound Proxy Registiar  Expires

#  Active B ooy Norie Proxy Address Proxy Port Redgistrar Addr Port (Sac) Domain

(. r Jproxy [raaa Jg080 [ra.11 [fos0 | Jeoo o

2 O E | o Jenen o [fosn | oo [o

% (ml | [o Je060 o [fosn | Jaoo [o

M Cancel
Figure 4-6. Case 4 SIP protocol configurations

Dialed Destination URI Where the call
Number and Action will be sent
111 -> send "INVITE sip:luke@draytel.com" to draytel.com
222 -> send "INVITE sip:steven@1.1.1.1" to 1.1.1.1(Proxy)
333 ->send "INVITE sip:333@1.1.1.1" to 1.1.1.1(Proxy)
1#2%2%2%2 -> send ""INVITE sip:1@2.2.2.2" to 2.2.2.2

This case, like case 2, because Outbound Proxy function has been disabled, if the
destination contains callee’s address, then the SIP messages will send to this address
directly (such like “111” and “1*2*2*2%2”). If callee’s address is not specified in the
destination, then the SIP message will still send to SIP Proxy (such like “222” and
“333”). And in this case, because SIP Domain is not specified, so it will be replaced
by SIP Proxy address.

-19-
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4.2.5 SIP Protocol Configurations (Case 5)

Proxy/Registrar: 0 (none)

Outbound Proxy: don't care (no use if Proxy is none)

Domain: 0 (none)
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN ValP 1:43:18 P.M

VolIP - Protocol

Select Pratocol ; @ 5P mMGCP
WolP IP Address WAN

MGCP
Configuration

SIP Local Port: 500

Outhoumd Proxy Registrar  Expires

#  Active Proxy Name Proxy Address Proxy Port Reagistrar Addr Port (sec) Domain

. O | o [eoen o [poen | [soo [o

2 m || o [eoe0 o Jpoen | [eoo [o

3. O [ o [a060 [ Jposo | Jeoo [o

Example iptel iptel.org iptel.org iptelarg

M Cancel
Figure 4-7. Case 5 SIP protocol configurations

Dialed Destination URI Where the call
Number and Action will be sent
111 -> send "INVITE sip:luke@draytel.com" to draytel.com
222 -> caller hears Busy Tone
333 -> caller hears Busy Tone
1#2%2%2%2 -> send ""INVITE sip:1@2.2.2.2" to 2.2.2.2

In this case, because both SIP Proxy and SIP Domain are not specified, if the
destination does not contain callee’s address, the SIP messages will not send out, and
then the caller will hear Busy Tone (such like “222” and “333”). If callee’s address is
already specified in the destination, then the SIP message will still send to the address
(such like “111” and “1*2*2*%2%2”),

-20-
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4.2.6 SIP Protocol Configurations (Case 6)

Proxy/Registrar: 0 (none)

Outbound Proxy: don't care (no use if Proxy is none)

Domain: domain.net
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP 2:15:42 P.M

VolIP - Protocol

Select Protocol © 5P O MeoP
YolF IP Address WAN

MGCP
Configuration

SIP Local Fort: ISDBD

Cuthound Proxy Registrar  Expires

#  Active Proxy Namie Proxy Address Proxy Port Reugistrar Addr Port (sec) Domain

LR  Jproxy o Jeoen fo [eoen Jaoo [sornain. et

2 O | o Jeme0 o Jposn | Jooo [o

i 0O E | o | SE [o Jposo T oo [o

Exarnple iptel iptel.org iptel.org iptelorg

_Apply | cancel
Figure 4-8. Case 6 SIP protocol configurations

Dialed Destination URI Where the call
Number and Action will be sent
111 -> send "INVITE sip:luke@draytel.com" to draytel.com
222 -> send "INVITE sip:steven @domain.net" to domain.net
333 -> send "INVITE sip:333@domain.net" to domain.net
1#2%2%2%2 -> send "INVITE sip:1@2.2.2.2" to 2222

This case, like case 5, but SIP Domain is already specified, if the destination does not
contain callee’s address, the SIP messages will send to the SIP Domain (such like
“222” and “333”). If callee’s address is already specified in the destination, then the
SIP message will still send to the address (such like “111” and “1*2*2%2%2”),

_21-
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CHAPTER 5
VolP NAT Traversal Function

This chapter shows how to setup VoIP NAT Traversal function.
This chapter is divided into the following sections,

® Section 5.1: Introduction

® Section 5.2: Example and Web Configurations

5.1 Introduction

The following flow chart shows how to setup VoIP NAT Traversal function.

VoIP NAT Traversa l
Settings For Vigor
3300V

Yes ls 330CV

Nc¢

Manually Input Auto Discovel
NAT IP Address NAT IP Address
v Disable NAT
Traversa
Input STUN
Settings

Y Y
Set DMZ or Port
Forwarding Rules
On NAT

Figure 5-1. Flowchart of setting VoIP NAT Traversal function

-22 -
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5.2 Example and Web configurations

There are three cases listed as below.

5.2.1 Vigor 3300V with Static WAN IP
Vigor3300V has a public IP address in WANT1, it is not behind any NAT router. Figure

5-2 shows the scenario.

In this case, the users don’t need to enable NAT Traversal function, so we left it

“Disable”, please refer to Figure 5-3.

Case 1 Vigor3300V Has Public WAN IP Address (Not Behind NAT)

Vigor330CV o mthy 6| o [ ©
o | [ (v /J,;'!"!"I'!' Internet
Public (P
Address
On 330(V
VolF

-> NAT Traversa
-> Choose ‘ Disable’

Figure 5-2. Case 1 Scenario

Vi i
MultiService Security .
Quick Setup system Network Advanced Firewall Qos VPN VolP 1:47:44 P.M

VolP - NAT Traversal

@ Disable

O Manually Input MAT IP Address

NAT IP Address :_:::
(O Auta Discover NAT IP Address

STUM Local Port |

STUM Server Address : | _____ }

STUM Server Part: [7_7_

MAT Status
MAT Type: Mis, Local IP Address: 4.4.4.4, AN IP Address: 4.4.4.4

Apply | Cancel

Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 5-3. Case 1 settings
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Vigor3300V is behind a NAT router, the NAT router has a static Public WAN IP
Address; please refer to Figure 5-4.

In this case, the user should choose “Manually Input NAT IP Address” then input
1.1.1.1 (NAT router’s WAN IP).

Then, the user should configure DMZ or Port forwarding Rules on the NAT
router.

Set DMZ -> 192.168.1.10
or

Set the following Port Forwarding Rules,

UDP Port 5060 (SIP) Forward to 192.168.1.10
UDP Port 13456~13470 (RTP) Forward to 192.168.1.10
UDP Port 49170~49184 (T.38) Forward to 192.168.1.10
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DrayTek



Vigor3300 Series Application Notes

5.2.2 Vigor 3300V Behind NAT, Static WAN IP

Case 2. Vigor3300V Behind NAT, NAT Uses Static WAN IP Addres:

NAT’s Static WAN IP Address: 1.1.1.]
3300V’s WAN IP address: 192.168.1.10
3300V’s SIP Local Port: 506C

3300V’s RTP Port: 13456 (Beginning
3300V’s T.38 Port: 49170 (Beginning

Static WAN IP
1.1.1.:
Vigor3300V
Internet
192.168.1.1C
On NAT
On 3300V
Set DMZ -> 192.168.1.10
VoIF or
->NAT Traversa Set the following Port Forwarding Rules,
-> Choose “Manually Input NAT IP Address’ UDP Port 5060 (SIP) Forward to  192.168.1.1C
> Input 1.1.1.4 UDP Port 13456~13470 (RTP) Forward to 192.168.1.16
UDP Port 49170~49184 (T.38) Forward to  192.168.1.16

Figure 5-4. Case 2 Scenario
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Figure 5-5 shows the Web settings on Vigor3300V.

(NAT Traversal)

" 3 w/
Vngli33MSen&s_. g VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup system Network Advanced Firewall Qos VPN VolP 2:36:01 P.M.

VolIP - NAT Traversal

O Disable

& Manually Input MAT IP Address

MAT IP Address A1

(O Auto Discover MAT IP Address

STUM Local Port:

STUM Server Address stun feednet. net

3] (] —=
E =
=1 =1
@ 3]

STUN Server Part

MAT Status
AT Type: Mia, Local IP Address: 4.4.4.4 WAN IP Address:1.1.1.1

Apply | Cancel

DrayTek Cotp. @ 1997 - 2005 All rights reserued. DrayTek provides enterprise network solution.

(WAN)

Vigor3300 series ,

MultiService Security

Quick Setup  System Network Advanced Firewall Qos VPN VolP 2:32:55 P.M.

o VIGOROUS BROADBAND ACCESS

Network - WAN - WAN1 - Fast Ethernet

MAC Address @ Default maz O User Defined MAC

00:50:7164:3a:9a
Downstream Rate 102400 (khps)
Upstreamn Rate : 102400 (kbps)

Tee:
Physical Mode : | Auto Hegotiation vl
IP Mode : @ static OoHoP O PPPae CPPTP

PPPOE/PPTP
CDl’\flgl\r’ o | _\

Subnet Mask 256 255 2550 Domain Marme ; l:l
Default Gatewsy © 192.168.1.100 (Host Mame and Domain Name are required for some 1SPs)

IF Address :
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(SIP Local Port)
- L TR
4 / _ VIGOROUS BROADBAND ACCESS
MultiService Security "
Quick Setup System Network .Advanced i Firew-all Qos VPN VolP 2:37:22 P.M

VolP - Protocol

Saelect Pratocal ®szP OMGCP
Yol IP Address : TAH -
WGP
Configuration :

SIF Local Port [ 5080 J

(RTP and T.38 Ports)
igor3300 series , " VIGOROUS BROADBAND AGCESS
MultiService Security j _

Quick Setup System  Network Advanced Firewall QoS VPN  VolP o  403:13P.M

VolP - Miscellaneous

[ RTF Starting Port: 13456 ]
[T3S Starting Port 49170 ]
T.38 Redundancy nurnber: 1 (Range: 0~4)
YaolP TOS D}JaU
F0 auto disconnection if no packet is received in |3 minutes (Range:1~80, i:no auto disconnection)
Apply | Cancel
5 k Sorp, @ 1937 - 2005 All rights reserved, D provides enterpl k=0l

Figure 5-5. Case 2 settings

5.2.3 Vigor3300V Behind NAT, NAT Uses Dynamic Public WAN
IP Address (Via DHCP or PPPoE Client)

Like case 2, Vigor3300V is behind a NAT router. However the NAT router uses a
Dynamic Public WAN IP address (via DHCP or PPPoE client). Because the user may
have no idea what Public IP is being used, “Manually Input NAT IP Address” will not
work in this case, so the user should specify a STUN Server for Vigor3300V to detect
the NAT router’s WAN IP automatically. Figure 5-6 shows the scenario.

After the user has set up the STUN server on Vigor3300V, the user should then
configure DMZ or Port forwarding Rules on the NAT router.

-27 -

DrayTek



Vigor3300 Series Application Notes

Set DMZ -> 192.168.1.10
or

Set the following Port Forwarding Rules,
UDP Port 5060 (SIP)

UDP Port 13456~13470 (RTP)
UDP Port 49170~49184 (T.38)

Forward to
Forward to
Forward to

1

92.168.1.10

192.168.1.10
192.168.1.10

Case 3: Vigor3300V Behind NAT, NAT Uses Dynamic WAN IP Address (Via DHCP or PPPoE Client)

NAT’s WAN IP Address: Dynamic (Via DHCP or PPPoE Client)

3300V’s WAN IP address: 192.168.1.10
3300V’s SIP Local Port: 5060

3300V’s RTP Port: 13456 (Beginning) STUN Server
3300V’s T.38 Port: 49170 (Beginning) Address: stun.fwdnet.net
Port: 3478
Dynamic WAN IP

Vigor3300V
e Internet
192.168.1.10
On 3300V:
On NAT:
VolP
SNAT Traversal Set DMZ -> 192.168.1.10
-> Choose “Auto Discover NAT IP Address” or . .
> Input STUN Local Port -> 3478 Set the following Port Forwarding Rules,
UDP Port 5060 (SIP) Forward to 192.168.1.10
-> Input STUN Server Address -> stun.fwdnet.net UDP Port 13456~13470 (RTP)  Forward to  192.168.1.10
->Input STUN Server Port -> 3478 UDP Port 49170~49184 (T.38) Forward to 192.168.1.10

Figure 5-6. Case 3 scenario of NAT Traversal

Figure 5-7 shows the Web configurations on Vigor3300V for NAT Traversal. For the
SIP Local Port, RTP and T.38 Ports Settings please refer Figure 5-5.
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(NAT Traversal)
VngIQ_S_m_Sﬂ[i_QS_. g VIGOROUS Bnoiﬂ’i:im;-’;\cc_sss

MultiService Security

Quick Setup  System Network Advanced Firewall QoS VPN VolP 2:49:00 P.M

VolIP - NAT Traversal

O Disable

I manually Input MAT IP Address

NAT IP Address -
@ Auto Discover MAT IP Address
STUN Local Part
STUN Server Address :
BTUN Server Port

MAT Status

MAT Type: MiA, Local IP Address: 4.4 4.4, WAN [P Address: 4.4.4.4

Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network selution,

Figure 5-7. Case 3 settings of NAT Traversal

--- stun.fwd.net is a free, well-know STUN server
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CHAPTER 6
Multi NAT Function

This chapter shows how to setup Multi NAT function.
This chapter is divided into the following sections,

® Section 6.1: Introduction

® Section 6.2: Example and Web Configurations

6.1 Introduction

There are three groups connected to Vigor3300V by a switch proprietarily. Then we

setup a WAN interface connected to the Internet. The scenario graph is in Figure 6-1.

Vigor3300 Multi-NAT Example

Vigor330CV
- wrey 7@

WANIF1 1111
WANIFZ 1112

‘ Internet

5
= = =
Other:
Groug Grour 2 . . o
192168 2~ 192168 6: 19 16; 6 ~ 19216/ 19 190160 190 ~ 190 161 255
Mapped to WAN IP Mapped to WANII 2

2222

Figure 6-1. A Scenario of Multi NAT
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6.2 Examples and Web Configurations

There are some steps as followings.

Step 1:

Network - WAN - WAN1 - Fast Ethernet

Mac Address

Downstream Rate :
Upstream Rate .
Type :

Fhysical Made

IF Mode :

|
IP Address

Subnet Mask:

Default Gateway
Prirnary DNS :

Secondary DNS ;

IP Alias List

1.
£

5,

& Router Default © User Definition
[00:50:7F64:3a:02

[102400 (kbps)

[102400 {kbps)

IFast Ethernet =|

IAutD Hegotiation ;I

& static ¢ DHCP " PPPoE  PRTF

PPPOE/RRTP

Conf |
dﬁb WANTP 1

[255.255.255.240

[11.1.18

[123.234.1.1

[123.234.2.1

Figure 6-2. Step1 in WAN settings
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Step 2

Advance - NAT - Address Mapping - Edit

1

Protocol @ SEIECt A"
Fublic IP : T WAN IP 1

Private [P < I192.1EB.1.2 :' Group 1 Starting IP
Subnet Mask Group 1 Subnet Mask

Step 3

Advance - NAT - Address Mapping - Edit

2 Select All

Fratacal ;

Public IP : WAN 2 IP

Private IP : 192168 1 B4 Group2 Starting IP
SRS @ Group2 Subnet Mask

Note Other IPs will by default use WAN IF -
Figure 6-3. Step2 & 3 in NAT settings
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CHAPTER7
VoIP Incoming Call Barring Function

This chapter describes how to setup VoIP Incoming Call Barring settings.
This chapter is divided into the following sections,

® Section 7.1: Introduction

® Section 7.2: Examples and Web Configurations

7.1 Introduction

Incoming Call Barring is used to bar incoming calls from internet. User can specify
barring class to allow or deny incoming calls. There are five barring classes on the
device and default setting is “Allow all incoming calls”. When user wish to bar

specify calls, they could select the other classes and these classes is flexible.

Barring Classes
® Allow all incoming calls
It will always allow each incoming callings without any limitation.
® Allow only calls from allow list
It only allows incoming callings existed in user defined allow list.
® Allow only calls from speed dial entries
It only allows incoming callings existed in user defined speed dial table.
® Deny only calls from deny list
It only denies incoming callings existed in user defined deny list.
® Deny all incoming calls

It will always deny each incoming callings without any limitation.
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Please refer to Figure 7-1 in Web page of Vigor3300V.

Vigor3300 series . __
MultiService Security s

Quick Setup System Network Advanced

= N
y LR e e Y
VIGOROUS BROADBAND ACCESS

Firewall Qos VPN VolP 7:42:16 P.M

VoIP - Incoming Call Barring - Set

Barring Class

Allow all incoming calls R
Allow all incoming calls

Allow only calls from allow list

41llow only calls from speed dial entries
Deny only call=s from deny li=t

Deny all incoming calls

Match Meth

Disahle Enable
IP/Domain mind:

Speed Dial Entries

Frum. To
Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides anterprise network selution,

Figure 7-1. Barring Classes in Vigor3300V

7.2 Examples and Web configurations

The example is shown in Figure 7-2. There are three users in Internet want to make a
call to a user behind of Vigor3300V. The user information is as below.
Name [P/Domain

David 61.1.1.100
Jack iptel.org
Linda ms10.hinet.net
From David@6l 11 10(
Vigor3300V

From
Jack@ipte org N

From
Linda@ms1( hinet ne

Andy @ draytek com

2)

&

>

[

Figure 7-2. A Scenario on incoming call
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There are two methods to be checked incoming calls for ensuring the calling which
you want to check. These are “Name” (username) or “IP/Domain” (hostname) and
both in the header of SIP invite message. Please refer to the Figure 7-3. Each method
can be disabled or enabled independently or simultaneously.

‘ 5 Sl 2N

Vngm_O_O_SQﬂQS_. VIGOROUS BROABBAND ACCESS
MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VoIP 7:55:25 P.M

VoIP - Incoming Call Barring - Set

Barring Class

|Allcvw only calls from allow list ~

Match Method

@ Digable O Enable
Mame : Femind

@ Disable O Enable
IFiDamain Femind :

Speed Dial Entries

Fram: To:
Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution.

Figure 7-3. Comparing methods for incoming call barring

Assume there are three users David, Jack and Linda will call from Internet. Please
refer to the scenario in Figure 7-2.
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7.2.1 Allow All Incoming Calls

The barring class of V3300V is “Allow all incoming calls”. All of people could call to
Andy. The Web settings are shown in Figure 7-4.

. A
VngtSMsean_. i VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 8:05:07 P.M

Barring Class

‘Allcvw all incoming calls vl]

Match Method

Disable Enable
Mame : Remind:

Disable Enable
IPiDamain ; Remind:

Speed Dial Entries

From . To .
Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All riahts reserved, DrayTek provides enterprise network sslution,

Figure 7-4. Web settings

7.2.2 Allow Only Calls From Allow List

The barring class of V3300V is “Allow only calls from allow list”. There are two
entries in allow list as shown in Figure 7-5.

*

Vigor3300 series , - VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VoIP 8:08:09 P.M

VoIP - Incoming Call Barring - Allow List

# Name IP.Domain
: 10 it o |
: (ot |
3 [ ] | |
; I | |
: [ ] | |
Example John 18216811 oriptel.org
123458
Apply | Cancel

rayTek Corp. @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network selution,

Figure 7-5. Allow List settings
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7.2.2.1 Name and IP/Domain Are Both Enabled (Case 1)

Please refer to the Web settings in Figure 7-6.

Vigor3300 series .,

MultiService Security

Quick Setup  System Network Advanced Firewall Qos

A e |
VIGOROUS BROABBAND ACCESS

VPN VolP

8:11:16 P.M
VoIP - Incoming Call Barring - Set
Barring Class
‘Allow only calls from allow list vl]
Match Method
O Disable | @ Enable
Mame - Remind:
ODisable | @ Enable
IP/Damain : B
Speed Dial Entries
From:[1 ¥ To:[30]
Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides anterprise network selution,

Figure 7-6. Match Method — Case 1 settings

The result is only Jack could call Andy and the others will be blocked. The reason is
the Name and Domain of Jack are both matched in the allow list.

7.2.2.2 Only Name Option is Enabled (Case 2)

Please refer to the Web settings in Figure 7-7.

Vigor3300series . %

R G
ad VIGOROUS BHOA&BAHD ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VelP B8:16:30 P.M
VoIP - Incoming Call Barring - Set
Barring Class
|Allcvw only calls from allow list -
Match Method
ODisable @ Enable
Narme : Remind:
®Disable O Enable
IPiDamain : Benind:
Speed Dial Entries
From:[1 9] To:[30 8]
Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network selution,

Figure 7-7. Match Method — Case 2 settings
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The result is both David and Jack could call Andy, and Linda will be blocked because
Linda is not in the allow list.

7.2.2.3 Only IP/Domain Option is Enabled (Case 3)

Please refer to the Web settings in Figure 7-8.

1 VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 8:19:43 P.M

VoIP - Incoming Call Barring - Set

Barring Class

‘Allcvw only calls from allow list w

Match Method

@ Disable O Enable
Mame : Reniind

O Disable & Enable

IRiDamain

Speed Dial Entries

From . To .
Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All riahts reserved, DrayTek provides enterprise network sslution,

Figure 7-8. Match Method — Case 3 settings

Both Jack and Linda could call to Andy, and David will be blocked. The reason is that
the IP/Domain option of Jack and Linda are matched in the allow list, however

David’s IP/Domain option is not existed in the allow list.
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7.2.3 Allow Only Calls from Speed Dial Entries

The barring class of V3300V is “Allow only calls from speed dial entries”. There are

three entries in speed dial table and the groups are from 1 to 3 shown in Figure 7-9.

D

- - i v o

Vl o VIGOROUS BHOA%AMD ACCESS
MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 3:01:42 P.M

VolP - Speed Dial

# Speed Dial Phone Speed Dial Destinati Memo

1 [2001 | |David@draytek. com | | |
2 [3001 | |Jackaiptel.org | | |
3 [a0o1 | |Linda@g1222 | | |
¢ | | | |
s | | | |
Example 101 101 @iptel.org

Apply | Cancel Clear This Page

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution,

Figure 7-9. Speed Dial Table settings

7.2.3.1 Name and IP/Domain Options Are Both Enabled (Case 1)

Please refer to the Web settings in Figure 7-10.

*

VngtSBjKLsean_. e VIGOROUS BHOA&;AHD ACCESS
MultiService Security
Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 3:05:07 P.M

Barring Class

‘Allcvw only calls from speed dial entries vl]

Match Method

ODisable | Enable
Remind: mptch usernane in speeddial destination

Mame :

O Disable |® Enable

IPIDarmain : Femind: mptch hostnane in speeddial destination

Speed Dial Entries

From . To .
Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All riahts reserved, DrayTek provides enterprise network sslution,

Figure 7-10. Match Method — Case 1 settings
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The result is only Jack could call Andy and the others will be blocked because the
Name and IP/Domain options of Linda and David are not matched in Speed Dial
Table.

7.2.3.2 Only Name Option is Enabled (Case 2)

Please refer to the Web settings in Figure 7-11.

; r . VIGOROUS BRO‘&&‘HD ACCESS
MultiService Security :

Quick Setup System Network Advanced Firewall Qos VPN VolP 3:14:54 P.M

VolIP - Incoming Call Barring - Set
Barring Class
|AllDw only calls from speed dial entries %
Match Method
ObDisable @ Enable
Marme : Remind: match usernsme in spesddial destination
@ npisadle O Enable
IP/Domain : Remind: match hostpEme in spesddial destination
Speed Dial Entries
From:[1_ ] To:[30 ]
Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize netwark solution,

Figure 7-11. Match Method — Case 2 settings

The result is that David, Jack and Linda could call Andy because the Name option of
these three persons is matched in Speed Dial Table.
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7.2.3.3 Only IP/Domain Option is Enabled (Case 3)

Please refer to the Web settings in Figure 7-12.

Vigor3300 series .

i‘
e viaoRoUS BrROABE
MultiService Security d

Quick Setup System Network Advanced Firewall QoS VPN

VolP

3:23:55P.M
VolIP - Incoming Call Barring - Set
Barring Class
[21low only calls from speed dial entries
Match Method
@ Disable O Enable
Narne Eemind: match userndme in speeddial destination
O Disable @ Enable
IPiDamain Eemnind: match hostname in speeddial destinstion
Speed Dial Entries
Apply | Cancel

DrayTek Corp. @ 1397 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 7-12. Match Method — Case 3 settings

The result is only Jack could call Andy and the others will be blocked because the
IP/Domain option of Linda and David is not matched in Speed Dial Table.
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7.2.4 Deny Only Calls from Deny List

The barring class of V3300V is “Deny only calls from deny list”. There are two

entries in deny list shown in Figure 7-13.

Vigor3300series ,

MultiService Security

TN
VIGOROUS BHOA&BHND ACCESS

Quick Setup System Network Advanced Firewall Qos VPN VolP 3:31:28 P.M
VoIP - Incoming Call Barring - Deny List
H Name IP Domain
: [raytecom |
2 foteLorg |
3 L ] | |
4 ] [ |
5 [ ] | |
Example John 19216811 ariptel.org
123458
Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize netwark solution,

Figure 7-13. Deny List settings
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7.2.4.1 Name and IP/Domain Options Are Both Enabled (Case 1)

Please refer to the Web settings in Figure 7-14.

e VIGOROUS BROADB:
MultiService Security i

Quick Setup System Network Advanced Firewall QoS VPN VolP 3:34:14 P.M

VoIP - Incoming Call Barring - Set
Barring Class
-
|| Deny only calls from deny list vﬂ
Match Method
O Disable | @ Enablz
Mame : Remind
O pisable | @ Enable
IP/Domain Remind
Speed Dial Entries
From:[1 ] To:[30 ]
Apply | Cancel

DrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network selution,

Figure 7-14. Match Method — Case 1 settings

The result is only Jack will be blocked because Jack’s Name and IP/Domain options

are matched in Deny list. For the others, Linda and David, they can call Andy without
any limitation.
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7.2.4.2 Only Name Option is Enabled (Case 2)

Please refer to the Web settings in Figure 7-15.

PN L
. - Ml e
VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP 3:37:45 P.M

VoIP - Incoming Call Barring - Set

Barring Class

|Deny only calls from deny list “

Match Method

ObDisable @ Enable
Marmne : Remind:

@ Digable O Enakle
IF/Comain : Femind:

Speed Dial Entries

From:[1 ] To:[308)
Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize netwark solution,

Figure 7-15. Match Method — Case 2 settings
The result is both David and Jack will be blocked because their Name option are

matched in Deny List. Linda can call Andy without any limitation.

7.2.4.3 Only IP/Domain Option is Enabled (Case 3)

Please refer to the Web settings in Figure 7-16.

g - A )
Vigor3300 series ., i VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VoIP 3:40:33 P.M

VoIP - Incoming Call Barring - Set

Barring Class

|Deny only calls from deny list ~

Match Method

@ Digable O Enable

Name : Remind

O Digable & Enable

Remind:

IFiDamain :

Speed Dial Entries

Fram: To:
Apply | Cancel

CrayTek Corp. @ 1997 - 2005 Al rights reserved. DrayTek provides enterprise network selution,

Figure 7-16. Match Method — Case 3 settings
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The result is only Jack will be blocked because Jack’s IP/Domain option is matched in
Deny List. The others, Linda and David, can call Andy without limitation.

7.2.5 Deny All Incoming Calls

The barring class of V3300V is “Deny all incoming calls”. The Web settings are
shown in Figure 7-17.

H . l.' "ﬂ .? b
VngﬁBDQsean_. VIGOROUS BROABBAND ACCESS
MultiService Security
Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 34414 P.M

VoIP - Incoming Call Barring - Set

Barring Class

[Deny all incoming calls v‘}

Match Method

Disahle Enable
Mame : Pamaind

Disahle Enable
IF/Domain iad

Speed Dial Entries

Apply | Cancel

DrayTek Cotp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 7-17. Web settings

In this case, all calls from internet will be blocked.
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CHAPTER 8
Port Mirroring Function

This chapter describes how to setup Port Mirroring function.
This chapter is divided into the following sections,

® Section 8.1: Introduction

® Section 8.2: Examples and Web Configurations

8.1 Introduction

Port Mirroring is a network debugging and administration feature. The feature can
help the network manager to determine the location of a problem and monitor the
traffic on network efficiently. Port Mirroring, is configured by assigning these ports
which aggregate all traffic on these ports to the mirror port. Finally, when the process
is started, all frames bound for or sourced from the selected source (mirrored) port
will be sent to the selected destination (mirroring) port. In Figure 11-1, traffic from
one or more network ports is switched through the backplane to its normal destination
port and a copy to the mirroring port. The LAN port mirroring page can be used to
configure the selection of ports to be mirrored as in Figure 8-2.
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Switch Backplane
A A

Y Y
— ‘ P1 ‘ ‘ P2 ‘ ‘ P3 ‘ P4 —
A A
LAN Interface

Y Y Y

S N S J

NS NS NS @

Host A Host B Host C Network Analyzer

Figure 8-1. LAN Port mirroring

There are three hosts — A, B and C which are connected to P1, P2 and P3 in LAN

ports. In the P4, we setup a monitoring tool like as Network Analyzer. The purpose is
to get and monitor all packets accessing in P1, P2 and P3.

8.2 Examples and Web Configurations

In this case, we need to select Port 4 as a Mirroring Port, and choose the other ports as
Mirrored ports. Please refer to the settings in Figure 8-2.

Advanced - LAN Port Mirroring

(O Disable & Enable

Mirraring Port : 'l ¥

hiirrored Por(s) Fort 1
Port2
Part 3

Port 4

Figure 8-2. LAN Port Mirroring setting
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CHAPTER9
FXO Hot Line Function

This chapter shows how to setup Hot Line function by FXO port.
This chapter is divided into the following sections,

® Section 9.1: Introduction

® Section 9.2: Examples and Web Configurations

9.1 Introduction

Hot line application is so very convenient for users in VoIP phone. It can shorten the
dialing time for users to make a call to the destination. There are two scenario graphs

in the Figure 9-1. One is incoming, the other one is for outgoing side.
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Hot line in FXO Incoming Preset Number

‘

Vigoi330( V e Set Incoming Preset number of
: Phone A in FXO port

J

To WAN

Internet

.................

Phont Phoru Z Phone M

When any phone of Phone 1 to Phone N calls to the FXO port in 330Cv
via Internet this FXO port will dial defined incoming preset numbes
“1234" of Phone A automatically via PBX

Hot line in FXO Outgoing Preset Number

*7 Phone 1

T ®

Phone 2

4 ............

PBX D R
Set Outgoing Preset number of ; Phone N

Phone A in FXO port FXO
Vigor3300V _
2 b ol e e
 J
Internet

’ e

When any phone of Phone 1 to Phone N calls to the FXO port of 3300V
via PBX, this FXO port will dial defined outgoing preset number
“5678” of Phone A automatically via the Internet.

Figure 9-1. Two Scenarios of Hot Line
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9.2 Examples and Web Configurations

At first, we need to setup the preset number for a VoIP port. The preset number is

independently for each VoIP port.

9.2.1 Incoming Preset Number

First of all, we need to setup an incoming preset number in the FXO port which is
connected to the Phone A by a PBX. About the settings of incoming preset number,
please refer to the Figure 9-2. The incoming preset number is normally a number of
Phone A on the PBX system.

Vi

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 4:38:23 P.M

VolP - Part Settings - Port5 - Edit

Port 5 (FXO)

) Dizable [@ Enable

Usernarme: |1008 |

Passward: |asne |

Display Mame: i1DDS |

Proxy Server. | none v

FX0
Incoming Pre-Set Mumber; 11234 |

Figure 9-2. The Web settings of incoming preset number

In this case, when any phone of Phone 1 to Phone N in the Internet makes a call to the
FXO port of Vigor3300V, the FXO port will dial “1234” (the Incoming Preset
Number) automatically to PBX. The PBX will transfer the call to Phone A (ext.1234)
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9.2.2 Outgoing Preset Number

First of all, we need to setup an outgoing preset number in the FXO port which is
connected to the Phone A via the Internet. About the settings of outgoing preset
number, please refer to the Figure 9-3. The outgoing preset number is normally a
number of remote Phone A.

= o T Sy \

H - S Lo R e Y
Vng[&msgﬂﬁSﬂ p—— VIGOROUS BROADBAND ACCESS
MultiService Security i &
Quick Setup System  Network Advanced Firewall QoS VPN  VolP : 73747 P

VolP - Port Settings - Port5 - Edit

Port5 (FX0)

O Disable @ Enahla

Usemame: |1005 ‘
Passward: |uu \
Display Mame: I1DDS ‘
Prowy Samer [pone ¥

FX0

Incoming Pre-Set Mumhber: 1234
[Outgoing Pre-Set Number, 5678 ]
Manual Disconnection:

Figure 9-3. The Web settings of Outgoing preset number

In this case, when any phone of Phone 1 to Phone N on PBX makes a call to the FXO
port of Vigor3300V via PBX, the FXO port will dial “5678” (the Outgoing Preset
Number) automatically to Phone A (ext. 5678) via the Internet.
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