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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com



European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: Vigor2110 Series Router

DrayTek Corp. declares that Vigor2110 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/AboutRegulatory.php

CE @ FEe YTED

This product is designed for POTS and 2.4GHz WLAN network throughout the EC region and Switzerland with
restrictions in France. Please see the user manual for the applicable networks on your product.
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1 Preface

Vigor2110 series is a broadband router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DS, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 2 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, through VoIP
function, the communication fee for you and remote people can be reduced.

In addition, Vigor2110 series supports USB interface for connecting USB printer to share
printer or USB storage device for sharing files. Vigor2110 series provides two-level
management to simplify the configuration of network connection. The user mode allows user
accessing into WEB interface via simple configuration. However, if users want to have
advanced configurations, they can access into WEB interface through admin mode.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

CEhTe] Cancel current settings and recover to the previous saved settings.

I Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

add Add new settings for specified item.

Et Edit the settings for the selected item.

-
P

Delete Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.

Vigor2110 Series User's Guide 1



1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors
first.

1.2.1 For Vigor2110

=) | Status | Explanation |
ACT Blinking | The router is powered on and running
(Activity) normally.

Off The router is powered off.
CSM On The profile(s) of CSM (Content Security

Management) for IM/P2P, URL/Web
Content Filter application can be enabled
from Firewall >>General Setup. (Such
profile must be established under CSM

menu).
WAN On The WAN port is connected.
Blinking | It will blink while transmitting data.
On The port is connected.
LAN 172/3/4 | off The port is disconnected.
Blinking | The data is transmitting.
usB On A USB device is connected and active.
Blinking | The data is transmitting.
VPN On The VPN tunnel is active.
QoS On The QoS function is active.
DosS On The DoS/DDosS function is active.
Blinking | It will blink while detecting an attack.
WCF On The profile(s) of CSM (Content Security

Management) for Web Content Filter
application can be enabled from Firewall
>>General Setup. (Such profile must be
established under CSM menu)

Interface | Description

WAN Connector for accessing the Internet.
LAN (1-4) Connecters for local networked devices.
usB Connecter for USB storage device (Pen Driver/Mobile

HD) or printer.

2 Vigor2110 Series User's Guide



ML -
LTI

Interface
Factory Reset

Description

Restore the default settings. Usage: Turn on the router (ACT LED is blinking). Press
the hole and keep for more than 5 seconds. When you see the ACT LED begins to
blink rapidly than usual, release the button. Then the router will restart with the
factory default configuration.

PWR

Connector for a power adapter.

ON/OFF

Power Switch.

Vigor2110 Series User's Guide 3



1.2.2 For Vigor2110n

= | Status | Explanation
ra ACT Blinking | The router is powered on and running
[ aemy (Activity) normally.
wian | Off The router is powered off.
oL | WLAN On Wireless access point is ready.
| Blinking | It will blink while wireless traffic goes
Lt through.
LAN2 || WAN On The WAN port is connected.
LANS Blinking | It will blink while transmitting data.
e | On The port is connected.
| LAN 1/72/3/4 | off The port is disconnected.
| Blinking | The data is transmitting.
e |'| usB On A USB device is connected and active.
Qos | Blinking | The data is transmitting.
bes | VPN Oon The VPN tunnel is active.
\ wes/ QoS On The QoS function is active.
% DoS On The DoS/DDoS function is active.
Blinking | It will blink while detecting an attack.
WPS On The WPS is on.
Off The WPS is off.
Blinking | Waiting for wireless client sending requests
for connection about two minutes.

WPS Button | On Press this button for 2 seconds to wait for
client device making network connection
through WPS. When the LED lights up, the
WPS will be on.

Off The WPS is off.
Blinking | Waiting for wireless client sending requests
for connection about two minutes.

Interface | Description

WLAN Press the button once to enable (WLAN LED on) or
disable (WLAN LED off) wireless connection.

WAN Connector for accessing the Internet.

LAN (1-4) Connecters for local networked devices.

USB Connecter for USB storage (Pen Driver Mobile/HD) or
printer.
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Interface  Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is blinking). Press the
hole and keep for more than 5 seconds. When you see the ACT LED begins to blink
rapidly than usual, release the button. Then the router will restart with the factory default
configuration.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.3 For Vigor2110Vn

use

Phone1

Phone2

Line

wps

= | Status | Explanation
ACT Blinking | The router is powered on and running
(Activity) normally.
Off The router is powered off.
WLAN On Wireless access point is ready.
Blinking | It will blink while wireless traffic goes
through.
WAN On The WAN port is connected.
Blinking | It will blink while transmitting data.
On The port is connected.
LAN 1/72/3/4 | off The port is disconnected.
Blinking | The data is transmitting.
USB On A USB device is connected and active.
Blinking | The data is transmitting.
Phonel/ On The phone connected to this port is off-hook.
Phone2 Off The phone connected to this port is on-hook.
Blinking | A phone call comes.

Line On A PSTN phone call comes (in and out).
However, when the phone call is
disconnected, the LED will be off about six
seconds later.

Off There is no PSTN phone call.
WPS On The WPS is on.
Off The WPS is off.
Blinking | Waiting for wireless client sending requests
for connection about two minutes.

WPS Button | On Press this button for 2 seconds to wait for
client device making network connection
through WPS. When the LED lights up, the
WPS will be on.

Off The WPS is off.
Blinking | Waiting for wireless client sending requests
for connection about two minutes.
Interface Description

WLAN Press the button once to enable (WLAN LED on) or

disable (WLAN LED off) wireless connection.

WAN Connector for accessing the Internet.

LAN (1-4) Connecters for local networked devices.
USB Connecter for USB storage (Pen Driver Mobile/HD) or
printer.
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Interface Description
Line Connector for PSTN life line.

Phone2/Phonel | Connecter of analog phone for VolP communication.

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is blinking). Press the
hole and keep for more than 5 seconds. When you see the ACT LED begins to blink
rapidly than usual, release the button. Then the router will restart with the factory default
configuration.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1. Connect Line port to land line jack with a RJ-11 cable (Vn model).
2. Connect this device to a modem with a RJ-45 cable.
3. Connect one port of 4-port switch to your computer with a RJ-45 cable. This device

allows you to connect 4 PCs directly.
4. Connect Phone port to a conventional analog telephone.

Connect detachable antennas to the router for Vigor2110 series (n model).
6. Connect one end of the power cord to the power port of this device. Connect the other

end to the wall outlet of electricity.
7. Power on the router.
8.  Check the ACT and WAN, LAN LEDs to assure network connections.

Land line jack (POTS)
2
@ Analog Phone
Internet _

s

m

Analog Phone

4®

Power Adapler

. -
PWR OFF

Power Switch

Caution:

1. Each of the Phone ports can be connected to an analog phone only. Do not connect
the phone ports to the land line jack. Such connection might damage your router.

2. When the power is shutdown, VVoIP phone will be disconnected. However, a phone
set connected to Phone 2 port can be used as the traditional telephone for the line will be
guided to land line jack via the router (loop through).
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Stand Installation

The Vigor2110 must be placed erectly. Therefore you have to install a stand onto the router to
make it standing firmly. Please follow the figures listed below to finish the installation.
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows
XP/2000. For Windows 98/SE/Vista, please visit www.draytek.com.

f l |

Printer Mame:192.168.1.1
Port Name: IP_192.168.1.1

T

Printer

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2.  Open Start->Settings-> Printer and Faxes.

L{fé Documents 3 I

Settings [} Cankrol Panel

ﬁ}, Mekwork Connections
"8 FPrinters and Faxes
E Taskbar and Start Menu

Search

t’l Help and Support

Run...

Log OFf coco lee. ..
Turn OFF Computer. ..
» Start L A = 7. 4 Internet Explarer = | %) Mat

3. Open File->Add Printer. A welcome dialog will appear. Please click Next.
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Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps pou install a printer or make printer
connections.

> If paw have & Plug and Play printer that connects

1 thiaugh a USB poit [or any ather hat pluggable
port, such &z IEEE 1334, infrared, and =0 on), you
do niot need to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
inta your computer of paint the printer toward your

B Printers and Faxes

GIEN Edit  View Favorites  Tools

camputer's infrared port, and turn the printer on.
Server Properties “Windows will automatically install the printer for you.
St Un Faving To continue, click Nexst.

4.  Click Local printer attached to this computer and click Next.

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to
select Standard TCP/IP Port. Click Next.
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In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer Name
or IP Address and type 1P_192.168.1.1 as the port name. Then, click Next.

Click Standard and choose Generic Network Card.

Then, in the following dialog, click Finish.
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9.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

10. For the final stage, you need to go back to Control Panel-> Printers and edit the
property of the new printer you have added.

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and UPR name.
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The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not
supported. If you do not know whether your printer is supported or not, please visit
www.draytek.com to find out the printer list. Open Support Center->FAQ); find out the
link of Printer Server FAQ); finally click the link of “What types of printers are
compatible with Vigor router?”.

| Support Center | Contact us |

Corporate | Products Center | Info

rort Center * FAQ

FAQ

ISOM FALZ  rzo0gmzizog
IP Filter FAG  (z007/05:31)

Printer Server FAD  (z00802M)

-,

Corporate | Products Center | Information Center | Support Center | Contact u

= Support Center * FAQ * Print Server FAQ

04 How do | confiqure LPR printing on Mac 05 7 (20060447

05 Why there are same strandge print-outs when | tr o print iy docurments throudh Vigor2 1048 723

06  Whattynes of printers are cormpatible with Wigor router ¥ (200803044

07  What are the limitations in the LS8 Printer Port of Wigor Router ?

Note 2: Vigor router supports printing request from computers via LAN ports but not
WAN port.
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(2/ Configuring Basic Settings

For using the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

2.1 Two-Level Management

This chapter explains how to setup a password for an administrator/user and how to adjust
basic/advanced settings for accessing Internet successfully.

For user mode operation, do not type any word on the window and click Login for the simple
web pages for configuration. Yet, for admin mode operation, please type “admin/admin” on
Username/Password and click Login for full configuration.

2.2 Accessing Web Page

1. Make sure your PC connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically
from the router or set up the IP address of the computer to be the same subnet as
the default IP address of Vigor router 192.168.1.1. For the detailed
information, please refer to the later section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

(= ™)

Llsername

Password

|\_ (i

3. For user mode operation, do not type any word on the window and click Login for the
simple web pages for configuration. Yet, for admin mode operation, please type
“admin/admin” on Username/Password and click Login for full configuration.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.

4.  The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.
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2.3 Changing Password

No matter user mode operation or admin mode operation, please change the password for the
original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” on Username/Password for admin mode. Otherwise, do not
type any word (both username and password are Null for user mode) on the window and
click Login on the window.

Now, the Main Screen will appear.

WlefdP2 1O Sont

Auto Logout

Quick Start Wizard
Online Status

Internet Access

LAN

NAT

Hardware Acceleration
Firewall

Objects Setting

Ccsm

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
VolP

Wireless LAN

System Maintenance
Diagnostics

SErbadband Fircwall Rotter,

DrayTek

www.draytek.com

r System Status
~

Model Name = Vigor2110 series
Firmware Version :3.3.0_RCH
Build Date/Time < Feb 11 2009 14:25:46

LAN
: 00-50-7F-94-32-70
1st IP address  192.168.1.5

MAC address

15t Subnet Mask . 2E5.255,255.0

DHCP Server 1o Yes

DMS 1 172.16.3.18
YaolIP

Port Profile Reg. Infout

Phonel Mo o0/0

Phone2 Mo 0/0

3
!

Default Gateway 1 192.168.5.1

Frequency Domain : Europe
Firmuware Version ¢ Le.1.0

WAN

¢ Connected

© 00-50-7F-94-32-71
: DHCP Client

1 182.168.5.26

Wireless LAN
: 00-50-7f-93-32-70

: DrayTek

Main screen for admin mode operation (full configuration)
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WI‘ mes

. “Brda lband Firewall Router

Auto Logout v

DrayTek

www.draytek.com

System Status

Model Name
Firmware Version

: Vigor2110 series
:3.3.0_RCH

Build Date/Time :Feb 112009 14:25:46

LAN WAN
MAC Address 1 00-50-7F-94-32-70 Link Status : Connected
1st IP Address 1 192.168.1.5 MAC Address : 00-E0-7F-0A-32-71
1st Subnet Mask i 256.255.255.0 Connection : DHCP Client
DHCP Server L Yes IP Address 1 182.168.5.26
DNS 1 172.16.3.18 Default Gateway 1 192.168.5.1

YoIP Wireless LAN
Part Profile Reg. In/Out MAC Address : 00-50-7f-93-32-70
Phonel Mo 0/0 Frequency Domain : Europe
Phone2 Mo 0/0 Firmuweare Yersion :1.8.1.0

SSID : DrayTek

Main screen for user mode operation (simple configuration)

Note: The home page will change slightly in accordance with the type of the router you

have.

Go to System Maintenance page and choose Administrator Password/User

Password.

System Maintenance >> Administrator Password Setup

Administrator Password

0Old Password |
New Passward |

Confirm Passwoaord |

or

System Maintenance >> User Password

User Password

Old Password |
Mew Password |

Confirm Password |

Enter the login password (the default is blank) on the field of Old Password. Type New

Password. Then click OK to continue.

Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Vigor2110 Series User’s Guide
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sername | |

Password |

Copyright®, DrayTek Corp. All Rights Rezerved.

2.4 Quick Start Wizard

Notice: Quick Start Wizard for user mode operation is the same as for admin
mode operation.

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters),

2ld Password | |

Mew Password | |

Confirm Passwoard | |

< Back Finish

On the next page as shown below, please select the appropriate Internet access type according
to the information from your ISP. For example, you should select PPPoE mode if the ISP
provides you PPPOE interface. Then click Next for next step.
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Quick Start Wizard

Connect to Internet

WAN 1
Select one of the following Internet Access types provided by your ISP,
® PPPOE
O ppTP
O static 1P
O DHCP
) [
2.4.2 PPPoE

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPOE connection
for accessing the Internet. Your service provider will provide you information about user name,
password, and authentication mode.

If your ISP provides you the PPPoE connection, please select PPPoE for this router. The
following page will be shown:
Quick Start Wizard

PPPoE Client Mode

Wan 1
Enter the user name and password provided by your ISP,
User Marme 123
Password s
Confirm Password ass
[<Beck ] (o> ]
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.

Confirm Password  Retype the password.

Vigor2110 Series User's Guide 19



Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface:
Physical Mode:
Physical Type:
Internet Access:

WAMNL

Ethernet

Auto negotiation
PFPOE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router.

Click Finish. Then, the system status of this protocol will be shown.

243 PPTP

[ Finish ] [ Cancel

Click PPTP as the protocol. Type in all the information that your ISP provides for this

protocol.

Cuick Start Wizard

PPTP Client Mode
WaAN 1

Enter the user name, password, WAN IP configuration and PPTP server IP provided by

your ISP,
User Mame

Password

Confirm Password
WaN IP Configuration

123
e

® Obtain an IP address automatically

O Specify an IP address
IP Address

Subnet Mask
Gateway
Pritnary DMS
Second DNS
PRTP Server

undefined
undefined

undefined

[ < Back ]

[ Mext =

Click Next for viewing summary of such connection.

20
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Quick Start Wizard

Please confirm your settings:

WaN Interface: W a1

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: FRTR

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish l [ Cancel

Click Finish. Then, the system status of this protocol will be shown.

2.4.4 Static IP

Click Static IP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

Static IP Client Mode

WAN 1

Enter the Static IP configuration probided by your ISP,

WA IP 172.16.3.229

Subnet Mask 255.265.0.0

Gateway 1721634

Primary DNS

Secondary DNS {optional)

[ < Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.
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CQuick Start Wizard

Please confirm your settings:

wWaM Interface: Y ANL

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel

Click Finish. Then, the system status of this protocol will be shown.

2.4.5 DHCP

Click DHCP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame {optional}

MWAC 00 | -&0 | -[FF | 492 | -|F5 | -B1 (DptignaD

] (o)

After finishing the settings in this page, click Next to see the following page.
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Quick Start Wizard

Please confirm your settings:

WalN Interface: W a1

Physical Mode: Ethernet
Physical Type: suto negoatiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the VWigor router.

[ Finish ] [ Cancel

Click Finish. Then, the system status of this protocol will be shown.

2.5 Online Status

The online status shows the system status, WAN status, and other status related to this router
within one page. If you select PPPoE/PPPoA as the protocol, you will find out a link of Dial
PPPoE or Drop PPPoE in the Online Status web page.

Online status for DHCP
Online Status

System Status System Uptime: 4:7:24
LAM Status Primary DNS: 172.15.3.18 Secondary DNS: 168.95,1.1
IP Address TX Packets R¥ Packets
192.168.1.5 21848 32232
WAN Status == Release
Enable Line Mame Mode Up Time
Ves Ethernet DHCP Client 4:07:16
IP GW IP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
192.168.5.26 192.168.5.1 10538 11 10547 26

Detailed explanation is shown below:

Primary DNS Displays the IP address of the primary DNS.

Secondary DNS Displays the IP address of the secondary DNS.

LAN Status

IP Address Displays the IP address of the LAN interface.

TX Packets Displays the total transmitted packets at the LAN interface.

RX Packets Displays the total number of received packets at the LAN interface.
WAN Status

Line Displays the physical connection (Ethernet) of this interface.
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Name Displays the name set in WAN1/WAN web page.

Mode Displays the type of WAN connection (e.g., PPPOE).

Up Time Displays the total uptime of the interface.

IP Displays the IP address of the WAN interface.

GW IP Displays the IP address of the default gateway.

TX Packets Displays the total transmitted packets at the WAN interface.

TX Rate Displays the speed of transmitted octets at the WAN interface.

RX Packets Displays the total number of received packets at the WAN interface.
RX Rate Displays the speed of received octets at the WAN interface.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

2.6 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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3 User Mode Operation

This chapter will guide users to execute simple configuration through user mode operation. As
for other examples of application, please refer to chapter 5.

1. Open a web browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

2. Do not type any word (both username and password are Null for user operation) on the
window and click Login on the window.

Now, the Main Screen will appear. Be aware that “User mode” will be displayed on the
bottom left side.

J/I._!J.'Jy_).l JUSEres DrayTek

:'.i!"t;-l'i'l-m'liﬁ;"c—!ﬂ Rolrter, www.draytek.com

Auto Logout (v (
System Status
Quick Start Wizard A
Online Status Model Name : Vigor2110 series
Firmware Version :3.3.0_RCS
Internet Access Build Date/ Time : Feb 11 2009 14:25:46
LAN
NAT LAMN WAN
Hardware Acceleration MaC Address 1 D0-50-FF-94-32-70 Link Status : Connected
o 1st IP Address :192.168.1.5 MAC address : 00-50-FF-94-32-71
Applications 1st Subnet Mask : 255.255,255.0 Connection : DHCP Client
VolP DHCP Server 1 Yes IP Address 1 192.168.5.26
Wireless LAN DMS 1 172.16.3.18 Default Gateway 1 102.168.5.1
System Maintenance
Diagnostics YolIP Wireless LAN
Port Profile Reg. 1n/0ut MAC address 1 00-50-7f-93-32-70
Phonel Mo 0/0 Frequency Dornain 1 Europe
Phaonez Mo o0/0 Firrnware Version 1 1.8.1.0

SSID : DrayTek

Logout

Al Dinbde e e

b
User mode |

3.1 Internet Access

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
Internet Access group.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:
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From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Below shows the menu items for Internet Access.

Internet Access

3.1.2 PPPoE

To choose PPPOE as the accessing protocol of the internet, please select PPPoE from the
Internet Access menu. The following web page will be shown.
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Internet Access >> PPPoE

PPPoE Client Mode
PPPoE Setup
PPPoE Link

ISP Access Setup

Lsername

Password

Index(1-15) in Schedule Setup:

=

(O Enable @& Disable

PPP/MP Setup
PPP authentication PAP or CHAR
always On
Idle Timeout second(s)
IP address Assignment Method
(tpom_WAN P Alas_|

Fized IP O ves ® Mo (Dynamic IP)
Fized IP Address

WAMN Connection Detection

Mode
Ping IP
TTL:

Enable/Disable

ISP Access Setup

WAN Connection
Detection

PPP/MP Setup

IP Address
Assignment Method
(IPCP)

Vigor2110 Series User's Guide

ARF Detect

® Default MaC address

O Specify a MAC address
MAC Address:

oa el | FF fea |32 |

Click Enable for activating this function. If you click Disable, this
function will be closed and all the settings that you adjusted in this
page will be invalid.

Enter your allocated username, password and authentication
parameters according to the information provided by your ISP.
Username — Type in the username provided by ISP in this field.
Password — Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously in
Application — Schedule web page and you can use the number that
you have set in that web page.

Such function allows you to verify whether network connection
is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

PPP Authentication — Select PAP only or PAP or CHAP for PPP.
If you want to connect to Internet all the time, you can check
Always On.

Idle Timeout — Set the timeout for breaking down the Internet after
passing through the time without any action.

Usually ISP dynamically assigns IP address to you each time you
connect to it and request. In some case, your ISP provides service
to always assign you the same IP address whenever you request.
In this case, you can fill in this IP address in the Fixed IP field.
Please contact your ISP before you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and would
like to utilize them on the WAN interface, please use WAN IP Alias.
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You can set up to 8 public IP addresses other than the current one
you are using. Notice that this setting is available for WAN1 only.

) hiip://192_168.1.5 - WAK IP Alies - Microsoft Internet Explorer [ | 01 |[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, W 172.16.3.229 W
2. O
3 O
4. O
2 O
&. O
e O
8. O

[ ok | [ Clearal | [ Close

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address — Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

3.1.3 Static or Dynamic IP

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please choose Static or
Dynamic IP mode from Internet Access menu. The following web page will be shown.
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Internet Access >> Static or Dynamic IP

static or Dynamic IP {DHCP Client)

Access Control
Broadband Access

Keep WAN Connection
[ Enable PING to keep alive

0.0.0.0

PING to the IP

PING Interval

WaN physical type

Auto negotiation ¥

WaAN Connection Detection
ARP Detect »

Mode
Ping IP
TTL:

RIP Protocol
1 Enable RIP

Access Control

Keep WAN
Connection

WAN Physical Type

WAN Connection
Detection

RIP Protocol

WAN IP Network
Settings

Vigor2110 Series User's Guide

& Enable O Disahle

WAN IP Network Settings | WAN IP Alias

® Obtain an IP address automatically

Router Name *

Dormain Mame *
* 1 Required for some ISPs

(O Specify an IP address

minute(s) 1P Address 192,168 5 26
Subnet Mask 255.255.255.0
Gateway IP Address 192.168.5.1

& Default MaC Address

O Specify a MAC Address
MAC Address:

00 | &0 [ 7F |94 | [32 | .7

DNS Server IP Address
Primary IP Address

Secondary IP Address

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you adjusted
in this page will be invalid.

Normally, this function is designed for Dynamic IP environments
because some ISPs will drop connections if there is no traffic
within certain periods of time. Check Enable PING to keep alive
box to activate this function.

PING to the IP - If you enable the PING function, please specify
the IP address for the system to PING it for keeping alive.

PING Interval - Enter the interval for the system to execute the
PING operation.

Choose Auto negotiation as the physical type for your router.

Such function allows you to verify whether network connection
is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Routing Information Protocol is abbreviated as RIP ( RFC1058 )

specifying how routers exchange routing tables information. Click
Enable RIP for activating this function.

This group allows you to obtain an IP address automatically and
allows you type in IP address manually.
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3.1.4 PPTP/L2TP

WAN IP Alias - If you have multiple public IP addresses and would
like to utilize them on the WAN interface, please use WAN IP Alias.
You can set up to 8 public IP addresses other than the current one
you are using.

4 http:/7192.168.1.5 - WAN IP Alies - Mictosoft Internet Explorer [ |51 [[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, W 172.16.3.229 W
2 1
3. 1
4 O
5 1
&. 1
T 1
8. 1

[ oK | [ ClearAl | [ Close

Obtain an IP address automatically — Click this button to obtain
the IP address automatically if you want to use Dynamic IP mode.
Router Name: Type in the router name provided by ISP.

Domain Name: Type in the domain name that you have assigned.
Specify an IP address — Click this radio button to specify some data
if you want to use Static IP mode.

IP Address: Type the IP address.

Subnet Mask: Type the subnet mask.

Gateway IP Address: Type the gateway IP address.

Default MAC Address : Click this radio button to use default MAC
address for the router.

Specify a MAC Address: Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Type in the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.

To use PPTP/L2TP as the accessing protocol of the internet, please choose PPTP/L2TP from
Internet Access menu. The following web page will be shown.

30 Vigor2110 Series User's Guide



Internet Access >= PPTP

PPTP Client Mode

PPTP Setup PPP Setup
PPTP Link ) Enable & Disable PPP &uthentication | PAP or CHAP »
PPTP Server [ always On
ISP Access Setup Idle Timeout second(s)
Usarname 173 I? Address Assignment Method (IPCP)

Fixed IP O ¥es @ Mo (Dynamic IPY
Passward s

Fizxed IP Address
Index{1-158% in Schedule Setup:

WAN IP Network Settings

== ) ) ) O obtain an 1P address automatically
& Specify an IP address
IP Address 172.16.3.229
Subnet Mask 26525500
PPTP Setup Enable - Click this radio button to enable a PPTP client to establish

a tunnel to a DSL modem on the WAN interface.

Disable — Click this radio button to close the connection through
PPTP.

PPTP Server - Specify the IP address of the PPTP/L2TP server if
you enable PPTP/L2TP client mode.

ISP Access Setup Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously in
Application — Schedule web page and you can use the nu