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Introduction

Web Content Filter

All Internet content might carry risks. As a responsible parent or employer,
you should protect those in your trust against inappropriate web content.

® With Web Content Filter, it can help you to avoid your employees accessing into
improper websites and affecting the work efficiency.

® Web Content Filter technology will help you to protect your children from viewing
inappropriate websites and accessing chat rooms

® Web Content Filter software is pre-installed in your router and once activated
allows you to monitor and control web access from all computers connected to
your router

Once you have activated your Web Content Filter service in Vigor router and chosen
the categories of website you wish to restrict, each URL address requested
(e.g.www.draytek.com) will be checked against the server database, powered by
SurfControl.

The database covering over 70 languages, 200 countries, over 1 billion web pages
divided into 40 easy-to-understand categories. This database is updated as frequent
as daily by a global team of Internet researchers. The server will look up the URL and
return a category to your router. Then your router will decide if access to this site
according to the categories you have selected is allowed or not. Please note that this
action will not introduce any delay in your web surfing because each of multiple load
balanced database servers can handle millions of requests for categorization.

How does it work?
Once you have activated your Web Content Filter Service and chosen the
categories of website you wish to restrict:

® FEach URL address requested (e.g. www.draytek.com) will be checked against
SurfControl’s server database. Its database houses over 1 billion web pages
divided into 40 easy to understand categories. SurfControl’s database is the
largest in the industry and covers over 70 languages and 200 countries. This
database is maintained and updated daily by a global team of Internet
researchers

® The server will look up the URL and return a category to your router. Your router
will then decide whether to allow access to this site according to the categories
you have selected. Please note that this action will not introduce any delay in your
web surfing

® At each of SurfControl global locations there are multiple load balanced database
servers that can handle millions of requests for categorization
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Business Set-up

2. Free Trial

STOP patential on-line threats with ane,

Welcome casy to manage web Filter and reqein

control of your organisations network
to the complete Web filter

Activate Your Free Trial solution for business or home.

The software installed on your router allows you to use the Web Content Filter Service
free for 30 days. g e ot v it

Important: The web pages for different types of routers might change slightly.
Please refer to the sample pages that match with the settings on your
router. Step 3
Fill in Name and E-mail address fields. Click the "I have read and accepted the Terms

Follow the steps below to activate the free trail: & Conditions below" box and click "Activate Free Trial".
Step 1 o sivtns re ooy 0 st gty s can
Go to “Advanced Setup - IP Filter/Firewall Setup” and click “Web Content Filter”. Then L S
click “Activate Free Trial and Purchase Subscription”. PSP enoble your 30 doy FREE TRIAL or Purchase a subscrition now,

please enter your name and e-mail address below, On receipt, you will b3
sent s confirmation e-mail providing you with a link to activate your
licence.

Firewall >> Web Content Filter Setup

FirstName * dayek

CPA(Content Portal Authority) Web Content Filter Setup LastName it

Select a CPA server: | asiasufcpa.com % Powered by E-mail address * | nfo@dyikcom

Activate Free Trial and Purchase Subscription

Test a site to verify whether it is SurfContrel’ Confirm E-mail address * info@dryrkoom.

[t have read and accepted the Terms & Conditions below

Sample page of Vigor2900V Series % rurchase subscrintion B actvate Free Trat

0 - >
Firewall >> Web Content Filter Setup SurfContrel

Sample page of Home Setup

CPA(Gontent Portal Authority) Web Content Filter Setup s oo
trangled ntwork bandui
Some of he potental threats

Lost produciviy, .
» step 1 viral infection are just some. s web
Selact a CPA server: e T o B T T
Activate Free Trial and Purchase Subscription ’a » sten s erganisations network!
JIEsTeTI e Ve iy whhethe It Is cateqorized SurfContrel’ To cnsble your 30 day FREE TRIAL or Purchase a subscription now,
o sdiress b, G reeeits oo i b

bandwidth, legal

plesse enter your name and e-mail adc
sent & confirmation e-mail providing you with a link fo activats your
ficznce

Sample page of VigorPro Series e
LastName wkt |

For some models, you have to go to “Firewall - URL Filter” and click the tag of Emal oddress ©  oinyeion

“SurfControl” to acquire the following page. Confirm E-mailaddoss * ok |

[t have read and accepted the Terms & Conditions below

Firewall - URL Filter
»r o O activate Free Trial

Obisable ©Enable

Fitter Scredule

URL Access Restrict et
Cantrol

E Sample page of Business Setup

Access Control by Category

CPA Server. Onpisable @ Enable
, Step 4
aelcta cPASener seia o con s .
_ - Click Close to exit the window. Be sure that any anti-spam measures you have in
Sample page of Vigor3300 Series place do not block emails from support@ powernetix.com as your confirmation email

Step 2 will come from that address.

A new window will pop up to activate the web filter function of our router. Click
“Business Set-up” or “"Home Set-up”.
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Web Filter Set-up

Thank you. Your personal detals will be kept in
confidence.

us . surfcpa. com
ukl surfocpa.con

Registration process is now complete.

Your canfirmatian E-mail il arrive shorty
Upon receipt, plesse open the E-mail and click the supplisd link to canfirm
your registration.

Ny y— Step 3

e For test purposes, you may want to select all categories; then you should not be able
to access any external web sites. You will normally want to block “Uncategorized”
sites; tick the corresponding checkbox for that.

Sample page for Vigor3300 Series

3 close

Terms & Conditions

gm’“*"y{ [“IEnable web Content Filter
Groups Categories (Tick categories to block, Untick to unblock)
Step 5 Child Protection rugs/Alcohol
. . . . . . . jate speech
You should receive a confirmation email within a few minutes from PowerNetIX Ltd. Hsex Elviolencs Flweapons

Click on the link in the mail to confirm your registration. Your 30 days trial is now

Leisure O advertisements Centertainment OrFood
active. Deames Oclamour ClHealth
[CHobbies OLifestyle OImotor vehicles
Dear Sir /Madam, Cpersonals [Crhato Searches [shopping
Osports [Ostreaming Media O ravel
Thank wou for registering for your 30 day FREE TRIAL. By actiating 3
Farental Controls as part of your set up, you can easily control where your usiness Ocomputing/internet  [Finance [aob search/career
;:h||\drer: surf, ensuring safe and worry free socess to the wonders of the DClpalitics [Real Estate [FlReference
interne
Oremote provies [search Engine Clweb mail
Please click on the link below to confirm your registration. D Ceducation [Hosting sites [Clkid sites
i A ool et b 5 riclor il == OInews ClReligion Clsex Education
E a o
<http://surfeontro | powerneti=.com/se2 fothers /rialconfirm php Pkey=dg 9 DOlusenet news Delock all uncategorised sites
et 22127h4ThIshG5T4 126232 thankyour &type=home_thankysu
You will need to return 1o the Parental Cantrals set-up page and desids. : :
Gn S Redorie 3o ih 1 ek Sample page of Vigor2900V Series
Flease contact us if you have any further questions
E_’gz‘:‘h:t:};“’”:::hk = [FlEnable Web Gontent Filter
Tel (USA): 714-418-4100 Groups Categories (Tick categories to block. Untick to unblock)
I e kend), (B3R 2007 il Pretioetfiam Cchat Clcriminal [orugs/lsahol
[ClGambling [IHacking [IHate speech
Sincerely,
Subseriptions Manager Osex Ovialence Oweapons
Powerlistls Lid
et Leisure [ advertisements [Clentertainment OFood
Ccames Oelamour CHealth
[JHobbies [iifestyle CImotor wehicles
[rersonals [rhoto Searches [Ishopping
: = : : Osports Cstrearming Media O Travel
Setting up your filtering categories
Business Ocomputing/Internet  CIFinance [3ob Search/Career
For the Web Content Filter Service to function correctly, it is necessary for you choose i i i
[Jremote proxies [search Engine Oweb Mail

the categories of websites that you wish to restrict. For detailed information of each
category, please refer to later section in this manual. Once you have selected your = R B} i s ] i

categories, you must save the configuration to ensure that the websites Dhews Deetaen DS Educaten
corresponding with your chosen categories are restricted.

Cusenst news Oelock all uncategarised sites
Sample page of VigorPro Series

Step 1

Ensure the Internet Access works correctly before enabling the content filter. If your

vigor router is connected to another firewall, be sure that it is not blocking UDP port
9020.

Step 2
On the Web Content Filter Setup page, choose your nearest CPA server from the list.

europel.surfcpa. com
europe2. surfcpa. com

us.gutfcpa. com Sample page for Vigor2900V Series
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Obisable ©Enable

The requested Web page is categorized as "sex"

URL Access Control

A

s Control by Category and has been blocked by Web Content Filter.

Oisatie @Enatie

o

Please contact your system administrator for further information.

Selacta CPA Sarvr

Sample page of Vigor2900V Series

The requested Web page has been blocked by your system administrator.
Please contact your system administrator for further information.

URL[twyahoo, com Opton: [AlLov ] Add | Edk | Dolets

Sample page of Vigor3300 Series

NOTE:
e 1. You can use Syslog to receive the result of Web Content Filter activity.

m_—— 2. The web management page of the router will never be blocked.
Sample page of Vigor3300 Series 3. You can click on "Test a site to verify whether it is categorized" to test what
category a web site is. All web sites not in the SurfControl database will be
Step 4 ) ) o categorized as "Uncategorized".
If you wish the content filter to be active only at certain time, you can enter a
schedule number for the time setting. Set the schedule times from “Advanced Setup 4. Web Content Filter cannot be applied to web access through a Proxy or Socks
- Call Schedule Setup” menu. If you do not enter a schedule number, the content server.

filtering is always active.
5. When your free trial expires or your subscription lapses, all web sites will be
permitted again.

Time Schedule

Scheduler defined in Call Schedule Setup (1-15) == b b b BRI RS R ™
Mate: Action and Idle Timeaut settings will be ignared Controls 192.168.1.1 1 siean Status
. " 1 | GatewayIP (Fixed) T Packets R Rate
Sample page of Vigor2900V Series =1 [T | | ey s =
LAMN Status
TH Packets RX Packsts WAN IP (Fixed) R Packets T Rate
[ 1228 [ 956 [ 113100 I [ 16
Time Schedule
Index(1-15) in Schedule Setup: Firewall Loz | VPN Log | User decessLog | Call Log | WAN Log | Network Infomation | Met State
Note: Action and Idle Timeout settings will be ignored Time Host Message
100:12.04 Tigor Received a Uncast ARP request from D0.02:B3DA87.CA
. . 100:11:59 Tigor “Web-Filter Block [sex category], 192.168.1.10 -» http:fieww sex.com
Sample page of VigorPro Series
For some other models, you have to type in time settings on the web page directly
instead of time schedule number. See the following page.
Firewall - URL Filter al L J 2]
ODisable @ Enable ADSL Status.
S| sureomwol | FEEERE
O Aways Block
® slock only at
o @ rle ©

Dayof wesk
Dlaioays Osun Mwon FTue Fwed B i Osat

Aoy | Cancel

Sample page of Vigor3300 Series

Step 5

Close down any open browsers and then open a new browser window and try to
access a web site within a category you have blocked. A warning page should appear
instead of the web site.
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Subscription and Renewal Modifying Settings

Once your 30-day free trial has ended, you may choose to extend the service by The SurfControl database of websites is divided into 40 easy to understand categories
renew the subscription. You can pay online by using as detailed in section 5.

Pa.yPal If you wish to update and amend your categories, this can be done by returning to
WorldPay (www.worldpay.com) online payment service or your Web Content Filter section/tab.

(www.paypal.com). These are quick and easy to use, whilst being totally secure.

Once you have selected the categories you wish to block, you may not need to change
Step1~3 them frequently. If however you do, you simply need to return to your router’s user
interface, log in and change your category settings, remembering as always to save

Repeat the same procedures in Activate Your Free Trial. ! ) :
your desired configuration.

Then Click on Purchase a Subscription at the end. You will be redirected to
payment page.

Step 4
Enter the payment details.

Once you have chosen your method of payment, please insert your card details.
Please ensure your e-mail address is the same as the e-mail address you used to
subscribe for your 30-day free trial.

Step 5
Transaction confirmation.

If you are using WorldPay, also you will receive an E-mail coming from WorldPay. You
may keep it for your records.

Step 6

Your subscription is now complete.

i . i I'-"cvws-rNe% . .
You will receive an e-mail from = to confirm your subscription.
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Filtering Categories

Below are details of SurfControl’s 40 categories and the type of content they cover.
This will allow you to determine which of these you wish to restrict in your routers
configuration.

AduIt/SexuaIIy Explicit

Adult products including sex toys, CD-ROMs and videos
® Adult services including videoconferencing, escort services and strip clubs
® Erotic stories and textual descriptions of sexual acts
® Explicit cartoons and animation

® Online groups, including newsgroups and forums, that are sexually explicit in
nature

® Sexually-oriented or erotic full or partial nudity

® Depictions or images of sexual acts, including animals or inanimate objects used
in a sexual manner

® Sexually exploitive or sexually violent text or graphics
® Bondage, fetishes, genital piercing
® Nudist sites that feature nudity

® Erotic or fetish photography, which depicts nudity

NOTE: We do not include sites regarding sexual health, breast cancer, or sexually transmitted
diseases (except in graphic examples).

Advertisements

® Banner Ad Servers

Arts & Entertainment

® Television, movies, music and video programming guides

® Downloadable (non-streaming) movie, video or sound clips
® Discussion forums on television, movies, music and videos

® Online magazines and reviews on the entertainment industry
® Celebrity fan sites

® Horoscopes

® Online greeting cards

® Jokes, comics, comic books, comedians or any site designed to be funny or
satirical

PAGE 12 | USER GUIDE
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® Circuses, theatre, variety magazines and radio
® Broadcasting firms and technologies (satellite, cable, etc.)
® Book reviews and promotions, publishing houses and poetry

® Museums, galleries, artist sites (included sculpture, photography, etc.)

Chat

® Web-based chat

Computing & Internet
® Reviews, information, buyers guides of computers, computer parts and
accessories and software

® Computer/software/Internet companies, industry news and magazines

® Personal storage or backup

® Pay-to-Surf sites

® Freeware, shareware and software downloads

® Clipart, fonts and animated gif pages

® Downloadable mobile phone/PDA games, themes, graphics and ring tones

® Online photo albums/digital photo exchange

Cr|m|nal Skills

Advocating, instructing or giving advice on performing illegal acts such as phone,
service theft, evading law enforcement, lock-picking, fraud and burglary
techniques

® Plagiarism/cheating, including the sale of research papers

Drugs, Alcohol & Tobacco
Recipes, instructions or kits for manufacturing or growing illicit substances, including
alcohol, for purposes other than industrial usage

Glamorizing, encouraging, or instructing on the use of or masking the use of alcohol,
tobacco, illegal drugs, or other substances that are illegal to minors

Alcohol and tobacco promotional websites

Information on "legal highs": glue sniffing, misuse of prescription drugs or abuse of
other legal substances

Distributing alcohol, illegal drugs, or tobacco free or for a charge

Displaying, selling, or detailing use of drug paraphernalia
NOTE: We do not include sites that discuss medicinal drug use, industrial hemp use, or public

debate on the issue of legalizing certain drugs. Nor do we include sites sponsored by a public or
private agency that provides educational information on drug use.
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Education
® Educational institutions, including pre-, elementary, secondary and high schools;
universities

® Educational sites: pre-, elementary, secondary and high schools; universities
® Distance education and trade schools, including online courses

® Online teacher resources (lesson plans, etc.)

Finance & Investment

® Stock quotes, stock tickers and fund rates

® Online stock or equity trading

® Online banking and bill-pay services

® Investing advice or contacts for trading securities

® Money management/investment services or firm

® General finances and companies that advise thereof

® Accountancy, actuaries, banks, mortgages and general insurance companies

Food & Drink

® Recipes, cooking instruction and tips, food products and wine advisors
® Restaurants, cafes, eateries, pubs and bars

® Food/drink magazines, reviews

Gamblmg

Online gambling or lottery websites that invite the use of real or virtual money

o Information or advice for placing wagers, participating in lotteries, gambling or
running numbers

® Virtual casinos and offshore gambling ventures

® Virtual sports leagues and sports picks and betting pools

NOTE: Casino/Hotel/Resort sites that do not feature online gambling or provide gaming tips
are categorized under Travel.

Games

® Game playing or downloading; game hosting or contest hosting
® Tips and advice on games or obtaining cheat codes ("cheatz")

® Journals and magazines dedicated to game playing

Glamour & Intimate Apparel

® Lingerie, negligee or swimwear modelling

PAGE 14 | USER GUIDE
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® Model fan pages; fitness models/sports celebrities
® Fashion or glamour magazines online
® Beauty and cosmetics

® Modelling information and agencies

Government & Politics
Government services such as taxation, armed forces, customs bureaus,
emergency services

® Local government sites
® Political debate, canvassing, election information and results

® Local, national and international political sites

Hackmg
Promotion, instruction, or advice on the questionable or illegal use of equipment.
Software for purpose of hacking passwords, creating viruses, gaining access to
other computers and/or computerized communication systems

® Sites that carry malicious executables or viruses

® Sites that provide instruction or work-around for SurfControl’s filtering software
® Cracked software and information sites

® Pirated software and multimedia download sites

® Sites that provide or promote parasites, including Spyware, Adware and other
unsolicited commercial software

Hate

Advocating or inciting degradation or attack of specified populations or
institutions based on associations such as religion, race, nationality, gender, age,
disability or sexual orientation

® Promoting a political or social agenda that is supremacist in nature and
exclusionary of others based on their race, religion, nationality, gender, age,
disability or sexual orientation

® Holocaust revisionist/denial sites
® Coercion or recruitment for membership in a gang* or cult**
® Militancy, extremist

® Flagrantly insensitive or offensive material

NOTE: We do not include news, historical or press incidents that may include the above criteria
(except in graphic examples).
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*A gang is defined as a group whose primary activities are the commission of
felonious criminal acts, which has a common name or identifying sign or symbol and
whose members individually or collectively engage in criminal activity in the name of
the group.

** A cult is defined as a group whose followers have been deceptively and
manipulatively recruited and retained through undue influence such that followers'
personalities and behavior are altered. Leadership is all-powerful, ideology is
totalistic and the will of the individual is subordinate to the group. Sets itself outside
of society.

Health & Medicine

General health such as fitness and well-being
® Medical information about ailments, conditions and drugs
® Medical reference
® Medical procedures, including elective and cosmetic surgery
® Alternative and complementary therapies
® Prescription medicines
® Hospital, medical insurance
® Dentistry, optometry and other medical-related sites
® General psychiatry and mental well-being sites
® Promoting self-healing of physical and mental abuses, ailments and addictions

® Psychology, self-help books and organizations

Hobbies & Recreation

® Recreational pastimes such as collecting, gardening, kit airplanes

® Outdoor recreational activities such as hiking, camping, rock climbing
® Tips or trends focused on a specific art, craft or technique

® Online publications on a specific pastime or recreational activity

® Online clubs, associations or forums dedicated to a hobby

® Traditional (board, card, etc.) games and their enthusiasts

® Animal/pet related sites, including breed-specific sites, training, shows and
humane societies

Hosting Sites
® Websites that host business and individualsi} Web pages (i.e. GeoCities,
earthlink.net, AOL)
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Job Search & Career Development

e Employment agencies, contractors, job listings, career information
® Career searches, career-networking groups

Kid's Sites

® Child oriented sites and sites published by children

Lifestyle & Culture

® Home life and family-related topics, including parenting tips,
gay/lesbian/bisexual (non-pornographic sites), weddings, births and funerals

® Foreign cultures, socio-cultural information

Motor Vehicles

® Car reviews, vehicle purchasing or sales tips, parts catalogues

® Auto trading, photos, discussion of vehicles including motorcycles, boats, cars,
trucks and RVs

® Journals and magazines on vehicle modification, repair and customization

® Online automotive enthusiast clubs

News

® Newspapers online
® Headline news sites, newswire services and personalized news services

® Weather sites

Personals and Dating

® Singles listings, matchmaking and dating services

® Advice for dating or relationships; romance tips and suggestions

Photo Searches

® Sites that provide resources for photo and image searches

Real Estate

Home, apartment and land listings
® Rental or relocation services
® Tips on buying or selling a home
® Real estate agents

® Home improvement and inspection sites
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Reference

® Personal, professional or educational reference
® Online dictionaries, maps and language translation sites
® Census, almanacs and library catalogues

® Topic-specific search engines

Religion

® Churches, synagogues and other houses of worship

® Any faith or religious beliefs, including non-traditional religions such as Wicca and
witchcraft

Remote Proxies

® Remote proxies or anonymous surfing
® Web-based translation sites that circumvent filtering

® Peer-to-peer sharing

Sex Education

® Pictures or text advocating the proper use of contraceptives

® Sites relating to discussion about the use of the Pill, IUDs and other types of
contraceptives

® Discussion sites on how to talk to your partner about diseases, pregnancy and
respecting boundaries

NOTE: Not included in the category are commercial sites that sell sexual paraphernalia. These
sites are typically found in the Adult category.

Search Engines

® General search engines (Yahoo, AltaVista, Google) iE

Shoppmg

Online auctions

® Department stores, retail stores, company catalogues and other sites iE Weather
bureaus that allow online consumer shopping

® Online downloadable product warehouses; specialty items for sale

® Freebies or merchandise giveaways

Sports

® Team or conference websites

® National, international, college, professional scores and schedules

PAGE 18 | USER GUIDE

>
SurfContrel

® Sports-related online magazines or newsletters

Streammg Media

Streaming media files or events (any live or archived audio or video file)
e Internet TV and radio
® Personal (non-explicit) webcam sites

® Telephony sites that allow users to make calls via the Internet

Travel

® Airlines and flight booking agencies
® Accommodation information

® Travel package listings

® City guides and tourist information
® Weather bureau

® Car Rentals

Usenet News/Forum

® Newsgroups
® Opinion or discussion forums

® Weblog (blog) sites

Violence/Offensive
® Portraying, describing or advocating physical assault against humans, animals or
institutions

® Depictions of torture, mutilation, gore or horrific death

® Advocating, encouraging, or depicting self-endangerment or suicide, including
through eating disorders or addictions

® Instructions, recipes or kits for making bombs or other harmful or destructive
devices

® Excessive use of profanity or obscene gesticulation
® Sites promoting terrorism
® Excessively violent sports or games

o Offensive or violent language or satire

NOTE: We do not block news, historical or press incidents that may include the above criteria
(except in graphic examples). USER GUIDE

USER GUIDE | PAGE 19



THE COMPLETE WEB FILTERING SERVICE FOR BUSINESS AND HOME S -
urfContrel

Weapons -
® Online purchasing or ordering information, including lists of prices and dealer 6 . Term S & CO n d Itl O n S

locations

® Any page or site predominantly containing, or providing links to, content related 6.1 Submitting sites for review and inclusion
to the sale of guns, weapons, ammunition or poisonous substances
SurfControl adhere closely to its policy of categorizing a website. This is fully detailed in the section above
® Displaying or detailing the use of guns, weapons, ammunition or poisonous by category. Its important to remember that the SurfControl database merely categorizes a site for you, it
substances does not make the decision to block that site. This is the user’s choice within the user interface provided
with their router. SurfControl are happy to review sites that users feel have been inappropriately or
inaccurately categorized. Sites can first be tested and then submitted to SurfControli}s content research

®  Clubs that offer training on machine guns, automatics and other assault weapons team via the Test-a-site link on SurfControls home page at www.surfcontrol.com. Unfortunately due to the

and/or sniper training volume of sites SurfControli|s researchers examine (some 35,000 individual pages per week are added to
) ; ; . the SurfControl database) an individual response cannot be given to each submission. Normally sites
yo.:E: Weapons are defined as something (as a club, knife, or gun) used to injure, defeat, or submitted will be examined within 2-5 working days and included or modified if there has been any error.
estroy.

6.2 PowerNetIX Web Filtering Service and Licence Agreement

Web-based E-mail

® Web-based e-mail accounts PLEASE READ THIS CAREFULLY BEFORE YOU USE OUR SERVICE.

. . YOUR RIGHT TO USE THE POWERNETIX WEB FILTERING SERVICE (THE "SERVICE") IS SUBJECT TO THE
® Messaging sites TERMS AND CONDITIONS SET OUT IN THIS LICENCE AGREEMENT ("LICENCE"). BY CLICKING ON THE "I
ACCEPT" BUTTON, YOU ARE CONSENTING TO BE BOUND BY THE FOLLOWING TERMS AND CONDITIONS
OF THIS LICENCE. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS LICENCE,
CLICK ON THE "I DISAGREE" BUTTON AND THE INSTALLATION PROCESS WILL NOT CONTINUE.

Thisis a legal agreement between you and PowerNetIX Limited at 22/F., China Online Centre, 333 Lockhart
Road, WanChai, Hong Kong ("PowerNetIX").

YOU AGREE TO PAY THE LICENCE FEES TO USE THE SERVICE IN ACCORDANCE WITH THE TERMS AND
CONDITIONS OF THIS LICENCE. SECTION 14 ALLOWS POWERNETIX TO AUTOMATICALLY BILL YOU FOR
THE APPLICABLE LICENCE FEES USING THE CREDIT CARD INFORMATION YOU SUPPLY TO POWERNETIX.
PLEASE READ SECTION 14 CAREFULLY BEFORE CLICKING ON THE "I ACCEPT" BUTTON.

2. GRANT OF LICENCE. In consideration of payment of the licence fees and your agreement to abide by the
terms and conditions of this licence, PowerNetIX grants to you a non-exclusive, non-transferable right to
use this service only on a single SoHo Device (a "Device") solely during the term of this licence and so long
as you comply with the terms and conditions of this licence.

3. OWNERSHIP AND RESTRICTIONS. This licence is not a sale of the material provided by this site or any
copy of the material. An express condition of this licence is that PowerNetIX and its licensors retain all
worldwide ownership of and rights, title and interest in and to the service and all copies and portions
thereof, including without limitation, all copyrights, moral rights, trademark rights, trade secret rights and
other proprietary rights therein and thereto, regardless of the form or media in or on which the service may
exist.

The service will contain on the date of delivery a version of databases of categorized Internet websites,
newsgroups and/or e-mail addresses, in accordance with your subscription options, for use with the
service , including, without limitation, URL Category Lists or other lists that may be contained in the
service , (the "Subscription Lists") and such Subscription Lists (and all updates thereto, if any) is deemed
incorporated into and forms a part of the service and is subject to the terms and conditions of this licence.

You may make one (1) copy of the material of this website solely for backup purposes. You must reproduce
and include the copyright, trademark and proprietary notices on the backup copy.

PowerNetIX reserves all rights not expressly granted to you. This service is licenced only to you and may
not be transferred to anyone without the prior written consent of PowerNetIX. Any authorized transferee of
the service shall agree in writing to be bound by the terms and conditions of this licence. In no event may
you loan, rent, time-share, sublicence, assign, transfer lease, sell or otherwise dispose of the service on a
temporary or permanent basis except as expressly provided herein. This licence shall benefit PowerNetIX
and its successors and assigns. You may not modify, adapt, translate, reverse engineer, decompile,
disassemble or create derivative works from the service. All logos and product names appearing on or in
connection with this website and any other materials provided with the service, if any, are proprietary to
PowerNetIX or its licensors and/or suppliers. You agree never to remove any proprietary notices or product
identification labels from the service and any accompanying media, if applicable.
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You may not disclose, modify, adapt, translate, reverse engineer, disassemble, decompile or create
derivative works from the service or any portion of the service , including, without limitation, any
databases that comprise the service, the organization of such databases and the Subscription Lists, if any,
except to the extent expressly authorized by applicable law. You may not permit third parties to benefit
from the use or functionality of the service via a service bureau or other arrangement. You may not copy
the material from this website except as expressly permitted in this Section 3.

You agree that the use of the service may be restricted by applicable laws and regulations, including
without limitation, privacy laws. You represent and warrant that your use of the service shall be in
compliance with any applicable laws and regulations, including without limitation, privacy laws and that

PowerNetIX shall have no duty to and shall not investigate your use of the service or right to use the service.

You agree to indemnify PowerNetIX against any claims that your use of the service violates the rights of
any third party or any applicable laws and/or regulations of any jurisdictions, except to the extent the
service infringes any patent, copyright or trade secret of a third party.

4. SUBSCRIPTION SERVICE. Access to the contents of this website, including any Subscription Lists, is
provided to you for a limited subscription period during the term of this licence, as described in Section 13
below. PowerNetIX agrees to provide you with access to the Subscription Lists, as described in Section 3
above, along with any updates in accordance with the specific terms of the subscription options
("Subscription Options") that you select at the time you subscribe to the PowerNetIX subscription service.
Subscription Options may include, without limitation, periodic updates to the Subscription Lists.
PowerNetIX will provide access to such Subscription List upgrades only during the term of this licence. Your
use of the service, including access the Subscription Lists will terminate upon termination of this licence in
accordance with Section 13.

5. PRODUCT SUPPORT. PowerNetIX will provide limited online product support for the service, available by
e-mail at support@PowerNetIX.com ("Online Support"). Online Support is available to assist end users
with limited inquiries related to product installation and operation. Online Support is provided to you free
of charge and PowerNetIX makes no warranties or representations regarding the availability, accuracy or
response time of such Online Support. Additional product information is available online at
www.PowerNetIX.com. Product support is also available to end users via telephone access for an additional
fee from PowerNetIX ("Paid Telephone Support"). Information regarding the Paid Telephone Support
services is available at www.PowerNetIX.com. ONLINE SUPPORT IS NOT AVAILABLE TO RESPOND TO
PASSWORD INQUIRIES. Support for inquiries related to passwords is only available through the Paid
Telephone Support and the applicable support fees will apply.

6. LIMITED WARRANTY. POWERNETIX WARRANTS THAT FOR A PERIOD OF THIRTY (30) DAYS FROM
INSTALLATION, THE SERVICE, WHEN USED PROPERLY, WILL SUBSTANTIALLY CONFORM WITH THE
SPECIFICATION DESCRIBED IN THE USER DOCUMENTATION AND IN ANY WRITTEN OPERATION GUIDE TO
THE SERVICE GENERALLY MADE AVAILABLE BY POWERNETIX. EXCEPT FOR THE LIMITED WARRANTY
STATED IN THE PRIOR SENTENCE, THE SERVICE, INCLUDING THE SUBSCRIPTION LISTS, IF ANY, ANY
USER DOCUMENTATION AND/OR OPERATION GUIDES, ARE PROVIDED "AS IS" WITHOUT ADDITIONAL
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE AVAILABILITY OF
POWERNETIX'S SITE ON THE WORLDWIDE WEB, OR THE IMPLIED WARRANTIES OF NON-INFRINGEMENT
OF THIRD PARTY RIGHTS, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. NO ORAL OR
WRITTEN INFORMATION OR ADVICE GIVEN BY POWERNETIX, ITS DEALERS, DISTRIBUTORS, AGENTS OR
EMPLOYEES SHALL CREATE A WARRANTY OR IN ANY WAY INCREASE THE SCOPE OF THIS WARRANTY AND
YOU MAY NOT RELY ON ANY SUCH INFORMATION OR ADVICE. THIS WARRANTY IS VOID IF FAILURE OF
THE SERVICE HAS RESULTED FROM ACCIDENT, ABUSE OR MISREPRESENTATION. EXCEPT AS PROVIDED
ABOVE, POWERNETIX DOES NOT WARRANT, GUARANTEE OR MAKE ANY REPRESENTATIONS REGARDING
THE USE, OR THE RESULTS OF USE OF THE SERVICE, SUBSCRIPTION LISTS OR WRITTEN MATERIALS IN
TERMS OF CORRECTNESS, ACCURACY, COMPLETENESS, RELIABILITY, CURRENTNESS OR OTHERWISE.
POWERNETIX DOES NOT WARRANT THAT THE SERVICE OR SUBSCRIPTION LISTS WILL PREVENT ACCESS
TO OFFENSIVE OR OBSCENE MATERIAL. YOU ASSUME THE ENTIRE RISK AS TO THE RESULTS AND
PERFORMANCE OF THE SERVICE AND SUBSCRIPTION LISTS.

7. REMEDIES. POWERNETIX'S ENTIRE LIABILITY AND YOUR EXCLUSIVE REMEDY FOR ANY BREACH OF
THE WARRANTY STATED IN SECTION 6 SHALL BE, AT POWERNETIX'S OPTION, EITHER TO REPAIR OR
REPLACE WHICH DOES NOT CONFORM WITH THE WARRANTY. THIS REMEDY IS SUBJECT TO YOUR FULL
COMPLIANCE WITH THE TERMS AND CONDITIONS OF THIS LICENCE. YOU MUST NOTIFY POWERNETIX
WITHIN THIRTY(30) DAYS OF INSTALLATION OF ANY DEFECT IN ORDER TO RECEIVE THE REMEDIES
STATED ABOVE. THESE REMEDIES ARE YOUR SOLE AND EXCLUSIVE REMEDIES FOR BREACH OF THE
LIMITED WARRANTY.

8. LIMITATION OF LIABILITY. IN NO EVENT WILL POWERNETIX OR ITS AFFILIATES, SUPPLIERS, AND/OR
LICENSORS BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, ECONOMIC, COVER, OR
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CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF OR INABILITY TO USE THE SERVICE,
SUBSCRIPTION LISTS, SOFTWARE DOCUMENTATION, OR RELATED TECHNICAL SUPPORT, INCLUDING,
WITHOUT LIMITATION, DAMAGES OR COSTS RELATING TO THE LOSS OF PROFITS, BUSINESS,
GOODWILL, DATA, OR COMPUTER PROGRAMS, OR ANY DAMAGES RELATED TO ACCESS OR EXPOSURE TO
OFFENSIVE OR OBSCENE MATERIAL, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO
EVENT WILL THE TOTAL LIABILITY OF POWERNETIX AND ITS AFFILIATES, SUPPLIERS AND/OR
LICENSORS EXCEED THE AMOUNT PAID BY YOU FOR THE SERVICE. THESE LIMITATIONS APPLY TO ALL
CAUSES OF ACTION IN THE AGGREGATE, INCLUDING, WITHOUT LIMITATION, BREACH OF CONTRACT,
BREACH OF WARRANTY, POWERNETIX'S NEGLIGENCE, STRICT LIABILITY, MISREPRESENTATION AND
OTHER TORTS. BECAUSE SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO
YOU.

THE FOREGOING LIMITATION OF LIABILITY DOES NOT EXCLUDE OR LIMIT LIABILITY FOR DEATH OR
PERSONAL INJURY RESULTING FROM ANY ACT OR NEGLIGENCE OF POWERNETIX. YOU ACKNOWLEDGE
THAT THE ALLOCATION OF RISK IN THIS LICENCE REFLECTS THE PRICE PAID FOR THE SERVICE AND
ALSO THE FACT THAT IT IS NOT WITHIN POWERNETIX'S CONTROL HOW OR FOR WHAT PURPOSES THE
SERVICE IS USED. NO STATEMENT CONTAINED HEREIN SHALL AFFECT THE STATUTORY RIGHTS OF
CONSUMERS.

THE SECTIONS ON LIMITATION OF LIABILITY, WARRANTIES AND DISCLAIMER OF WARRANTIES
ALLOCATE THE RISKS OF THIS BETWEEN THE PARTIES. THIS ALLOCATION IS REFLECTED IN THE PRICING
OF THE SERVICE AND IS AN ESSENTIAL ELEMENT OF THE BASIS OF THE BARGAIN BETWEEN THE PARTIES
AND SHALL APPLY NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF THIS LICENCE OR ANY
REMEDY HEREUNDER.

9. INDEMNITY. You shall indemnify PowerNetIX, its employees and agents from and against all costs,
claims, demands, expenses, fines, penalties and liabilities whatsoever which may be made against,
sustained, paid or incurred by PowerNetIX, its employees or agents as a direct or indirect result of your
breach of contract, negligence, breach of statutory duty or other act or omission.

10. IMPORT/EXPORT. You acknowledge that the service may be governed by laws, rules and/or regulations,
including, without limitation, the laws and regulations of Hong Kong, which restrict the import, export and
re-export of certain technical data and other materials. You agree that you will not, directly or indirectly,
violate any local, state or federal law or regulation of the country or countries in which you use the material,
or the export laws of any country that may regulate the import or export of the material.

11. HIGH RISK ACTIVITIES. The service is not fault-tolerant and is not designed or intended for use in
hazardous environments requiring fail-safe performance, including without limitation, in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control, weapons systems,
direct life-support machines or any other application in which the failure of the service could lead directly
to death, personal injury or severe physical or property damage (collectively, "High Risk Activities").
PowerNetIX expressly disclaims any express or implied warranty of fitness for High Risk Activities.

12. TERM AND TERMINATION. This licence is effective on the date you download and register the service
and continues in effect for the duration of the initial licence term that you have selected and paid for (the
"Initial Term"). Upon expiration of the Initial Term and any successive terms, this licence shall
automatically renew for a term equal in duration to the Initial Term (each a "Renewal Term"). You will be
charged for the licence fees for the applicable Renewal Term as described in Section 14 below. You may
elect not to renew this licence for any Renewal Term by providing written notice to PowerNetIX at least
thirty (30) days prior to the expiration of the then-current term.

This licence will terminate automatically without notice from PowerNetIX if you fail to comply with any
provision of this licence or if you become bankrupt, go into liquidation, suffer or make any winding up
petition, make an arrangement with your creditors, have an administrator, or receiver appointed or suffer
or file any similar action in consequence of debt. You may terminate this licence by destroying all copies of
the material downloaded from this website. Upon termination for any reason, you agree to destroy all
copies of the material downloaded from this website, including modified copies, if any. Upon termination
there will be no refund of any monies or other consideration paid by you. The following Sections shall
survive termination of this licence for any reason: 3, 6, 7,8,9, 10, 11, 12, 13, 14 and 15.

13. BILLING AND PAYMENT. Upon each automatic Renewal Term, PowerNetIX will automatically charge
your account for the applicable licence fee at the then-current licence fee rate, using the credit card
information that you previously provided to PowerNetIX. If you received your initial PowerNetIX
subscription through a third party purchasing or promotional arrangement, you will need to provide
PowerNetIX with valid credit card billing information before your subscription to PowerNetIX can be
renewed. You may provide your billing information by accessing the "my account" section of the
PowerNetIX website available at www.PowerNetIX.com. PowerNetIX will attempt to notify you prior to
renewal by e-mail, using the e-mail address provided by you to PowerNetIX, of the renewal date and
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applicable subscription fee. PowerNetIX is not responsible for any failure of such renewal notification to be
delivered to or received by you. In addition, you may obtain the current licence fee rates at
www.PowerNetIX.com. If PowerNetIX does not receive payment from your credit card issuer or its agent,
this licence shall automatically terminate effective as of the last date of the term for which payment has
been received by PowerNetIX. PowerNetIX reserves the right, at any time, to change its billing methods,
effective thirty (30) days after PowerNetIX posts such changes at www.PowerNetIX.com. If any such
change is unacceptable to you, you may terminate this licence by providing written notice to PowerNetIX.

14. GOVERNING LAW AND JURISDICTION. This licence shall be governed by and construed in accordance
with the laws of Hong Kong Special Administration Region. The parties hereby submit to the non-exclusive
jurisdiction of and waive any venue objections against, the Hong Kong Courts, in any litigation arising out
of or in connection with the licence.

15. MISCELLANEOUS. You acknowledge that you have read this licence, understand it and agree to be
bound by its terms and conditions. You also agree that the licence is the complete and exclusive statement
of agreement between the parties and supersedes all proposals or prior or contemporaneous oral or
written agreements and any other communications between the parties relating to the subject matter of
the licence. It is the intent of the parties that this licence will prevail over the terms and conditions of any
purchase order, acknowledgment form or other instrument. Any terms and conditions of any purchase
order which are in addition to or inconsistent with the terms and conditions of this licence will be deemed
stricken from such purchase order, notwithstanding acknowledgment or acceptance of such purchase order.
No waiver of any right under this licence shall be deemed effective unless contained in writing and signed
by a duly authorized representative of PowerNetIX and no waiver of any past or present right arising from
any breach or failure to perform shall be deemed to be a waiver of any future right arising under this licence.
If any provision in this licence is invalid or unenforcable, that provision shall be reformed to the maximum
extent allowed by law to reflect the same economic effect as the invalid or unenforcable provision and the
other provisions of this licence shall remain in full force and effect. Except for the obligation to pay licence
fees, a party's performance under this licence is excused if that party is unable to perform under this
licence due to an event beyond its reasonable control, including without limitation, natural disasters,
labour unrest, governmental restrictions and the like. You shall be responsible for payment of all taxes and
duties due pursuant to this licence. The section headings appearing in this licence are for the convenience
of the parties and do not define or limit the scope or intent of such sections. No modification of this licence
shall be binding unless it is in writing and signed by authorized representatives both parties. The English
language will be the controlling language of this licence. All communications and notices given pursuant to
this licence will be in the English language. Should you have any questions concerning this licence, please
contact PowerNetIX in writing at the address given above.

PowerNetIX Licence Agreement
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