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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  \When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Please consult the DrayTek web site for more information on newest firmware, tools
and documents. For more detailed information, please refer to http://www.draytek.com

Parts of the anti-virus features are powered by Kaspersky Lab ZAO. For more detailed
information, please refer to http://www.kaspersky.com.
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou County, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: VigorPro 5300

DrayTek Corp. declares that VigorPro 5300 Series is in compliance with the following essential requirements and
other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 89/336/EEC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 73/23/EEC by complying with the
requirements set forth in EN60950.

Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the use is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

@  Connect the equipment into an outlet on a circuit different form that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Taiwanese BSMI (Bureau of Standards, Metrology and Inspection) A Warning:

Warning: This device might cause interference of radio frequency under the environment of dwelling. In such
condition, the users might be asked to adopt some proper strategies.

Please visit “www.draytek.com/about_us/Regulatory.php”

CERC
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(]:, Preface

VigorPro 5300 is a broadband router with dual-WAN interface. It provides policy-based
load-balance, fail-over and BOD (Bandwidth on Demand), also it integrates IP layer QoS,
NAT session/bandwidth management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform, hardware encryption of AES/DES/3DS and
hardware key hash of SHA-1/MD?5, the router increases the performance of VPN greatly,
and offers several protocols (such as IPSec/PPTP/L2TP) with up to 100 VPN tunnels.

The object-originated design used in SP1 (Stateful Packet Inspection) firewall allows users to
set firewall policy with ease. CSM (Content Security Management) provides users control
and management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than
before. By the way, DoS/DDoS prevention and URL/Web content filter strengthen the
security outside and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, through VolP
function, the communication fee for you and remote people can be reduced.

1.1 Web Configuration Buttons Explanation
Several main buttons appeared on the web pages are defined as the following:

o Save and apply current settings.

Cancel Cancel current settings and recover to the previous saved settings.

Clear

Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

Add Add new settings for specified item.

S Edit the settings for the selected item.

Delete

Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3 for
detailed explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and

connectors first.

DrayTek

VIGORPRO 5300

UNIFIED SECURITY FIREWALL

LED

) .
ACT CPA MGMT
L) L) o
IDP WAN1 VPN
L) () )

Virus WAN2 QoS

\ Status

Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
IDP (Intrusion Detection On (Yellow) The anti-intrusion function is enabled.
and Prevention)
Virus On (Yellow) The anti-virus function is enabled.
CPA On The web content filter function is enabled.
WANL1/2 On The WAN1 or WAN2 port is connected.
Blinking It will blink while transmitting data.
MGMT On The router is managed (handled) by Telnet.
Blinking It will blink while being managed by IE browser.
VPN On The VPN tunnel is launched.
Off The VPN tunnel is closed.
QoS On The QoS function is active.
LED on Connector
Left LED On The port is connected.
WAN 1/2 Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
Off The port is connected with 10Mbps
LAN Left LED On The port is connected.
1721314 Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
Off The port is connected with 10Mbps
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Interface \ Description
Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is

blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the
button. Then the router will restart with the factory default
configuration.

Restart Restart the router forcefully.

WAN(1/2) Connecters for remote networked devices.
LAN (1-4) Connecters for local networked devices.
PWR Connecter for a power adapter.

ON/OFF Power Switch.

1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1.

Power Adapter

Connect a cable Modem/DSL Modem/Media Converter (depends on your requirement)
to any WAN port of router with Ethernet cable (RJ-45). The WANL1/WAN2 LED (Left
or Right) will light up according to the network card feature (100 or 10) of the device
that it connected.

Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer. The LAN
LED (Left or Right) will light up according to the network card feature (100 or 10) of
the device that it connected.

Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

Power on the device by pressing down the power switch on the rear panel.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

©
)

ON
OFF

Power Switch

DrayTek

VIGORPRO 5300

rrrrrrrrrrrrrrrrrrrrrrrr

nnnnnnn
ccccc

RRRRRR

Internet

Cable/DSL Modem
or Media Converter

(For the detailed information of LED status, please refer to section 1.2.)
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2 Configuring Basic Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically from the
router or set up the IP address of the computer to be the same subnet as the default
IP address of Vigor router 192.168.1.1. For the detailed information, please refer
to the later section - Trouble Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values (both username and
password are Null) on the window for the first time accessing and click OK for next
screen.

Connect to 192.168.1.1
(=
T
I.:'TI \l

Login ta the Router Web Configuratar

LJset namme: [ 4] v
Password:

[T remember my password

[ [l 4 I [ Cancel

VigorPro5300 Series User's Guide 5



3. Now, the Main Screen will pop up.

DrayTek VIGORPRO 5300

UNIFIED SECURITY FIREWALL

System Status

Model Name
Firmware Version
Build Date/Time
Signature Version
Signature Build Date

: VigorPro5300 series
:3.0.0_RC5a

s Jun 26 2007 14:12:20
: basic

: Tue Aug 29 09:16:25.00 2006

LAN WAN 1
MAC Address 1 00-50-7F-22-33-44 Link Status : Disconnected
1st IP Address 1 192.168.1.1 MAC Address . 00-50-7F-22-33-46
1st Subnet Mask 1 255.255.255.0 Connection : Static IP
DHCP Server i oYes 1P Address 1 172,16,3.229
DMS 1 194.109.6.66 Default Gateway 1 172.16.3.4
Mode D NAT
WAN 2
Link Status : Connected
MAC Address : 00-50-7F-22-33-47
Connection i Static IP
1P Address 1 172.16.3.229
Default Gateway 1 172.16.3.4
Mode T NAT

Status: Ready

Note: The home page will change slightly in accordance with the router you have.
4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance == Administrator Password Setup

Administrator Password

Old Passwaord | |

Mew Password | |

Confirm Password | |

5. Enter the login password (the default is blank) on the field of Old Password. Type a
new one in the field of New Password and retype it on the field of Retype New
Password. Then click OK to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.
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Connect to 192.16

=

Login to the Router Web Configurator

Liser name: [ 5§ v

Password: ssse

[CIremember my password

[ ok J[ concel |

2.2 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

CGuick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters),

MNew Password |uu |

Confirm Password |nu |

On the next page as shown below, please select the WAN interface that you use. Choose
Auto negotiation as the physical type for your router. Then click Next for next step.

VigorPro5300 Series User’s Guide



Quick Start Wizard

Select WaAN Interface

Select WAN Interface: WWANT »
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation v
(<o) [Feas ]

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if
the ISP provides you PPPoE interface. Then click Next for next step.

Quick Start Wizard

Connect to Internet

WaAN 1
Select one of the following Internet Access types provided by your ISP,
& PPPOE
O pRTP
O Static Ip
O DHcp

[ < Back ] [ Mext = ]

In the Quick Start Wizard, you can configure the router to access the Internet with different
protocol/modes such as PPPoE, PPTP, Static IP or DHCP. The router supports the DSL
WAN interface for Internet access.

2.2.1 PPPoE

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.
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If your ISP provides you the PPPoE connection, please select PPPoE for this router. The

following page will be shown.
Quick Start Wizard

PPPoE Client Mode

WAN 1
Enter the user name and password provided by your ISP,

User Name admin
Password seee
Confirm Password sase
[ < Back ] [ Mext = ]
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.

Confirm Password  Retype the password for confirmation.
Click Next for viewing summary of such connection.

GQuick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the vigor rauter.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 1!!
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2.2.2 PPTP

Click PPTP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

PPTP Client Mode

WAN 1

Enter the user name, passwaord, WaN IP configuration and PPTP server IP provided by
wour ISP,

User Marne admin

Password LTI}

Caonfirm Password LTI}

WAN IP Configuration
O Obtain an IP address automatically
@ specify an IP address
IP Address 172.16.3.229
Subnet Mask 20525500

PPTP Server IP

[ < Back ] [ Mext = ]

Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Phiysical Type: Auto negotiation
Internet Access: PRTR

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.3 Static IP

Click Static IP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

Static IP Client Mode

WAN 1

Enter the Static IP configuration probided by your ISP,

WaN IP 172.16.3.229

Subnet Mask 25528500

Gateway 172.16.1.1

Prirmary OMS 168.95.1.1

Secondary DMS {optional)

[ = Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Phiysical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 1!
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2.2.4 DHCP

Click DHCP as the protocol. Type in all the information that your ISP provides for this
protocol.
Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in,

Host Mame (optional)

MAC 00 | -50 | —7F | -[22 | (33 | /45 |(optionaly

[ = Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 11!
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2.3 Online Status

The online status shows the system status, WAN status, ADSL Information and other status
related to this router within one page. If you select PPPOE/PPTP as the protocol, you will
find out a link of Dial PPPoE/PPPoA or Drop PPPOE/PPPOA in the Online Status web

page.
Online status for PPPoE (WAN2)

System Status

LAMN Status Primary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.1.1 7T =]

WAN 1 Status
Enable Line Name Mode
Yes Ethernet Static IF
P GW IP TX Packets TX Rate
192,168.5.100 192.168.5.1 3 17

WARN 2 Status
Enable Line Name Mode
Yes Ethernet PPPOE
IP GW IP TX Packets TX Rate
51,230.209.207 61.230.192.254 10 16

Online status for PPTP (for WAN2)

System Status

LAMN Status Primary DNS: 165.95.192.1
IP Address TX Packets RX Packets
192.168.1.1 T =)

WaN 1 Status
Enable Line Name Mode
Yes Ethernet Static IP
1P GW IP TX Packets TX Rate
192,168.5.100 192,168.5.1 3 17

WaN 2 Status
Enable Line Name Mode
Yes Ethernet W A2 PRTR
P GW IP T¥ Packets TX Rate
192,168.29.202 192.168.29.1 103 119

Online status for Static IP (for WAN1)

System Status

LAMN Status Primary DNS: 158.95,192.1
IP Address TH Packets R¥ Packets
192.168.1.1 7T =]

WARN 1 Status
Enable Line Name Mode
Yes Ethernet Static IP
IP GW IP TX Packets TX Rate
192.168.5.100 19%2.168.5.1 3 17

WAN 2 Status
Enable Line Name Mode
Yes Ethernet PPPOE
1P GW IP TX Packets TX Rate
61,230.,209,207 61.230,192.254 10 16
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System Uptime: 0:0:18
Secondary DNS: 1565.95.1.1

Up Time

0:00:11

RX Packets RX Rate

3 42

== Drop PPPoE

Up Time

0:00:11

RX Packets RX Rate

10 1z

System Uptime: 0:0:18
Secondary DNS: 1558.95.1.1

Up Time
00011
RX Packets RX Rate
3 42
== Drop PPPoE
Up Time
0:00:15
RX Packets R¥ Rate
14 =]

System Uptime: 0:0:18
Secondary DNS: 158.95.1.1

Up Time

0:00:11

RX Packets RX Rate

3 42

== Drop PPPoE

Up Time

0:00:11

RX Packets RX Rate

10 12
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Online status for DHCP

System Status
LAMN Status
IP Address
192.168.1.1

WAN 1 Status
Enable
Yes
1P
192.168.5.10

WAN 2 Status
Enable
Yes
1P
61.230.213.66

Primary DNS: 168.95.192.1

System Uptime: 0:6:52
Secondary DNS: 1658.95.1.1

T¥ Packets RX Packets
G677 558
=> Release
Line Name Mode Up Time
Ethernet DHCP Client 0:06: 45
GW IP T¥ Packets TX Rate RX Packets RX Rate
192.168.5.1 89 3 63 3
== Drop PPPoE
Line Name Mode Up Time
Ethernet PPPOE 0:01:34
GW IP T¥ Packets TX Rate RX Packets RX Rate
51.230,192.254 21 7 45 13

Detailed explanation is shown below:
Primary DNS
Secondary DNS

LAN Status
IP Address
TX Packets
RX Packets

WAN1/2 Status

Line

Name
Mode

Up Time

IP

GW IP

TX Packets
TX Rate
RX Packets

RX Rate

Displays the IP address of the primary DNS.
Displays the IP address of the secondary DNS.

Displays the IP address of the LAN interface.
Displays the total transmitted packets at the LAN interface.

Displays the total number of received packets at the LAN interface.

Displays the physical connection (Ethernet) of this interface.
Displays the name set in WAN1/WAN web page.

Displays the type of WAN connection (e.g., PPPoE).

Displays the total uptime of the interface.

Displays the IP address of the WAN interface.

Displays the IP address of the default gateway.

Displays the total transmitted packets at the WAN interface.
Displays the speed of transmitted octets at the WAN interface.

Displays the total number of received packets at the WAN
interface.

Displays the speed of received octets at the WAN interface.

Note: The words in green mean that the WAN connection of that interface
(WAN1/WAN?2?) is ready for accessing Internet; the words in red mean that the
WAN connection of that interface (WAN1/WAN?2) is not ready for accessing

Internet.
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2.4 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find
messages showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.
Settings Saved means your settings are saved once you click Finish or OK button.

VigorPro5300 Series User's Guide
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This page is left blank.
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@ Advanced Web Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 4.

3.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the Internet Access link.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.
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Below shows the menu items for WAN.

l'|I|“|I|'Ilﬂ'-.'l|I r".]

b General Setup
k Internet Access

b Load-Balance Policy

3.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1 and WANZ2 in details.

This router supports dual WAN function. It allows users to access Internet and combine the
bandwidth of the dual WAN to speed up the transmission through the network. Each WAN
port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the

normal communication port for proper operation. Please configure WAN1 and WAN2
settings.

This webpage allows you to set general setup for WAN1 and WAN respectively.
Note: In default, WAN1 and WANZ2 are enabled.

WAN == General Setup

General Setup

WaM1 WAN2
Enable: Yes | Enable: Yag ¥
Display Name: Display Mame:
Physical Mode: Ethernet Phiysical Mode: Ethernet
Physical Type: Auto negatiation Physical Type: Auto negotiation v
Load Balance Mode: Auto Weight v Load Balance Mode: Auto Weight hi
Line Speed(kbps):  Downlink Line Speedikbps):  Downlink
UpLink UpLink
Active Mode: Always On A Active Mode: Active on dernand
Active on demand: Active on demand:
WANZ Fail O wanN1 Fail
WANZ Upload speed exceed Kbps @ wanN1 Upload speed exceed |0 Kbps
WANZ Download speed exceed Kbps wiaM1 Download speed exceed |U Kbps
Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.
Display Name Type the description for the WAN1/WAN?2 interface.
Physical Mode For WANL1, the physical connection is done through ADSL

port; yet the physical connection for WAN2 is done through
an Ethernet port (P1). You cannot change it.
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Physical Type

Load Balance Mode

Line Speed

Active Mode

VigorPro5300 Series User's Guide

You can change the physical type for WAN2 or choose Auto
negotiation for determined by the system.

Physical Type: Auto negotiation ,V-

Auto negotiation
10M half duplex
10M full duplex

100M half duplex
1000 full duplex

If you know the practical bandwidth for your WAN interface,
please choose the setting of According to Line Speed.
Otherwise, please choose Auto Weigh to let the router reach
the best load balance.

Load Balance Mode: Auto YWeigh W

Auto Weigh

According to Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading through WAN1/WANZ2. The unit is kbps.

Choose Always On to make the WAN connection
(WAN1/WAN2) being activated always; or choose Active on
demand to make the WAN connection (WAN1/WAN2)
activated if it is necessary.

Active Mode: Active on demand
Always On

Active on demand
If you choose Active on demand, the Idle Timeout will be
available for you to set for PPPoE and PPTP access modes in
the Details Page of WAN>>Internet Access. In addition, there
are three selections for you to choose for different purposes.
WAN2 Fail - It means the connection for WAN1 will be
activated when WANZ2 is failed.

WAN2 Upload speed exceed XX kbps — It means the
connection for WANL1 will be activated when WAN2 Upload
speed exceed certain value that you set in this box for 15
seconds.

WANZ2 Download speed exceed XX kbps— It means the
connection for WAN1 will be activated when WAN2
Download speed exceed certain value that you set in this box
for 15 seconds.

WANL1 Fail — It means the connection for WAN2 will be
activated when WANL1 is failed.

WAN1 Upload speed exceed XX kbps — It means the
connection for WAN2 will be activated when WAN1 Upload
speed exceed certain value that you set in this box for 15
seconds.

WAN1 Download speed exceed XX kbps— It means the
connection for WAN2 will be activated when WAN1
Download speed exceed certain value that you set in this box
for 15 seconds.
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3.1.3 Internet Access

For the router supports dual WAN function, the users can set different WAN settings (for
WAN1/WAN2) for Internet Access. Due to different physical mode for WAN1 and WAN2,
the Access Mode for these two connections also varies slightly.

WAN == Internet Access

Internet Access

Index Display Name

WANT

WANZ

Index

Display Name

Physical Mode
Access Mode

Details Page

Physical Mode Access Mode
Ethernet Static or Dynamic IP » Details Page
Ethernet Mane e

It shows the WAN modes that this router supports. WANL1 is the
default WAN interface for accessing into the Internet. WAN2 is
the optional WAN interface for accessing into the Internet when
WAN 1 is inactive for some reason.

It shows the name of the WAN1/WAN?2 that entered in general
setup.

It shows the physical port for WAN1/WAN2.

Use the drop down list to choose a proper access mode. The details
page of that mode will be popped up. If not, click Details Page for
accessing the page to configure the settings.

otatic or Dynamic [P %

Mone

PPPoE

Static_or Dynamic |P
PPTF

There are three access modes provided for PPPoE, Static or
Dynamic IP and PPTP.

This button will open different web page according to the access
mode that you choose in WAN1 or WAN2.
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Details Page for PPPoE

To use PPPOE as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPPoE mode for WAN2. The following web page will be shown.

WAN >> Internet Access

WAN 1
PPPoE Client Mode PPP/MP Setup
®Enable O Disable PPP suthentication PAP or CHAP v
Idle Timeout secondis)
ISP Access Setup ;
- IP Address Assignment Method
Usernare adrmin (pcpy WM P Alias

Password sesee Fixed IP: O ves & Ma (Dynamic IP)

Index(1-15) in Schedule Setup:

Fixed IP Address
==

ISDMN Dial Backup Setup @ Default MAC Address

Dial Backup Mode Mone v O Specify a MAC Address
MaC address:
WAN Connection Detection oo | a0 | J7F 422 |33 | |45
Mode ARP Detect (v
Ping IFP
TTL:
[ Ok ] [ Cancel ]

PPPoE Client Mode  Click Enable for activating this function. If you click Disable, this
function will be closed and all the settings that you adjusted in this
page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your ISP. If
you want to connect to Internet all the time, you can check Always
On.

Username — Type in the username provided by ISP in this field.
Password — Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application — Schedule web page and you can use the number
that you have set in that web page.

WAN Connection Such function allows you to verify whether network connection
Detection is alive or not through ARP Detect or Ping Detect.
Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.
Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.
TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

PPP/MP Setup PPP Authentication — Select PAP only or PAP or CHAP for
PPP.
Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting is
active only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

IP Address Usually ISP dynamically assigns IP address to you each time
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Assignment Method
(IPCP)

you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using.

23 http:#/192.168.1.1 - WAN IP Alias - Microsoft Internet Explorer [ | [1/[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join MAT IP Pool
i, WV 172.16.3.229 WV
2. L
3 O
4 L
E O
B. O
(2 O
B. O

[ ok ] [ Clearal | [ Close

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address — Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP
address to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select Static or Dynamic IP mode for WAN2.
The following web page will be shown.
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WAN == Internet Access

WAN 1

Static or Dynamic IP {DHCP Client)

@ Enable O Disable

Keep WAN Connection
[ Enable PING to keep alive
PING to the IP

PING Interval 0

WAN Connection Detection
Mode

Ping IP
TTL:

RIP Protocol
[Enable rIP

Static or Dynamic IP
(DHCP Client)

Keep WAN
Connection

WAN Connection
Detection

RIP Protocol

WAN IP Network
Settings
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ARP Detect »

WAN IP Network Settings | YWAN IP Alias

() Obtain an IP address automatically
Router Mame *

Domain Mame *
* 1 Required for some ISPs

@ Specify an IP address

minute(s) 172.16.3.229

IP Address
Subnet Mask 25525500

Gateway IP Address 172.16.3.4

@ Default MAC Address

O Specify a MAC Address
MAC Address:

00| .50 | |FF 122 | |33 | |45

DMNS Server IP Address
Primary IP Address

Secondary IP Address

[ Ok ] [ Cancel ]

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you adjusted
in this page will be invalid.

Normally, this function is designed for Dynamic IP environments
because some I1SPs will drop connections if there is no traffic
within certain periods of time. Check Enable PING to keep alive
box to activate this function.

PING to the IP - If you enable the PING function, please specify
the IP address for the system to PING it for keeping alive.

PING Interval - Enter the interval for the system to execute the
PING operation.

Such function allows you to verify whether network connection is
alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Routing Information Protocol is abbreviated as RIP(RFC1058 )

specifying how routers exchange routing tables information. Click
Enable RIP for activating this function.

This group allows you to obtain an IP address automatically and
allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANTL1 only.
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DNS Server IP
Address

7} hitp://192.168.1.1 - WAK IP Alias - Microsoft Internet Explorer = | [ /[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, WV 172.16.3.229 WV
2, L
3 L
4, L
5 L
B, L
7. L
B d

[ ok | [ Clearal | [ Close

Obtain an IP address automatically — Click this button to obtain
the IP address automatically if you want to use Dynamic IP mode.
Router Name: Type in the router name provided by ISP.

Domain Name: Type in the domain name that you have assigned.
Specify an IP address — Click this radio button to specify some
data if you want to use Static IP mode.

IP Address: Type the IP address.

Subnet Mask: Type the subnet mask.

Gateway IP Address: Type the gateway IP address.

Default MAC Address: Click this radio button to use default MAC
address for the router.

Specify a MAC Address: Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Type in the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.
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Details Page for PPTP

To use PPTP as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPTP mode for WAN2. The following web page will be shown.

WAN == Internet Access

WAN 1
PPTP Client Mode PPP Setup
OEnable @ Disable PPP suthentication PAP or CHAP +
PPTP Server Idle Timeout second(s)
IP Address Assignment Method
ISP Access Setup (IrPcP) WWARN P Alias
Usemame Fixed I O ves @& Mo (Dynamic [P}
Password Fized IP Address
Index(1-15% in Schedule Setup: WAN IP Network Settings
= \ I A ) Obtain an 1P address automatically
& Specify an IP address
IP Address 172.16.3.229
Subnet Mask 25525500
[ Ok l [ Cancel ]
PPTP Setup PPTP Link - Click Enable to enable a PPTP client to establish a

tunnel to a DSL modem on the WAN interface.
PPTP Server - Specify the IP address of the PPTP server.

ISP Access Setup Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application — Schedule web page and you can use the number
that you have set in that web page.

PPP Setup PPP Authentication - Select PAP only or PAP or CHAP for PPP.
Idle Timeout - Set the timeout for breaking down the Internet after
passing through the time without any action. This setting is active
only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

IP Address Fixed IP - Usually ISP dynamically assigns IP address to you each
Assignment time you connect to it and request. In some case, your ISP provides
Method(IPCP) service to always assign you the same IP address whenever you

request. In this case, you can fill in this IP address in the Fixed IP

field. Please contact your ISP before you want to use this function.
Click Yes to use this function and type in a fixed IP address in the
box.

Fixed IP Address -Type a fixed IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANL1 only.
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2 http://192.168.1.1 - WAN IP Alins - Microsoft Internet Explorer [ | C/[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, WV 172.16.3.229 WV
2. O
8 O
4. O
5 L
B, d
e d
B d

[ Ok | [ ClearAll | [ Close

Default MAC Address — Click this radio button to use default
MAC address for the router.

Specify a MAC Address - Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

WAN IP Network Obtain an IP address automatically — Click this button to obtain
Settings the IP address automatically.

Specify an IP address — Click this radio button to specify some
data.

IP Address — Type the IP address.

Subnet Mask — Type the subnet mask.

3.1.4 Load-Balance Policy

This router supports the function of load balancing. It can assign traffic with protocol type,
IP address for specific host, a subnet of hosts, and port range to be allocated in WAN1 or
WANZ2 interface. The user can assign traffic category and force it to go to dedicate network
interface based on the following web page setup. Twenty policies of load-balance are
supported by this router.

Note: Load-Balance Policy is running only when both WAN1 and WAN?2 are
activated.
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WAN == Load-Balance Policy

Load-Balance Policy

Index Enable Protocol

1 O |any >
2 O |any N
3 O |any N
1 O |any v
5 O |any v
6 O |any v
7 O |any v
8 O |any v
] O |any v
10 [ |any v
< 110 | 11220 ==

Index

Enable

Protocol

WAN

Src IP Start

Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

Dest Dest

Start End
v
A
A
v
v
v
v
v
v
A

Next ==

Click the number of index to access into the load-balance policy
configuration web page.

Check this box to enable this policy.

Use the drop-down menu to change the protocol for the WAN
interface.

Use the drop-down menu to change the WAN interface.
WanN

WA
WA

Displays the IP address for the start of the source IP.
Displays the IP address for the end of the source IP.
Displays the IP address for the start of the destination IP.
Displays the IP address for the end of the destination IP.
Displays the IP address for the start of the destination port.

Displays the IP address for the end of the destination port.

Click Index 1 to access into the following page for configuring load-balance policy.
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WAN == Load-Balance Policy

Index: 1
[ Enable
Protocal TCP hd
Binding WAN interafce VWANT |
Src IP Start 192.168.1.3
Sre 1P End 192 168.15
Dest IP Start 168.95.0.0
Dest IP End 168.95.0./100
Dest Port Start g0
Dest Port End 100
[ Ok ] [ Cancel ]
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to choose a proper protocol for the WAN
interface.
Protocal
Binding WAN Choose the WAN interface (WAN1 or WANZ2) for binding.
interface

Src IP Start

Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

Type the source IP start for the specified WAN interface.

Type the source IP end for the specified WAN interface. If this
field is blank, it means that all the source IPs inside the LAN will
be passed through the WAN interface.

Type the destination IP start for the specified WAN interface.

Type the destination IP end for the specified WAN interface. If this
field is blank, it means that all the destination IPs will be passed
through the WAN interface.

Type the destination port start for the destination IP.

Type the destination port end for the destination IP. If this field is

blank, it means that all the destination ports will be passed through
the WAN interface.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

LAM
b General Setup
b Static Route
b AN
k- Bind IP to MAC

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that
assigns private IP address to each local host. See the following diagram for a briefly
understanding.

Internet

DHCP Server
Public IP Address

Private Subnet )
Router IP Address:192.168.1.1

™ B

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor
router will serve for IP routing to help hosts in the public subnet to communicate with other
public hosts or servers outside. Therefore, the router should be set as the gateway for public
hosts.
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Internet

Public IP Address: @
220.135.240.207

Private Subnet
Router IP Address:192.168.1.1

Public Subnet

L e

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other method. You may simply set
rules to forward data from one specified subnet to another specified subnet without the
presence of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 4 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN)
function and the rate of each.

Internet

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10
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3.2.2 General Setup
This page provides you the general settings for LAN.
Click LAN to open the LAN settings page and choose General Setup.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP Network Configuration

DHCP Server Configuration

For MAT Usage

@ Enable Server O Disable Server

1st IP Address 192.168.1.1 Relay Agent: O 1st Subnet  2nd Subnet
1=t Subnet Mask 285 2852550 Start IP Address 192.168.1.10
Far IP Routing Usage O Enable & Disable IP Pool Counts a0
2nd IP Address 192.168.2.1 Gateway IP Address 182.168.1.1
2nd Subnet Mask 2552652550 DHCP Server IP address
[ Znd Subnel DHCP Berver ] | 1 X912V Agent
DNS Server IP Address
[ Force DNS manual setting

RIP Protocal Contral Disable v Primary 17 Address 1BR.O5 11

1st IP Address

1st Subnet Mask

For IP Routing Usage
2" IP Address

2" Subnet Mask

2" DHCP Server
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Secondary IP Address

Type in private IP address for connecting to a local private network
(Default: 192.168.1.1).

Type in an address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

Click Enable to invoke this function. The default setting is
Disable.

Type in secondary IP address for connecting to a subnet.
(Default: 192.168.2.1/ 24)

An address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

You can configure the router to serve as a DHCP server for the 2nd
subnet.

2} htip:/7102_168.1 1 - Router Web Configurator - Microsoft Internet Explorer

2nd DHGP Server
Start IP Address

1P Pool Counts 0 {max, 107

Index Matched MAC Address given IP Address

MAC Address : H H H H H
[ Add | [ Delete | [ Edit | [ cCancel |

[ oK ] [Clearal | [ Clse |
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RIP Protocol Control

DHCP Server
Configuration

Start IP Address: Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 2nd IP
address of your router is 220.135.240.1, the starting IP address
must be 220.135.240.2 or greater, but smaller than
220.135.240.254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the 2nd IP address
of your router is 220.135.240.1, the range of IP address by the
DHCP server will be from 220.135.240.2 to 220.135.240.11.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts to be assigned, deleted or
edited IP address from above pool. Set a list of MAC Address for
2" DHCP server will help router to assign the correct IP address of
the correct subnet to the correct host. So those hosts in 2" subnet
won’t get an IP address belonging to 1% subnet.

Disable deactivates the RIP protocol. It will lead to a stoppage of
the exchange of routing information between routers. (Default)

RIP Protocol Control Disable v

1st Subnet - Select the router to change the RIP information of the
1st subnet with neighboring routers.

2nd Subnet - Select the router to change the RIP information of
the 2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network so it
automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that you
leave the router enabled as a DHCP server if you do not have a
DHCP server for your network.

If you want to use another DHCP server in the network other than
the Vigor Router’s, you can let Relay Agent help you to redirect the
DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host in
the LAN.

Disable Server — Let you manually assign IP address to every host
in the LAN.

Relay Agent — (1% subnet/2" subnet) Specify which subnet that
DHCP server is located the relay agent should redirect the DHCP
request to.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 1st IP
address of your router is 192.168.1.1, the starting IP address must
be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is 50
and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address for
the DHCP server. The value is usually as same as the 1st IP address
of the router, which means the router is the default gateway.
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DNS Server
Configuration

DHCP Server IP Address for Relay Agent - Set the IP address of
the DHCP server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS stands for Domain Name System. Every Internet host must
have a unique IP address, also they may have a human-friendly,
easy to remember name such as www.yahoo.com. The DNS server
converts the user-friendly name into its equivalent IP address.

Force DNS manual setting - Force router to use DNS servers in
this page instead of DNS servers given by the Internet Access
server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more than
one DNS Server. If your ISP does not provide it, the router will
automatically apply default DNS Server IP address: 194.109.6.66
to this field.

Secondary IP Address - You can specify secondary DNS server IP
address here because your ISP often provides you more than one
DNS Server. If your ISP does not provide it, the router will
automatically apply default secondary DNS Server IP address:
194.98.0.1 to this field.

The default DNS Server IP address can be found via Online Status:

System Status System Uptime: 0:53:43

LAMN Status I Primary DNS: 168.95.1.1 Secondary DNS: 168.95.1.1 I
IP Address TX Packets R Packets

192.168.1.1 1878 1739

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users as a
DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS cache, the
router will resolve the domain name immediately. Otherwise, the
router forwards the DNS query packet to the external DNS server
by establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings that stated in Chapter 4. For the
configuration examples, please refer to that chapter to get more information for your

necessity.

3.2.3 Static Route

Go to LAN to open setting page and choose Static Route.

LAN == Static Route Setup

Static Route Configuration

| Setto Factory Default | View Routing Table |

Index Destination Address Status Index Destination Address Status
1. 777 7 6. 777 7
2. 777 7 s 777 7
3. 777 7 8. 777 7
4. T T 9. T T
5. 777 7 10. 777 7
Status: v —-- Active, ¥ --- Inactive, 7 --- Empty
Index The number (1 to 10) under Index allows you to open next page to
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Destination Address  Displays the destination address of the static route.
Status Displays the status of the static route.

Viewing Routing Table Displays the routing table for your reference.

Diagnestics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIP, * - default, ~ - private A
0.0.0.0/ 0.0.0.0 wia 172.16.3.1, TAN1
C~ 192.168.1.0/ 255.255.255.0 is directly connected, LAN
C 172.16.3.0/ £55.255.255.0 is directly connected, WANL

Add Static Routes to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been
configured and the router works properly:

® use the Main Router to surf the Internet.

®  create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Set

Router C Static Route
192.168.1.1

Router A Router B
192.168.1.2 | 192.168.1.3
(Gateway:192.168.1.1)

Private subnet
211.10.88.0/24

Private subnet :l

192.168.10.0/24 @ ;@

User A UserB

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.
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Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those hosts
on the internal private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with different subnets.

1.  Click the LAN - Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN => Static Route Setup

Index No. 1

Enable
Destination IP Address
Subnet Mask
Gateway IP Address

MNetwork Interface

[

192.165.10.0
255.2565.255.0
192.168.1.2
LAN  »

Ok

] [ Cancel ]

2. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be

forwarded to 192.168.1.3.

LAN == Static Route Setup

Index No. 1

Enable
Destination IP address
Subnet Mask
Gateway IP Address

MNetwoark Interface

211.100.88.0
266,255 25500
192.165.1.3|
LAM

l

Ok

] [ Cancel ]

3. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >> View Routing Table

Current Running Routing Table

KEey: C - connected,
*

0.0.0.0/

S~ 192.168.10.0/ 255.255.
G~ 19z.168.1.0/ £55.255.
C 172.16.3.0/ 255.255.
S~ 211.100.88.0/ 255.255.
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3 - static,

o.

| Refresh |
E - RIP, * - default, ~ — private -
0.0.0 wvia 172.16.3.1, WAN1
Z255.0 wia 192.168.1.2, LAN
255.0 is directly connected, LA
255.0 is directly connected, WAN1
Z255.0 wia 192.168.1.3, LAN
v
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3.2.4 VLAN

Virtual LAN function provides you a very convenient way to manage hosts by grouping
them based on the physical port. You can also manage the in/out rate of each port. Go to
LAN page and select VLAN. The following page will appear. Click Enable to invoke
VLAN function.

LAN == VLAN Configuration

¥LAMN Configuration

ClEnakle
P1 P2 P3 P4
YLAND
YLAMNL
YLANZ
VLANG
[ [0]24 ] [ Clear ] [ Cancel ]

To add or remove a VLAN, please refer to the following example.

1. If, VLAN 0 is consisted of hosts linked to P1 and P2 and VLAN 1 is consisted of hosts
linked to P3 and P4.

Internet

DrayTek

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10
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2. After checking the box to enable VLAN function, you will check the table according to
the needs as shown below.

LAN == VLAN Configuration

YLAMN Configuration

Enable
P1 P2 P3 P4
YLAND O O
VLAN1 O O
VLANZ O O O ¥
VLANS O O O ¥

Ok ] [ Clear ] [ Cancel ]

To remove VLAN, uncheck the needed box and click OK to save the results.
3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN => Bind IP to MAC

Bind IP to MAC
MNote: IP-MAC hinding presets DHCP Allocations.

If you select Strict Bind, unspecified LAN clients cannot access the Internet.
@ Enable O Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
IF Address Mac Address Index IF Address Mac Address

192 188.1.10 00-0E-AF—2A4-DE-A1

192 1s8.1.100 00-08-41-36-97-5D

192 1s8.1.11 00-13-D4-A4-99-97

192 188.1.12 00-0B-CD-55—CB—-45

192 . 168.1.10 00-13-D4-A4-99-92

192 .168.1.123 00-08-41-01-53-BE

Add and Edit
IP Address

Mac sddress

Enable Click this radio button to invoke this function. However, IP/MAC
which is not listed in IP Bind List also can connect to Internet.

Disable Click this radio button to disable this function. All the settings on
this page will be invalid.

Strict Bind Click this radio button to block the connection of the IPMAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information

for IP and MAC will be displayed in this field. Each pair of IP
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3.3 NAT
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and MAC address listed in ARP table can be selected and added
to IP Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the
specified MAC address.
Mac Address - Type the MAC address that is used to bind with
the assigned IP address.

Refresh It is used to refresh the ARP table. When there is one new PC
added to the LAN, you can click this link to obtain the newly
ARP table information.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Edit It allows you to edit and modify the selected IP address and MAC

address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will be
removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the
router might not be accessed.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry
in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

On NAT page, you will see the private IP address defined in RFC-1918. Usually
we use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility
can map one or more IP addresses and/or service ports into different specified
services. In other words, the NAT function can be achieved by using port mapping
methods.
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Below shows the menu items for NAT.

k- Port Redirection
b OME Host
b Open Faorts

3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of
the router, and identified by its private IP address/port, the goal of Port Redirection function
is to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Internet Destined to
220.135.240.207
Port 213

™

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.
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NAT == Port Redirection

Port Redirection

| Setto Factory Default |

Index Service Name Public Port Private IP Status
1. %
2. %
3. %
4. "
5. P
6. ®
i ®
8. ®
9. ®
10. ®

== 110 | 1120 == Next ==

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index No. 1

Enable
Mode

Service Mame
Protocol
WAN IP
Public Port
Private IP

Private Port

Range |+

learning

TCRP &

2WAN IP Alias[1[172.16.3.229 +
g2 -100

192.168.1.55 -

20

Mote: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP

have been entered.

Enable
Mode

Service Name
Protocol
Public Port

Private IP

[ Ok ] [ Clear ] [ Cancel ]

Check this box to enable such port redirection setting.

Two options (Single and Range) are provided here for you to
choose. To set a range for the specific service, select Range. In
Range mode, if the public port (start port and end port) and the
starting IP of private IP had been entered, the system will calculate
and display the ending IP of private IP automatically.

Enter the description of the specific network service.
Select the transport layer protocol (TCP or UDP).

Specify which port can be redirected to the specified Private IP
and Port of the internal host. If you choose Range as the port
redirection mode, you will see two boxes on this field. Simply type
the required numbers on these two boxes.

Specify the private IP address of the internal host providing the
service. If you choose Range as the port redirection mode, you will
see two boxes on this field. Simply type the IP address in the first
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box (as the starting point). The second one is assignhed
automatically after you type the private port number below.

Private Port Specify the private port number of the service offered by the
internal host. After you enter the proper number in this box, the
second box of Private IP address will be assigned accordingly.

Active Check this box to activate the port-mapping entry you have
defined.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup.
You then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance >> Management

FManagement Setup

Management Access Control Management Port Setup
O Default Parts {Telnet: 23, HTTP: 80, HTTPS:
[ Enable remote firmware upgrade(FTP) 443, FTP: 21)
[ allow management from the Internet ® user Define Ports
Disable PING fram the Internet Telnet Part 23
HTTP Port a0
Access List
List 1P Subnet Mask HTTPS Port 443
1 w FTP Port 21
2 v
SNMP Setup
2 b [0 Enable SHMP agent
Get Comrmunity public
Set Community private
Maragar Hast [P
Trap Community public
Motification Host IP
Trap Timeout 10 seconds

VigorPro5300 Series User's Guide 41



3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to
Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FETP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

Note: The inherent security properties of NAT are somewhat bypassed if you set up
DMZ host. We suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT == DMZ Host Setup

DMZI Host Setup
WaN 1
Active True [P 1w

Private IP

MAC Address of the True IP DMZ Host oo | oo | |00 o0 oo | |oa

Note: “When a True-IP DMZ host is turned on, it will force the router's WaMN connection to
he always on.

WAN 2
Enable Private IP
O
WAN1 This page allows you to configure Private IP or Active True IP as
DMZ host.
Private IP If you choose Private IP as DMZ host, you can type a private IP in

this box or use Choose PC button to choose the one you want.
MAC Address of the  If you choose Active True IP as DMZ host, please type the
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True....

MAC address of the one you want.

If you previously have set up WAN Alias in Internet Access>>PPPoE, you will find them
in Aux. WAN IP list for your selection.

NAT == DMZ Host Setup

DMZ Host Setup

WaAN 1
Index Enable
1. [l
2. O
WAN 2
Enable
O
Enable
Private IP
Choose PC
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Aux. WAN IP Private IP
172.16.3.229
172.16.3.22

Private IP

[ Ok | [ Clear |

Check to enable the DMZ Host function.

Enter the private IP address of the DMZ host, or click Choose PC
to select one.

Click this button and then a window will automatically pop up, as
depicted below. The window consists of a list of private IP
addresses of all hosts in your LAN network. Select one private IP
address in the list to be the DMZ host.

19t1es.1.10
192.168.1.18

When you have selected one private IP from the above dialog, the
IP address will be shown on the following screen. Click OK to
save the setting.

NAT == DMZ Host Setup

DMZ Host Setup
WAN 1
Index Enable

Aux. WAN IP Private IP

1. 172.16.3.229 192 168.1.10 Choose PC
2. [F 172.16.3.22
WAN 2
Enable Private IP
O
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3.3.3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.
Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. ]
2. H
3. M
1. %
5. M
6. ]
1. %
8. ]
9. H
10. M
<< 110 | 1120 == Next ==
Index Indicate the relative number for the particular entry that you want to

offer service in a local host. You should click the appropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface for the entry.

Local IP Address Display the private IP address of the local host offering the service.
Status Display the state for the corresponding entry. X or V is to represent

the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports == Edit Open Ponts

Index No. 1

Enable Open Ports

Camment P2P

wal Interface WANT v

Local Computer 192.168.1.10

Protocol Start Port End Port Protocol Start Port End Port
1. TCP » 4500 4700 6. |- v 0 0
2, LDP ~ 4500 4700 P e 0 1]
3 |- v 0 0 8 - b 0 ]
4, |- v 0 0 9, [ b 0 ]
L A a 0 1. |- A 0 ]
[ Ok l [ Clear l [ Cancel ]

Enable Open Ports
Comment
WAN Interface

Local Computer

Choose PC

Protocol

Start Port

End Port
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Check to enable this entry.
Make a name for the defined network application/service.
Specify the WAN interface that will be used for this entry.

Enter the private IP address of the local host or click Choose PC to
select one.

Click this button and, subsequently, a window having a list of
private IP addresses of local hosts will automatically pop up. Select
the appropriate IP address of the local host in the list.

Specify the transport layer protocol. It could be TCP, UDP, or -----
(none) for selection.

Specify the starting port number of the service offered by the local
host.

Specify the ending port number of the service offered by the local
host.
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3.4 Objects Settings

For IPs in a range, service ports in a limited range and keywords usually will be applied for
configuring router’s settings, we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/service/keyword for applying. For
example, all the IPs in the same department can be defined with an IP object (a range of IP
address).

COhjects Setting
b [F Object
b P Group
b Service Type Ohject

b Serice Type Group
b Keayard Object
b kayward Group

3.4.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting == IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name

17.

FRERRERBE®NE©F M
[ [ Ty (R [ T [ O T [ T [ T [ I | T [ T [ | T £ e ]
BREERERERBEEREERER|R B

—
- | I

<= 132 | 3364 | 6596 | 97-128 | 129-160 | 161-192 == Next ==

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.
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Objects Setting >> IP Object

Profile Index : 1
Mame:
Interface:
Address Type:
Start IP Address:
End IP Address:
Subnet Mask:

Invert Selection:

Name

Interface

Address Type

Start IP Address
End IP Address
Subnet Mask

Invert Select

RO Departrment
Any ¥

Range Address  »
192.168.1.64
192.168.1.75

Type a name for this profile. Maximum 15 characters are
allowed.

Choose a proper interface (WAN, LAN or Any).

Interface: Any ¥

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and choose
LAN as the direction setting in Edit Filter Rule, then all the
IP addresses specified with LAN interface will be opened for
you to choose in Edit Filter Rule page.

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet for
IP address.

Select Any Address if this object contains any IP address.

Type the start IP address for Single Address type.
Type the end IP address if the Range Address type is selected.
Type the subnet mask if the Subnet Address type is selected.

If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

Below is an example of IP objects settings.

Objects Setting >> IP Object

IP Object Profiles:

Index

= || = |
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Name
RD Department
Financial Dept.

HE. Department
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3.4.2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == |P Group

IP Group Table:

Index Name

FRERREBE = NE @ E =N

Set to Factory Default

| Setto Factory Default |
Index Name
17.

P T L T T | T | S [ T | T I S | [ P
(T R (T =T (== et I (= L B £ o (R (— T L= - -

Clear all profiles.

Click the number under Index column for settings in detail.

(Objects Setting == IP Group

Profile Index : 1

Marre: Adrninistration|
Interface: Any ™
Available IP Objects Selected IP Objects
1-RD Department
2-Financial Dept.
3-HR Departrnent
DK ] [ Clear ] [ Cancel ]

Name

Interface

Available IP Objects

Selected IP Objects

Type a name for this profile. Maximum 15 characters are
allowed.

Choose WAN, LAN or Any to display all the available IP
objects with the specified interface.

All the available IP objects (created in IP Object web page)
with the specified interface chosen above will be shown in this
box.

Click button to add the selected IP objects in this box.
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3.4.3 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Service Type Object Profiles: | Setto Factory Default |
Index Name Index Name
1 1.
2. 18.
3. 19.
4. 20.
a. 21.
6. 22,
i 23.
8. 24,
9. 25.
10. 26.
1. 21,
12. 28.
13. 29.
1. 30.
15. 3.
16. 32.
<< 132 | 3364 | 6596 == Next ==
Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> Service Type Object Setup

Profile Index : 1

Mame SIP
Protocol TCP v
Source Port = # 1 ~ |B5535
Destination Port = | (B0 ~ (B0
[ (8124 ] [ Cancel ]
Name Type a name for this profile.
Protocol Specify the protocol(s) which this profile will apply to.
TCP v
Any
[ChAP
|GMP
UDP
TCRAIDP
Other

Source/Destination Port Source Port and the Destination Port column are available
for TCP/UDP protocol. It can be ignored for other protocols.
The filter rule will filter out any port number.
(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
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(1=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service

type.
(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Below is an example of service type objects settings.

Service Type Object Profiles:

Index Mame
1. SIP
2. RTP
3.

3.4.4 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Name Group Name

17.

FRrRBEBRERBE P NE @M
[ L N T [ B [ T [ T [ T | T T [ [ [ O P
REERREREEERERERERE

Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Objects Setting >> Service Type Group Setup

Profile Index : 1

Mame: WalP
Available Service Type Objects Selected Service Type Objects
1-5IF
2-RTF
[ oK ] [ Clear ] [ Cancel ]
Name Type a name for this profile.

Available Service Type You can add IP objects from IP Object page. All the
Objects available IP objects will be shown in this box.

Selected Service Type

Objects Click button to add the selected IP objects in this

box.

3.4.5 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in Anti-Spam
>>Profile Setting.

Objects Setting >> Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index Name Index Name

FEFRERERrP NP = PR
(T [ Ty [P | A [ N O [ T [ O | O | N T | N R | R | L R | R e - e )
BFREEREREFEEREEBERF

3

[

| 3364 | 6596 | 97-128 | 129-160 | 161-192 | 193200 == Next ==

M
M
—

Set to Factory Default Clear all profiles.
Click the number under Index column for setting in detail.
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Objects Setting == Keyword Object Setup

Profile Index : 1

Mame
Contents
[ )24 ] [ Clear ] [ Cancel ]
Name Type a name for this profile, e.g., game.
Contents Type the content for such profile. For example, type gambling

as Contents. When you browse the webpage, the page with
gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3.4.6 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups
set here will be chosen as black /white list in Anti-Spam >>Profile Setting.

Objects Setting >> Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Name Index Name
L 17.
2 18.
3. 19.
4. 20.
3. 21.
6. 22.
1. 23.
8. 2.
9. 25.
10. 26.
1. 27.
12. 28.
13. 29.
u. 30.
15. 31
16. 32.
Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Objects Setting >> Keyword Group Setup

Profile Index : 1

Mame:

Available Keyword Objects Selected Keyword Objects{Max 8 Objects)

1-Keyword-1

2-keyword-2

[ [B]%4 ] [ Clear ] [ Cancel ]

Name Type a name for this group.
Available Keyword You can gather keyword objects from Keyword Object page
Objects within one keyword group. All the available Keyword

objects that you have created will be shown in this box.
Selected Keyword Objects Click button to add the selected Keyword objects in
this box.

3.5 CSM Profile

Content Security Management (CSM)

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar
situation for corporation towards peer-to-peer applications since file-sharing can be
convenient but insecure at the same time. To address these needs, we provide CSM
functionality.

Content Filtering

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
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objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

Web Filtering

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database, powered by SurfControl. The database covering over 70
languages and 200 countries, over 1 billion Web pages divided into 40 easy-to-understand
categories. This database is updated as frequent as daily by a global team of Internet
researchers. The server will look up the URL and return a category to your router. Your Vigor
router will then decide whether to allow access to this site according to the categories you have
selected. Please note that this action will not introduce any delay in your Web surfing because
each of multiple load balanced database servers can handle millions of requests for
categorization.

\ Note: The priority of URL Content Filter is higher than Web Content Filter.

b |MP2P Profile
b LIEL Content Filter Profile
b YWyeh Content Filter Profile

3.5.1 IM/P2P Profile

You can define policy profiles for different policy of IM (Instant Messenger)/P2P (Peer to
Peer) application. CSM profile can be used in Filter Setup page.

Objects Setting => CSM Profile

CSM Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 17.
2. 18.
3. 19.
4. 20.
3. 21.
6. 22
i 23.
8. 24.
9. 25.
10. 26.
11. 2.
12. 28.
13. 29.
4. 30.
15. .
16. 32.
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Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> CSM Profile

Profile Index : 1

Profile Mame: CEh-1
Check for Disallow :
I+ YoIP
Omsn ¥ahoo Messenger [JICQ
O & ' Oichat o
........... DJaJah
[OGaoaogle Talk
Oskype
Oweb IM (http:/fwww.e-messenger.net/)
[Oweb MSN (http: //webmassenger.msn.com/)
p2p
Protocol Applications
Osoulsesk SoulSeek
[Jebonkey ebonkey, eMule, Shareaza
[JFastTrack Kazas, iMesh
Oanutella BearShare, Limewire, Shareaza
CeitTarrent BitTorrent
[ 0K ] [ Clear ] [ Cancel ]
Profile Name Type a name for the CSM profile.

There are several items for IM, VolIP, P2P provided here for you to choose to disallow
people using. Simple check the box (es) and then click OK. Later, in the Firewall>>Edit
Filter Set>>Edit Filter Rule page, you can use Content Management drop down list to
choose the proper CSM profile as the standard for the host(s) to follow.

3.5.2 URL Content Filter Profile

Based on the list of user defined keywords, the URL Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP request. No matter the URL string is found
full or partial matched with a keyword, the Vigor router will block the associated HTTP
connection.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, "www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.
Click CSM and click URL Content Filter to open the profile setting page.
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CSM == URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 3.
2. 6.
3. 1.
4. 8.

Administration Message (Max 255 characters)

<hodyr<center><br><p>The reguested Web page has been blocked by your system
atministrator.<p>FPlease contact your systewm adwinistrator for further
information.</centers</hodys

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM >> URL Content Filter Profile

Profile Index : 1

Profile Mame: [“lEnable web access log

Enable URL Access Control

Action : |Block v log :

Mo ACT Keyword Mo ACT Keywaord
1 O s 0O

z O 6 O

3 O 7O

+ 0O g O

Mote that multiple keywords{Max. 43 are allowed to specify in the blank.
Faor example: hotmail yahoo msn google

lPrevent web access from IP address

[“]Enable Restrict Web Feature

Action : | Block v log :

O 1ava O activex [0 compressed files [0 Executable files O Multimedia files
O cockie [ Proxy

[ DK ] [ Clear ] [ Cancel ]

Profile Name Type the name for such profile.

Enable web access log Check the box to record URL Access Control and Restrict Web
Features actions on Syslog. If you want to record them on Syslog
for your request, please uncheck this box.

Enable URL Access Check the box to activate URL Access Control. Note that the

Control priority for URL Access Control is higher than Restrict Web
Feature. If the web content match the setting set in URL Access
Control, the router will execute the action specified in this field
and ignore the action specified under Restrict Web Feature.

Action Pass - allow accessing into the corresponding webpage with the
keywords listed on the box below.
Block - restrict accessing into the corresponding webpage with the
keywords listed on the box below.
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ACT
Keyword

Prevent web access
from IP address

Enable Restrict Web
Feature

Action
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If the web pages do not match with the keyword set here, it will be
processed with reverse action.

Check this box to make the keyword being blocked or passed.

The Vigor router provides 8 frames for users to define keywords
and each frame supports multiple keywords. The keyword could be
a noun, a partial noun, or a complete URL string. Multiple
keywords within a frame are separated by space, comma, or
semicolon. In addition, the maximal length of each frame is
32-character long. After specifying keywords, the Vigor router will
decline the connection request to the website whose URL string
matched to any user-defined keyword. It should be noticed that the
more simplified the blocking keyword list, the more efficiently the
Vigor router perform.

Check the box to deny any web surfing activity using IP address,
such as http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control.

You must clear your browser cache first so that the URL content
filtering facility operates properly on a web page that you visited
before.

Check the box to activate the function.

Pass - allow accessing into the corresponding webpage with the
keywords listed on the box below.

Block - restrict accessing into the corresponding webpage with the
keywords listed on the box below.

If the web pages do not match with the specified feature set here, it
will be processed with reverse action.

Java - Check the checkbox to activate the Block Java object
function. The Vigor router will discard the Java objects from the
Internet.

ActiveX - Check the box to activate the Block ActiveX object
function. Any ActiveX object from the Internet will be refused.
Compressed file - Check the box to activate the Block Compressed
file function to prevent someone from downloading any
compressed file. The following list shows the types of compressed
files that can be blocked by the Vigor router. .

zip, rar, .arj, .ace, .cab, .sit

Executable file - Check the box to reject any downloading
behavior of the executable file from the Internet.

.exe, .com, .scr, .pif, .bas, .bat, .inf, .reg

Cookie - Check the box to filter out the cookie transmission from
inside to outside world to protect the local user's privacy.

Proxy - Check the box to reject any proxy transmission. To control
efficiently the limited-bandwidth usage, it will be of great value to
provide the blocking mechanism that filters out the multimedia
files downloading from web pages. Accordingly, files with the
following extensions will be blocked by the Vigor router.

.mov. .mp3 .rm .ra au - .wmv

wav .asf .mpg .mpeg .avi .ram
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3.5.3 Web Content Filter Profile
Click CSM and click Web Content Filter to open the profile setting page.

CSM >> Web Content Filter Profile

Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 3.
2. 6.
3. 7.
4. 8.

CPA({Content Portal Authority) Web Content Filter Setup

Select a CPA server: |3sia site v
Activate Free Trial and Purchase Subscription

Check the Validity
Test a site to verify whether it is cateqgorized

Administration Message {Max 255 characters)

<bodyr<center><br><p>The recquested Webh page has been blocked by your system
adininistrator.<p>Flease contact yvour syvstem administrator for further
information.</center></hody>

You can set eight profiles as Web content filter. Simply click the index number under Profile
to open the following web page.

CSM => Web Content Filter Profile

Profile Index : 1

Profile Mame:

Action : |Block ¥ [¥IEnable log
Groups Cateqgories
Child Protection [Jchat [ criminal [Jorugs/alcahal
aisclial [lGambling [IHacking [IHate speech
Clear All Osex [ violence [Jweapons
Leisure [ &dvertisements [lEntertainment CFood
Select Al O Games [ Glamour [JHealth
Clear All [Hobbies [CLifestyle O Motor vehicles
[Irersonals [IPhoto Searches [Jshopping
COsparts Ostreaming Media O Travel
Business O computing/Internet  [IFinance [131ob Search/Career
Select Al O palitics [lRreal Estate ClRreference
Clear All [(Iremote proxies [search Engine web mail
Others [ Education [Hosting sites Ckid sites
Select Al rews [ religion [ sex Education
Clear Al Clusenet news Ouncategorised sites
[ (8124 ] [ Clear ] [ Cancel ]

For this section, please refer to Web Content Filter user’s guide.
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3.6 Firewall

3.6.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

The most basic security concept is to set user name and password while you install your
router. The administrator login will prevent unauthorized access to the router configuration
from your router.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Mew Password ITTY]

Confirm Password ITTY]

If you did not set password during installation; you can go to System Maintenance to set up
your password.

System Maintenance >> Administrator Password Setup

Administrator Password
Old Password
Mew Password

Confirm Password

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall
facilities:

®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

® URL Content Filter
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IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

® Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter
rules. If legal, the packet will pass. Then the router shall “initiate a call” to build the
Internet connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all interfaces
of the firewall and makes sure they are valid. The stateful firewall of Vigor router not just
examine the header information also monitor the state of the connection.
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Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system'’s resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based
on the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as
warning, if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Anti-Virus and Anti-Intrusion

Users might have much more confidence about the security in the network for data
transmission if the functions of anti-virus and anti-intrusion are activated. The VigorPro
router offers the mechanism of anti-virus and anti-intrusion. What you have to do is to set the
proper profiles and invoke them. The anti-virus profile and anti-intrusion configuration can
be set in Anti-Virus menu (refer to section 3.7) and Anti-Intrusion menu (refer to section 3.6).
However, the mechanism must be enabled either in Firewall>>General Setup or
Firewall>>Filter Setup web page. After you choose proper Anti-Virus profile and check
Anti-Intrusion box, the Anti-Virus and Anti-Intrusion LEDs on the front panel will light up.

Below shows the menu items for Firewall.

Fireweall

b General Setup
b Filter Setup
b Doz Defense

3.6.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Important: When some packet does not fit the rule configured in Filter Setup web page,
the filtering action configured in general setup web page will apply to that packet.

Click Firewall and click General Setup to open the general setup page.

VigorPro5300 Series User's Guide 61



Firewall >> General Setup

General Setup

call Filter @ Enahble Start Filter Set | Set#l  +
O Disahle

Data Filter @ Enahble Start Filter Set | Seti2
O Disahle

Actions for default rule:

Application aAction/Profile Syslog
Filter Pass + O
Codepage Mane hd
IM/P2P MNane # O
URL Content Filter Mone = O
Web Content Filter Mone O
Anti-Virus Maone » O
Anti-Intrusion: [ Enable O
Anti-Spam Mone = O

O apply IP filter to ¥PN incoming packets
accept large incoming fragmented UDP or ICMP packets { for some games, ex, CS )

[ Enable Transparent made

[ [B]24 ] [ Cancel l
Call Filter Check Enable to activate the Call Filter function. Assign a start
filter set for the Call Filter.
Data Filter Check Enable to activate the Data Filter function. Assign a start
filter set for the Data Filter.
Filter Select Pass or Block for the packets that do not match with the
filter rules.

Filter Pass v

CodePage This function is used to compare the characters among different
languages. Choose correct codepage can help the system obtaining
correct ASCII after decoding data from URL and enhance the
correctness of URL Content Filter. The default value for this
setting is ANSI 1252 Latin I. If you do not choose any codepage,
no decoding job of URL will be processed. Please use the
drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage, please
open Syslog. From Codepage Information of Setup dialog, you will
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IM/P2P

URL Content Filter

Web Content Filter

Anti-Virus

Anti-Intrusion

Anti-Spam
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WAN Information —
WANL TP (Fixed)
I WigorProS300 seties
I 172,16,2.213

L& Stakus
[ Ti Packets R¥ Packets WANZ TP (Fixed)

J192.168.1.1

| 25453 | 15285 |

Tool Setup | Telnet Read-out Setun Codepage Information I

Codepage To Select
Windows Version: 5.01 2600
RECOMMENDED CODEPAGE:

950 (ANSIAOEM - Traditional Chinese Bigh)
00al:21 0026 Fe 00a9:63 00a:61 00ad:2d O0se:52 00b2:32 00b3:33 00b3:31 O0ba:ai

Select a CSM profile for global IM/P2P application blocking. All
the hosts in LAN must follow the standard configured in the
CSM profile selected here. For detailed information, refer to the
section of CSM profile setup. For troubleshooting needs, you can
specify to record information for IM/P2P by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the URL Content Filter profile settings (created in
CSM>> URL Content Filter) for applying with this router. Please
set at least one profile for choosing in CSM>> URL Content
Filter web page first. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the Web Content Filter profile settings (created in
CSM>> Web Content Filter) for applying with this router. Please
set at least one profile for anti-virus in CSM>> Web Content
Filter web page first. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the anti-virus profile settings (created in
Anti-Virus>>Profile Setting) for applying with this router. Please
set at least one profile for anti-virus in Anti-Virus-> Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Virus by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Check the Enable box to invoke anti-intrusion filter function. For
troubleshooting needs, you can specify to record information for
Anti-Intrusion by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Select one of the anti-spam profile settings (created in
Anti-Spam>>Profile Setting) for applying with this router. Please
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Apply IP filter to VPN
incoming packets

Accept large
incoming...

Enable Transparent
Mode

3.6.3 Filter Setup

set at least one profile for anti-spam in Anti-Spam>>Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Spam by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Check this box to enable the function.

Some on-line games (for example: Half Life) will use lots of
fragmented UDP packets to transfer game data. Instinctively as a
secure firewall, Vigor router will reject these fragmented packets
to prevent attack unless you enable “Accept large incoming
fragmented UDP or ICMP Packets”. By checking this box, you
can play these kinds of on-line games. If security concern is in
higher priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.

Check this box to enable transparent function for such router. It
is not necessary for users to re-organize the network or configure
the subnet settings for each PC connected under such router.
However, the configured Anti-Virus, Anti-Intrusion and
Anti-Spam profiles can be applied to PCs connected behind vigor
router to have the best security. The following picture explains
the basic structure for using transparent mode for vigor router.

Internet

NAT /—I—

DSL Router ‘

A

-

VigOrPr05300 Enable Tranparent Mode

----- -
172.16.x.x

PCs with subnet “172.16.x.x” connected under VigorPro 5300
will be protected by security settings enabled and configured on
the web pages of Vigor router. When the transparent mode has
been checked, hackers from Internet do not sense the existence of
vigor router, therefore they cannot attack the router.

Click Firewall and click Filter Setup to open the setup page.
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Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter 1.
2. Default Data Filter 8.
3. 9.
4 10.
3. 1.
6. 12.

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Move Up Move Down
Block MetBios Down
O up Down
O up Down
O up Down
g up Down
(] o up Down
o up
Next Filter Set |Mone v
[k ) [oe J (Comoal ]
Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the

button will open Edit Filter Rule web page. For the detailed
information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the current

filter run. Do not make a loop with many filter sets.
To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

Comments:

Index(1-15) in Schedule Setup:

Direction:
Source IP:
Destination IP:
Service Type:

Fragments:

Application
Filter:

Branch to Other Filter Set:

Codepage

IN/P2P:

URL Content Filter
Web Content Filter
Anti-Virus:
Anti-Intrusion:

Anti-Spam:

Check to enable the
Filter Rule

Comments

Index (1-15)

Direction

Source/Destination IP

l

Block NetBios

) ) )

LAM -= WAN (v

Any
Any
TCPAIDP, Port: from 137~139 to any

Dan't Care v

Action/Profile Syslog
Pass If Mo Further Match » O
Mone v

ANSI1252)-Latin | b
Mone v

Mone

Mone «

Mone v

[ Enahle
Mone %

oooooao

Ok ] [ Clear ] [ Cancel ]

Check this box to enable the filter rule.

Enter filter set comments/description. Maximum length is 14-
character long.

Set PCs on LAN to work at certain time interval only. You may
choose up to 4 schedules out of the 15 schedules pre-defined in
Applications >> Schedule setup. The default setting of this filed is
blank and the function will always work.

Set the direction of packet flow (LAN->WAN/WAN->LAN). It is
for Data Filter only. For the Call Filter, this setting is not
available since Call Filter is only applied to outgoing traffic.

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.
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Service Type
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3 hitp:f/192 16811 - IP Address Edit - Microsoft Internet Explorer

IP Address Edit
Address Type

Start IP address
End IP address
Subnet Mask
Invert Selection
IP Group

ar IP Object
or IP Chject
or IP Chject

Group and Objects +

1-RD Departrment
2-Financial Dept.
3-HR Department

To set the IP address manually, please choose Any Address/Single
Address/Range Address/Subnet Address as the Address Type
and type them in this dialog. In addition, if you want to use the IP
range from defined groups or objects, please choose Group and
Objects as the Address Type.

Graup and Ohjects +

Any Address
Single Address
Fange Address
|Subnet Addre

From the IP Group drop down list, choose the one that you want
to apply. Or use the IP Object drop down list to choose the object

that you want.

Click Edit to access into the following dialog to choose a suitable
service type.

3 hitp:/f192.168.1.1 - Sexvice Type Edit - Microsoft Internet Explorer

Service Type Edit
Service Type

Protocol

Source Port
Destination Part
Service Group

or Service Object
or Service Object

or Service Object

Group and Objects +

To set the service type manually, please choose User defined as
the Service Type and type them in this dialog. In addition, if you
want to use the service type from defined groups or objects, please
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Fragments

Filter

Branch to other Filter
Set

CodePage

choose Group and Objects as the Service Type.
User defined W

User dafired
Group and Ohjects

Protocol - Specify the protocol(s) which this filter rule will apply to.
Source/Destination Port -

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a range
for the port and available for this service type.

(1=) — when the first and last value are the same, it indicates all
the ports except the port defined here; when the first and last
values are different, it indicates that all the ports except the range
defined here are available for this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Service Group/Object - Use the drop down list to choose the one
that you want.

Specify the action for fragmented packets. And it is used for Data
Filter only.

Don’t care -No action will be taken towards fragmented packets.
Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be dropped
immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed through.

If the packet matches the filter rule, the next filter rule will branch
to the specified filter set. Select next filter rule to branch from the
drop-down menu. Be aware that the router will apply the
specified filter rule for ever and will not return to previous filter
rule any more.

This function is used to compare the characters among different
languages. Choose correct codepage can help the system obtaining
correct ASCII after decoding data from URL and enhance the
correctness of URL Content Filter. The default value for this
setting is ANSI 1252 Latin 1. If you do not choose any codepage,
no decoding job of URL will be processed. Please use the
drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage, please
open Syslog. From Codepage Information of Setup dialog, you will
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IM/P2P

URL Content Filter

Web Content Filter

Anti-Virus

Anti-Intrusion

Anti-Spam
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WAN Tnformation -
J192.168.1.1 nformation

WANL IP (Fixed)

I WigorProS300 seties
I 172,16,2.213

L& Stakus
[ Ti Packets R¥ Packets WANZ TP (Fixed)

| 25453 | 15285 |

Tool Setup | Telnet Read-out Setun Codepage Information I

Codepage To Select
Windows Version: 5.01 2600
RECOMMENDED CODEPAGE:

950 (ANSIAOEM - Traditional Chinese Bigh)
00al:21 0026 Fe 00a9:63 00a:61 00ad:2d O0se:52 00b2:32 00b3:33 00b3:31 O0ba:ai

Select a CSM profile for global IM/P2P application blocking. All
the hosts in LAN must follow the standard configured in the
CSM profile selected here. For detailed information, refer to the
section of CSM profile setup. For troubleshooting needs, you can
specify to record information for IM/P2P by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the URL Content Filter profile settings (created in
CSM>> URL Content Filter) for applying with this router. Please
set at least one profile for choosing in CSM>> URL Content
Filter web page first. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the Web Content Filter profile settings (created in
CSM>> Web Content Filter) for applying with this router. Please
set at least one profile for anti-virus in CSM>> Web Content
Filter web page first. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the anti-virus profile settings (created in
Anti-Virus>>Profile Setting) for applying with this router. Please
set at least one profile for anti-virus in Anti-Virus-> Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Virus by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Check the Enable box to invoke anti-intrusion filter function. For
troubleshooting needs, you can specify to record information for
Anti-Intrusion by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Select one of the anti-spam profile settings (created in
Anti-Spam>>Profile Setting) for applying with this router. Please
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set at least one profile for anti-spam in Anti-Spam>>Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Spam by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even
link them in a serial manner. Each filter set is composed by 7 filter rules, which can be
further defined. After that, in General Setup you may specify one set for call filter and one
set for data filter to execute first.
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3.6.4 DoS Defense

As a sub-functionality of

IP Filter/Firewall, there are 15 types of detect/defense function in

the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

DoS defense Setup
[ Enable DoS Defense
Enable S¥M flood defense

Enable UDP flood defense

Enable ICMP flood defense

Enable Port Scan detection
Block IP options

Block Land

Block Smurf

Block trace route

Block S¥M fragment

Block Fraggle Attack

Threshold packets / sec
Timeout SEC
Threshold packets / sec
Timeout SEC
Threshold packets / sec
Timeout SEC
Threshold packets / sec

Block TCP flag scan
Block Tear Drop
Block Ping of Death
Block ICMP fragment

Block UnknownProtocol

[

oK | [clearal | [ cancel |

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

Enable PortScan
detection

VigorPro5300 Series User's Guide

Check the box to activate the DoS Defense Functionality.

Check the box to activate the SYN flood defense function. Once
detecting the Threshold of the TCP SYN packets from the
Internet has exceeded the defined value, the Vigor router will start
to randomly discard the subsequent TCP SYN packets for a
period defined in Timeout. The goal for this is prevent the TCP
SYN packets’ attempt to exhaust the limited-resource of Vigor
router. By default, the threshold and timeout values are set to 50
packets per second and 10 seconds, respectively.

Check the box to activate the UDP flood defense function. Once
detecting the Threshold of the UDP packets from the Internet has
exceeded the defined value, the Vigor router will start to
randomly discard the subsequent UDP packets for a period
defined in Timeout. The default setting for threshold and timeout
are 150 packets per second and 10 seconds, respectively.

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the Threshold
of ICMP packets from Internet has exceeded the defined value, the
router will discard the ICMP echo requests coming from the
Internet. The default setting for threshold and timeout are 50
packets per second and 10 seconds, respectively.

Port Scan attacks the Vigor router by sending lots of packets to
many ports in an attempt to find ignorant services would respond.
Check the box to activate the Port Scan detection. Whenever
detecting this malicious exploration behavior by monitoring the
port-scanning Threshold rate, the Vigor router will send out a
warning. By default, the Vigor router sets the threshold as 150
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Block IP options

Block Land

Block Smurf
Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP Fragment

Block Unknown
Protocol

packets per second.

Check the box to activate the Block IP options function. The Vigor
router will ignore any IP packets with IP option field in the
datagram header. The reason for limitation is IP option appears to
be a vulnerability of the security for the LAN because it will carry
significant information, such as security, TCC (closed user group)
parameters, a series of Internet addresses, routing messages...etc.
An eavesdropper outside might learn the details of your private
networks.

Check the box to enforce the Vigor router to defense the Land
attacks. The Land attack combines the SYN attack technology with
IP spoofing. A Land attack occurs when an attacker sends spoofed
SYN packets with the identical source and destination addresses, as
well as the port number to victims.

Check the box to activate the Block Smurf function. The Vigor
router will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router not to forward any trace
route packets.

Check the box to activate the Block SYN fragment function. The
Vigor router will drop any packets having SYN flag and more
fragment bit set.

Check the box to activate the Block fraggle Attack function. Any
broadcast UDP packets received from the Internet is blocked.
Activating the DoS/DDoS defense functionality might block some
legal packets. For example, when you activate the fraggle attack
defense, all broadcast UDP packets coming from the Internet are
blocked. Therefore, the RIP packets from the Internet might be
dropped.

Check the box to activate the Block TCP flag scan function. Any
TCP packet with anomaly flag setting is dropped. Those scanning
activities include no flag scan, FIN without ACK scan, SYN FINscan,
Xmas scan and full Xmas scan.

Check the box to activate the Block Tear Drop function. Many
machines may crash when receiving ICMP datagrams (packets) that
exceed the maximum length. To avoid this type of attack, the Vigor
router is designed to be capable of discarding any fragmented ICMP
packets with a length greater than 1024 octets.

Check the box to activate the Block Ping of Death function. This
attack involves the perpetrator sending overlapping packets to the
target hosts so that those target hosts will hang once they
re-construct the packets. The Vigor routers will block any packets
realizing this attacking activity.

Check the box to activate the Block ICMP fragment function. Any
ICMP packets with more fragment bit set are dropped.

Check the box to activate the Block Unknown Protocol function.
Individual IP packet has a protocol field in the datagram header to
indicate the protocol type running over the upper layer. However,
the protocol types greater than 100 are reserved and undefined at
this time. Therefore, the router should have ability to detect and
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Warning Messages
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reject this kind of packets.

We provide Syslog function for user to retrieve message from Vigor

router. The user, as a Syslog Server, shall receive the report sending
from Vigor router which is a Syslog Client.

All the warning messages related to DoS defense will be sent to user
and user can review it through Syslog daemon. Look for the

keyword DoS in the message, followed by a name to indicate what
kind of attacks is detected.

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail alert Setup

SyslLog Access Setup Mail Alert Setup

[FEnable Enable
Server IP Address l:l SMTR Server l:l
Destination Part Mail To l:l
Enable syslog message: Return-Path l:l
Firewall Log [ authentication
VPN Log User Mame l:l
User Access Log
Call Log Passwaord |:|
WAN Log

Router/DSL information

QK ] [ Clear ] [ Cancel

/1] DrayTek Syslog

Controls

E D |§ |j @ Getwisy TP (Ficed) T# Packets

R Rate
Wigor 3100 series Dt Bis | | 7 | 3
LAM Skatus
Tx Packets R Packets AR TP (Fixed) FX Packets T¥ Rate
[ 931 | 1182 | | [ | [

Fivewall Log |VPN Log | User Access Log | Call Log | WAN Log | Budget Log | Network Infomation | Wet State

Time Host  Memage

Jan 1000042 Vigor Dof sm_flood Block(10s) 192 165 1.115,10605 -» 192 168 1.1,23 PR 6(tep) len 20 40 -3 3943751
Tam 1 0000:34 Vigor Do iomp_tflood Blockil () 192 168.1.115 -» 192.168.1.1 PR 1 (iomp) len 20 60 izmp 048

% *
ADSL Status
Mode State Up Speed Down Speed SMR. Margin Loop Att
RS HANDSHAKE [ [ [ | oo [
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3.7 Defense Configuration
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This menu allows you to set profiles for, activate, upgrade the service of
Anti-Intrusion/Anti-Virus/Anti-Spam in your system.

Defense Configuration

b Anti-Intrusion
b Basic Setup
b Advanced Setup
b Anti-birus
b Profile Setting
B irus List
b File Pattern List
b Anti-Spam
b Activation
B Signature Upgrade
b Status

3.7.1 Anti-Intrusion

Anti-Intrusion allows you to prevent the intrusion from hackers while accessing into Internet.
It can detect the intrusion and execute basic defense.

There are more than 200 basic rules for anti-intrusion and anti-virus for this router. To
acquire more rules for anti-intrusion, it is suggested for you to register your router by
entering www.vigorpro.com. When you finished the registration, you can get and activate a
wide range of anti-intrusion rules from the website. In addition, you will be allowed to
download/update new rules (if they are released) from the websites lately (during the valid
time of the license key you purchased) after completing the registration.

You are allowed to use trial version with anti-intrusion and anti-virus features for 30 days
after you register for the router. And you will be noticed with an e-mail while it is going to
expire.

3.7.1.1 Basic Setup

Basic Setup page lets you to enable the anti-intrusion service and choose the suitable level
for the detection.
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Defense Configuration == Anti-Intrusion == Basic Setup

Anti-Intrusion Control Setup

[ Signature Yersion : basic ]

Enable Anti-Intrusion Service: Intrusion detection of the hacker is made effective
Sensitiveness of intrusion detection:

(® High Security: Matching all rules

O Medium Security: Matching high and medium severity rules

O Low Security: Matching high severity rules

Action's "default" processing at time of intrusion detection:

(® Enahle Pass processing

O Enahble Disallow processing

(O Enable Reset processing

Naote : If wou want to email alert or syslog, please setup on the SysLog/Mail Alert Setup page. If you
need more infarmation, please enter  Advanced Setup

Anti-Intrusion Control
Setup

Enable Anti-Intrusion
Service

High Security

Medium Security

Low Security

Enable Pass processing

Enable Disallow processing
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[ OK ] [ Cancel l

This field will display the signature version of this router.
The default signature version is “basic”. In this version, you
can modify the settings for Anti-Intrusion rules in Defense
Configuration>>Anti-Intrusion >>Advanced Setup page.
However, if you restart/reset the router, all the modified
configurations for the rules will not be available and return to
the default settings. Except “basic”, the modified
configurations for other signature versions are available all
the time after you saved them in Defense
Configuration>>Anti-Intrusion >>Advanced Setup page.

Check this box to enable the anti-intrusion function.

Click this radio button to activate the anti-intrusion service
with overall detecting conditions. That is, the router will
detect and block the incoming/outgoing packets which match
all the severity rules, including high, medium and low. The
degree of severity for each rule is defined in Advance Setup.

Click this radio button to activate the anti-intrusion service
with medium detecting conditions. That is, the router will
detect and block the incoming/outgoing packets which match
the highest and medium severity rules. The degree of severity
for each rule is defined in Advance Setup.

Click this radio button to activate the anti-intrusion service
with minimum detecting conditions. That is, the router will
detect and block the incoming/outgoing packets which match
the highest severity rules. The degree of severity for each rule
is defined in Advanced Setup.

Click this radio button to detect if there is any intrusion
occurrence for your reference. The system will not do any
advanced action for such condition.

Click this radio button to block the incoming/outgoing packets
with possible intrusion actions transmitting through the router.
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Enable Reset procession Click this radio button to break down the communication
between your computer and specific link which might have
intrusion actions.

3.7.1.2 Advanced Setup

This page lists all the available types and allows you to adjust the rule setting for each type.
The rules will be applied by the options chosen in the page of Defense
Configuration>>Anti-Intrusion>>Basic Setup for Anti-Intrusion.

Defense Configuration == Anti-lntrusion >> Advanced Setup

Anti-Intrusion Type Setup SID/NAME:
BO (2} Web-CGl (3)

DDoS/DoS (4) Web-Client (1)

Exploit (47) Web IS {6}

ICMP (12} Web-Misc (&)

IWorm (16) Web-PHP (0}

IRC (D) Latest (D)

Malware (41}

Misc (3)

RPC (&)

Scan (5}

SOLnject (0)

Tunnel {0}

SID/Name To find the specific type of anti-intrusion, you can type its

SID number or name in this field if you know, and then click
Search. The system will locate that type for you.

Search It can help the user to find out specific anti-intrusion rule
quickly.
Type links Click any anti-intrusion type link to access into next page for

configuring the rules settings. Here we provide several rules
for each type. The factory types and rules for anti-intrusion are
shown in this page. If you want to acquire more types and
rules, please go to www.vigorpro.com and finish the
registration work. Later, the wide range of anti-intrusion types
will be added into this page.

After you click any one of type links, you can access into the rules setup page for activating
rules. We take the type of BO as an example. Below is the rules setup page for BO type.

For the detailed information about the full name, meaning of each rule and/or type, you can
click the name link list on the Anti-Intrusion Rules Setup page to connect VigorPro webpage
for viewing.
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Defense Configuration => Anti-Intrusion >> Advanced Setup

Anti-Intrusion Rules Setup

Enable

Format String %n%n%n%n

O
O
O
[l
L]
[
]
[

Enable
SID

Name

Severity

Log

Action

Page
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pagell /1

. Action
SID |Severity| Log -
Pass Disallow Reset Default

1336 M C | O o | @

SHELL CODE MIPS Ultrix NOOP 1467 L iy O O ®

n]

oo o o o oo

[ Ok ] [ Cancel ]

Check to enable this rule. If you uncheck this box, the
corresponding settings for the rule will not be executed.

The number for each anti-intrusion rule is displayed in this
field.

A brief description name for the anti-intrusion rule is shown in
this field. Click the name link to access into VigorPro website
for checking the detailed information for the specified anti-
intrusion.

It means the degree of the influence for this type to the
computer, machine, network and environment.

H: representing that this type will cause severest affection
which must crash/destroy your computer.

M: representing that this type will cause severer affection
which might crash your computer.

L: representing that this type will cause small affection which
might not crash your computer.

In order to show the detection log with such rule on the
window of Draytek Syslog, you have to check the log box
here and enable the SysLog Access Setup from System
Maintenance >> Syslog/Mail Alert.

Pass - Click this radio button to detect if there is any intrusion
occurrence for your reference. The system will not do any
advanced action for such condition.

Disallow - Click this radio button to block the
incoming/outgoing packets with possible intrusion actions
transmitting through the router.

Reset - Click this radio button to break down the
communication between your computer and specific link
which might have intrusion actions.

Default - Click this radio button to execute the anti-intrusion
detection according to the setting that you set in Basic Setup.

Type the page number in this field (if there is more than one
page of anti-virus detail view displayed on this page). Then
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click Go to the specified page. Or you can click />, >> << or
> /button on the right side of the Go button to access to the
home/previous/next/end page.

3.7.2 Anti-Virus

Vigor router can offer basic virus scanning, destroying and cut off the connection between
questionable link and your computer for the files transmitted through specified protocol. In
addition, several types of compressed file formats such as .zip, .gzip, .bzip2 are supported
and can be scanned with this router. There is no limitation in the file size for the transmitted
(incoming or outgoing) file. With this feature, all the files processed with the protocol
specified in Anti-Virus web page will be scanned for finding out virus while passing through
the router.

Note: Files with six-layer compression (the files are compressed with six times) also can
be scanned by this router.

3.7.2.1 Profile Setting

This page allows you to set eight profiles for anti-virus scanning. These profiles can be
invoked through firewall configuration. It is recommended to build one profile at least. Thus
you will have selectable anti-virus profile setting in Firewall->General Setup.

Defense Configuration >> Anti-Virus >> Profile Setting

Anti-¥irus Profile Table [Signature Yersion: basic] | Setto Factory Default |
Profile Name Profile Name
1 3.
2 6.
3k L
4. 8.

Administration Message (Max 255 characters)

No wirus found in this incoming e-mail.
Scanhed by DrayTek VigorPro UTH.

Note: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page. For
moare information, please visit the Virus List page.

The Administration Message box allows you to fill in important notification directly for
SMTP and POP3 protocols. It will be saved as a file. While receiving an e-mail, the user will
receive an attached file with the content listed in this box.

To edit a profile setting, please click the number link under Profile. You can see the
following screen. You can check the boxes listed below for different operation respectively.
If you uncheck this box, the corresponding settings for the protocol will not be performed.
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Defense Configuration => Anti-Virus == Profile Setting

Profile Index : 1

Operation/Protocol

Action
Enable Wirus Scan

Enable Log

Detect Macro Attachment
Detect Encrypted Zipped Files

Detect Suspicious Compression

Append Message

File Filter

Block Fragmented Mail

Block Multiple Sessions Download

Profile Marme:

SMTP POP3 IMAP HTTP FTP

O O O O O

Mote: If the document file is generated by Microsoft Office 97 or earlier version, we advise you to
enable Detect Macro Attachment function.

Profile Name

Protocol

Action

Enable Virus Scan

Enable Log
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[ DK ] [ Cancel ]

Type a name for the profile.

Currently, only the files transmitted through the protocols
listed in this page including SMTP, POP3, IMAP, HTTP
and FTP will be scanned by this router.

Choose the action that you want to apply to the protocols of
each operation.

Action Fass w

Pass - Detect if there is any virus for your reference. The
system will not do any advanced action for such condition.
Destroy- Destroy the infected file found by the router system.
Reset - Break down the communication between your
computer and specific link which might have virus included.

Check this box to enable the general virus scan procedure for
different protocols.

In order to show the virus detection log on the window of
Draytek Syslog, you have to check the log box here and
enable the SysLog Access Setup from System Maintenance
>> Syslog/Mail Alert.
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Detect Macro Attachment

Detect Encrypted Zipped
Files

Detect Suspicious
Compression

Append Message

File Filter

Block Fragmented Mail

Block Multiple Sessions
Download

3.7.2.2 Virus List

SysLog / Mail Alert Setup
SysLog Access Setup

Server IP Address

Destination Port 514
Enable syslog message:

Firewall Log

VAN Log

User sccess Lag

Call Log

wWaN Log

Router/DSL information

The file with macro attachment will be passed/destroyed/reset
under different protocols. The system will detect it
automatically if you set corresponding configuration here.

The file zipped with encryption will be detected and then be
passed/destroyed/reset according to the configuration set
here.

The file with suspicious or non-support compression format
will be detected and then be passed/destroyed/reset according
to the configuration set here.

This function is available for SMTP and POP3 protocols. If
you check it, the message typed under the box of
Administration Message will be sent out with e-mail.

Click this link to open Defense Configuration>>Anti-Virus
>>File Pattern List for viewing current settings.

The file with fragmentations will be passed/destroyed/reset
under different protocols. The router cannot execute the
scanning job for some mail fragmentation if you check the
boxes here.

The file with multiple sessions which are created by HTTP
will be detected and then be passed/destroyed/reset according
to the configuration set here.

This page displays the virus list ordered by digits (0-9) and letters (A-Z). Each number after
the letter link indicates the total types of the virus collected.

Defense Configuration >> Anti-Virus => Virus List

Anti-Virus List Overview

0.9 (0)
A-B (16)
£-D (1)
E-F (2)
G-H (0)
1-J (2)
KoL (4)

SID/NAME:

M-N (31)
0-P (2)
O-R (2)
S-T (21)
-V (D)
WX (D)
X-Z (1)
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SID/NAME To find the specific type of anti-virus, you can type its SID
number or name in this field if you know, and then click
Search. The system will locate that rule for you.

Search Click this button to find out all the virus rules related to the
SID/NAME that you entered. The page of the searching result
will be shown as the following picture.

Defense Configuration >> Anti-Virus >> Virus List

Anti-¥irus Search Result

Name SID
Bagle.AC 21593
Bagle.AF 22361
Bagle.AG 22417
Bagle.BL 24198
Bagle.BY-2 26403
Bagle.B7.1 35496
Bagle.B7.2 35497
Bagle.CB 35682
Bagle.CD-1 2E6EE
Bagle.CD-2 2E6E7

Click each name link to check the detailed information of the
anti-virus rule.
Detailed View for Anti-Virus

From the fourteen types of anti-virus list, click any one of them to access into next page. The
detailed view list for anti-virus rule will be shown as below.

Defense Configuration == Anti-Virus >> Virus List

Anti-Virus Detail View Page:| /1
NAME SID NAME SID
Bagle.AC 21593 Bagle.Gen-9 35683
Bagle.AF 22361 Bagle.Z 21339
Bagle.AG 22417 Blaster.A 18056
Bagle.BL 34196 BugBear.B 18078
Bagle.BY-2 35493 0
Bagle.B7-1 35496 0
Bagle.B7-2 35497 0
Bagle.CB 35682 ]
Bagle.CD-1 35686 0
Bagle.CD-2 35687 0
Bagle.Gen-2 22985 0
Bagle.Gen-7 35505 ]
NAME A brief description name for the anti-virus rule is shown in

this field. Click the name link to access into VigorPro website
for checking the detailed information for the specified

anti-virus.
SID The number for each anti-virus rule is displayed in this field.
Page Type the page number in this field (if there is more than one

page of anti-virus detail view displayed on this page). Then
click Go to the specified page. Or you can click />, >> << or
> /button on the right side of the Go button to access to the
home/previous/next/end page.
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3.7.2.3 File Pattern List

To avoid confidential file being leaked out by someone else through network and cause
severe consequence, you can specify the file name in this page and determine to destroy or
scan or pass it while the file passes through the router.

To activate the File Patter List, you have to set one Anti-Virus profile on Defense
Configuration>>Anti-Virus>>Profile Setting. Also you can specify file names without
virus appended to be ignored by anti-virus server to improve the performance.

File Filter
Block Fragmented Mail I ¥ O
Block Multiple Sessions Download O

[ [a]24 ] [ Cancel ]

This page allows you to set 32 entries (rules) of file names to be filtered by the router. In
such case, the file format is ignored. The router will destroy, scan or non-scan the specified
filename according to the configuration that you set here.

Below is the page of File Pattern List. The priority of each entry is determined by the index
number. That is, the entry of Index 1 has the highest priority in file name filtering; the entry
of Index 32 has the lowest priority in filtering.

Defense Configuration == Anti-Virus >> File Pattern List

File Pattern List:

Default Action: | Scan hd | Setto Factory Default |
Index Action Name Move Up Move Down
1. Scan o Down
=, Scan A4 up Down
3. Scan A up Down
4, Scan A4 up Down
E. Scan A up Down
G, Scan A up Down
7. Scan A4 up Down
z. Scan A up Down

[ Destray the file if the file name is over length (Max 76 characters),

[ Enable Default Action's SysLog / Mail &lert,

<< 18 | 946 | 1724 | 2532 == Next ==
[ Ok ] [ Cancel ]

Default Action Choose one of the actions (Scan, Non-Scan, Destroy) as the
default action if the filename for one file does not meet the
conditions configured in these thirty-two entries.

Action Choose the action that you want to apply to the protocols of
each operation.
Destroy- Destroy the file with name specified here which is
found by the router system.
Non-Scan —The file will not be scanned and will not be
processed by using general rules set in Anti-Virus profile.
Scan — Just scan the file with name specified here which is
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found by the router system, and be processed by using general
rules set in Anti-Virus profile.

Name Enter the keyword of the file that you want to filter. The
maximum character is 30. And the name is case-sensitive.

Move Up/Down Press OK to ensure the name you typed and then use Up or
Down link to move the order of the file pattern entry.

Destroy the file if the file  Check this box to destroy the file with filename over 76
name is over length characters.

Enable Syslog/Mail Alert  Check this box to have Syslog/Mail Alert list the information
for Default Action for default action.

Click OK to finish the page configuration.

3.7.3 Anti-Spam

Many people suffer with unwanted mails coming from everywhere. Such device offers a
mechanism, named Anti-Spam, to do basic scanning for filtering unnecessary mails and
sorting the mails.

To activate function of Anti-Spam, you have to configure profile(s) for your computer
first. Please open Defense Configuration>>Anti- Spam menu to access into the following
page. There are sixteen profiles provided by this system for you to define.

Defense Configuration == Anti-Spam >> Profile Setting

Anti-Spam Profile Table | Setto Factory Default |

Profile Name Profile Name

BN e e
 — —  — — —  — —
FREEFERER L

Profile (1 ~16) There are sixteen profiles provided for you to define. Simply
click the number link under Profile, the setting page for that
number will be open for you to configure.

Name List the name for the profile setting.

3.7.3.1 Profile Setting

Simply click number under Profile item. The detailed page will be shown right away. The
following graphic is the web page for the profile marked with number 1.
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Defense Configuration == Anti-Spam => Profile Setting

Profile Index : 1 Profile Name: |spam-1

Choose Protocol to Scan Spam [ Lag all Mail Events
SMTP POP3

Select an Action for Each Category

Category Action Log Message{Max 30 characters)
Spam Pass v
Bulk Pass v
Enable Black/White List O Log Matched Events

Priority Selection |Pass First &

Destroy Tag Message(Max 30 characters) [fighting

Action Group/fObject Selections
Sender Destroy «
Receiver Pass ¥
Subject Pass
Choose Action for System Timeout or Network Problem
Action Log Message{Max 30 characters)
System Fail Pass v il
[ 0K ] [ Clear ] [ Cancel ]
Profile Name Type a name for such profile setting.

Choose Protocol to Scan Spam files usually come with protocol of SMTP or POP3.

Spam Please check the box that you want to avoid. It would be
better to check both protocols. In addition, you can check
Log All Mail Events to send record of all mail events to

syslog.
Select an Action for Each  Mails would be judged and categorized into Spam, Bulk or
Category normal mails. For the one that is confirmed as spam will be

processed with the rule of Spam; and the one that is
probably spam will be processed with the rule of Bulk.
Please set different process action for Spam and Bulk
respectively.

Pass - Choose this action to make all mails passing
through.

Tag - Choose this action to make all mails be tagged with
certain words for you to identify easily. For example, type
“SPAM” on the box of Message. If the subject of some mail
is “license page” and it is judged as spam, then it will be
shown as “***SPAM*** license page” in your mail box.
Such tag can help users to identify which mail is useful or
useless quickly.
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Enable Black and White
List

Choose Action for System
Timeout or Network
Problem
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Check this box to enable black and white list settings.
Priority Selection - Choose Pass First for passing the
mails matching with Black and White List first, or choose
Destroy First for destroying the content of mail matching
with Black and White List first.

Priority Selection | Destroy First »

Log Matched Events - Check this box to record all the
matched events of mails on Syslog.

Destroy Tag Message (Max 30 characters) - Type the
character(s) as a tag for destroying.

Action - Determines the action (Pass or Destroy) for the
emails coming from the sender, or for the emails sending out
from the receiver, or for the subject with the keyword
selected here.

Action
Sender Destroy +
Fecelver
Subject Pass +

Group/Object Selections - Choose a suitable group or
object for passing or blocking. Click Edit to open the
following dialog. The keyword/group that you have set on
Object Settings>>Keyword Object/ Object
Settings>>Keyword Group will be displayed here for you
to choose.

3 hitp:/1192 168_1.1 - GroupfObject Edit - Microsoft Internet Explorer

Group/Object Edit

Keyword Group Mone »
or Keyward Group Mong »
or Keyword Object 1-Keyword-1 v

or Keyword Object

oK | Close |

When the system fails due to system timeout or network
problem, you can specify specific action (Pass or Tag) for
the system to execute immediately.

Pass - Choose this action to make all mails passing
through.

Tag - Choose this action to make all mails be tagged with
certain words for you to identify easily. For example, type
“timeout” on the box of Message. Then all the mails sending
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to your e-mail box at system timeout will be marked with
“xxExtimeout***” before the subjects of the mails. Later,
these mails cab be identified easily and categorized
manually.

Action

Pags

Log - Check the box to have the process record stated on
Syslog.

Message - Type words which will be placed before the subject
of mail and help you to identify.

Clear Delete the settings configured above and reset to default
settings.

Cancel Delete the settings configured above and return to previous
page.

Click OK to finish the page configuration.
3.7.4 Activation Anti-Intrusion/Anti-Virus/Anti-Spam Service

After you have finished the profile settings, it is the time to activate the mechanism for your
computer. Click Defense Configuration>>Activation to open the following page for
accessing www.vigorpro.com.

Defense Configuration == Activation

Anti-Intrusion/ Anti-¥irus License
[Status: Mot Activated]

Service Activation Activate

Anti-Intrusion/anti-Yirus Authentication Message

Anti-Spam License
[Status:rMot Activated]

Service Activation Activate

Anti-Spam Authentication Message

Anti3pam service not activate Z2000-01-01 00:05:18

Mote: If you want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
Service Activation The Activate link brings you accessing into www.vigorpro.com to
finish the activation of the account and the router.

Anti-Intrusion/Anti-  As for authentication information of Anti-Intrusion/Anti-Virus,
Virus Authentication the process of authenticating will be displayed on this field for your
Message reference.
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Anti-Spam As for authentication information of Anti-Spam, the process of
Authentication authenticating will be displayed on this field for your reference.
Message

3.7.5 Signature Upgrade

You can get the most updated signature from DrayTek’s server if the license key of
anti-virus/anti-intrusion for the VigorPro5300 is not expired. Before you upgrade the
signature, please check the validation information either from WEB user interface of
VigorPro5300 or account information from www.vigorpro.com.

Defense Configuration >> Signature Upgrade

Signature Upgrade Setting

Signature Yersion : basic

Signature Build Date : Tue Aug 29 09:16:25.00 2006

Setup download server auto-selected find more
Setup query server auto-selected find more

Signature authentication/download message:

Upgrade Manually Irport ] [ Backup l [ Download Maw Il

Upgrade Automatically
Oscheduled Update

Every: {hour) {minutes after the hour)

Daily: {hour) {minute)

Weekly: {day) {hour} (minute)
[ Ok ] [ Cancel ]

Signature Upgrade It displays the signature version for your reference. There are three
Setting levels for the signature:
basic — If you did not register and activate your account, you can
just own the default 200 (or more) anti-intrusion and anti-virus
rules for your router.

DT-DT/DT-KL_XXXXXX - If you have registered and activated
your Al/AV account, and downloaded the newest rules from
www.vigorpro.com, you can see DT-DT/DT-KL in this field that
means you have obtained the latest signature information.

Setup download The default setting is auto-selected. You can change the setting if it
server/Setup query s required to be. Click the find more link to get more information.
server
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Please choose a download server | query server of the continent that your router is

located.

Zone Name Download Server Query Server
Africa wiAAn ViQOFRFD. COrm R Wi OFRIFD. SO

Arnerica wiRA Vi OFRFD. COrm R Wi OFRIFD. SO

Asia Wi VI OFRED. COmm W VI OPRTD. COrm

Europe Wi VI OFRED. COmm W VI OPRTD. COrm

Oceania Wi VI OFRED. COmm W VI OPRTD. COrm

The Antarctic Wi VI OFRED. COmm W VI OPRTD. COrm

Signature It displays the message of signature authentication or download

authentication/downl procedure.
oad message

Upgrade Manually  The buttons in this field are only available when you finished the
registration and activation for new account and your router. If not,
these buttons do not have any effect even if you click them.

Import — You can import a saved file to manually upgrade the
signature. Click Browse to choose the right file with .sig file format.
Next, click Upgrade.

System Maintenance >> Signature Upgrade

signature Upgrade Manually [ Signature Version @ basic ]

Upgrade Signature

Select a signature file,

Click Upgrade to upload the file,

Backup - You can backup current signature information with the
filename vigorpro.sig.

Download Now!!! — This button will download newly update
anti-intrusion and anti-virus from VigorPro website. While
downloading the file, a progress bar will be shown as follows.

Ssighature Upgrade Setting

Sighature Version : basic

Signature Build Date Tue Aug 29 09:16:25,00 2006

Setup download server auto-selected find more
Setup query server auto-selected find more

Signature download progress: 4% [T

Signature authentication/download message:

Upgrade Manually [ Import ] [ Backup ] [ Download Mo 1l

After downloading is finished, the signature version will be
upgraded and displayed on the web page.
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Ignature gpgrade Secting
ignature Yersion : DT-DT_1_61_5_4
ignature Build Date : Tue &ug 29 09:16:25.00 2008

Setup download server auto-selected find more

Setup query server auto-selected find more

Signature authentication/download message:
Load signature successful, 2Z007-06-06 07:13:43

Upgrade Manually [ Frpart | Backup | [ Download Naw Il
Upgrade Specify certain time for executing the upgrade automatically.
Automatically Remember to check the Schedule Update box to activate the time
settings.

Every — It means the downloading procedure will be executed
automatically whenever passing through the time (hours and
minutes) that you set here.

Daily - It means the downloading procedure will be automatically
executed every day at the time (hours and minutes) that you set
here.

Weekly - It means the downloading procedure will be
automatically executed at the time (hours and minutes) that you set
here every week.

Upgrade Automatically
Scheduled Update

@ Every: 1 ¥ houry ao ¥ [rminutes after the hour)
O Daily: a ¥ (houry o ¥ (minute)
O weskly: Sunday ¥ (day) a ¥ |chour) oo ¥ (minute)

3.7.6 Status

This field will shows the status for the license, start date and expire date for
Anti-Intrusion/Anti-Virus and Anti-Spam services. If your account or router is still not
activated, the word Not Activated will be displayed here to inform you. Below is a sample
page with valid license.

Defense Configuration >> Status

Anti-Intrusion/Anti-Virus License
[Status:Mot Activated]

Signature Yersion : basic Signature Build Date @ Tue Aug 29 09:16:25.00 2008
Current Download Server @ auto-selected Current Query Server @ auto-selected

Signature Authentication/Download Message for aAnti-Intrusions/anti-Yirus:

Anti-Spam License
[Status:Mot Activated]
Authentication Message for Anti-Spam

Antilpsm service not actiwvate Z000-01-01 00:00:23
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3.8 Bandwidth Management
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Below shows the menu items for Bandwidth Management.

Bandwidth Management

b Sessions Limit
b Bandwidth Lirmit

b Cluality of Sernvice

3.8.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

Sessions Limit

O Enable @ Disable

Default Max Sessions: 100

Limitation List

Index Start IP

Specific Limitation

Start IP:

Maximurm Sessions:

Time Schedule

Index{1-15% in Schedule Setup:

End IF Hax Sessions

End IP:

[(Aadd ] [ Delete |

MNote: Action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session

limit.
Enable
Disable

Default session limit

Limitation List

Start IP
End IP

Click this button to activate the function of limit session.
Click this button to close the function of limit session.

Defines the default session number used for each computer in
LAN.

Displays a list of specific limitations that you set on this web
page.
Defines the start IP address for limit session.

Defines the end IP address for limit session.
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Maximum Number

Add
Edit
Delete

Index (1-15) in Schedule
Setup

3.8.2 Bandwidth Limit

Defines the available session number for each host in the
specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index.

Adds the specific session limitation onto the list above.
Allows you to edit the settings for the selected limitation.
Delete the selected settings existing on the limitation list.

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application —
Schedule web page and you can use the number that you have
set in that web page.

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management >> Bandwidth Limit

Bandwidth Limit

O Enable @ Disable

Default T¥ Limit: [200 Khps  Default RX Limit; |00 Khps
Limitation List

Index Start IP End IF TX limit BRX limit

Specific Limitation

Start IF:

T Limit: kbps

Time Schedule

Index(1-15) in Schedule Setup:

End IP:
R Limit: kbps

MNote: action and Idle Timeout settings will be ignored.

To activate the function of limit bandwidth, simply click Enable and set the default upstream

and downstream limit.
Enable

Disable

Default TX limit

Default RX limit
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Click this button to activate the function of limit bandwidth.
Click this button to close the function of limit bandwidth.

Define the default speed of the upstream for each computer in
LAN.

Define the default speed of the downstream for each computer
in LAN.
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Limitation List Display a list of specific limitations that you set on this web

page.

Start IP Define the start IP address for limit bandwidth.

End IP Define the end IP address for limit bandwidth.

TX limit Define the limitation for the speed of the upstream. If you do

not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

RX limit Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

Add Add the specific speed limitation onto the list above.
Edit Allows you to edit the settings for the selected limitation.
Delete Delete the selected settings existing on the limitation list.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.

Setup All the schedules can be set previously in Application —
Schedule web page and you can use the number that you
have set in that web page.

3.8.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive
the service levels required and sufficient bandwidth to meet performance expectations is
indeed one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase
their transmission rate and consume all available bandwidth, which is called TCP slow start.
If other applications are not protected by QoS, it will detract much from their performance in
the overcrowded network. This is especially essential to those are low tolerant of loss, delay
or jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of
interconnected circuits mismatch or traffic aggregates, packets will queue up and traffic can
be throttled back to a lower speed. If there’s no defined priority to specify which packets
should be discarded (or in another term “dropped”) from an overflowing queue, packets of
sensitive applications mentioned above might be the ones to drop off. How this will affect
application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
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In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain
owners to define the service level provided toward traffic from different domains. Then each
DS node in these domains will perform the priority treatment. This is called
per-hop-behavior (PHB). The definition of PHB includes Expedited Forwarding (EF),
Assured Forwarding (AF), and Best Effort (BE). AF defines the four classes of delivery (or
forwarding) classes and three levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

[LQN class 2 SLA SLA
(medium drop)

Private Network DS domain 1 DS domain 2

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management == Guality of Service

General Setup

. . Class Class Class UDF!
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control

WANL Disable 10000Kbps/10000Kbps 25%  25% 25% 25% Inactive Setup
WaNZ Disable 10000Kbps/10000Kbps 25% 25% 25% 25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

This page displays the QoS settings result of the WAN interface. Click the Setup link to
access into next page for the general setup of WAN (1/2) interface. As to class rule, simply
click the Edit link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.

General Setup for WAN Interface

When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.
There are four queues allowed for QoS control. The first three (Class 1 to Class 3) class rules
can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not
suitable for the user-defined class rules.
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Bandwidth Management == Quality of Service

WaAN1 General Setup

Enable the QoS Control |QUT +

W AN Inbound Bandwidth 10000 Kbps
WaN Outbound Bandwidth 10000 Khps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 ="
Class 2 28 =73
Class 3 28 ="3
Others 9

[1 Enable UDP Bandwidth Contral
O outhound TCP ACK Prioritize

Limited_bandwidth Ratio %

[

(0] 24 ] [ Clear ] [ Cancel ]

Enable the QoS Control

WAN Inbound Bandwidth

The factory default for this setting is checked.

Please also define which traffic the QoS Control settings will
apply to.

IN- apply to incoming traffic only.

OUT-apply to outgoing traffic only.

BOTH- apply to both incoming and outgoing traffic.

Check this box and click OK, then click Setup link again.
You will see the Online Statistics link appearing on this page.

It allows you to set the connecting rate of data input for WAN.
For example, if your ADSL supports 1M of downstream and
256K upstream, please set 10000kbps for this box. The default
value is 10000kbps.

WAN Outbound Bandwidth It allows you to set the connecting rate of data output for

Reserved Bandwidth Ratio

Enable UDP Bandwidth
Control

Outbound TCP ACK
Prioritize

Limited_bandwidth Ratio

Online Statistics

WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for this
box. The default value is 10000kbps.

It is reserved for the group index in the form of ratio of
reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Check this and set the limited bandwidth ratio on the right
field. This is a protection of TCP application traffic since
UDP application traffic such as streaming video will exhaust
lots of bandwidth.

The difference in bandwidth between download and upload
are great in ADSL2+ environment. For the download speed
might be impacted by the uploading TCP ACK, you can
check this box to push ACK of upload more faster to speed
the network traffic.

The ratio typed here is reserved for limited bandwidth of UDP
application.

Display an online statistics for quality of service for your
reference. This link will be seen only if you click OK in
WAN1/WAN2 General Setup web page and click Setup again
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(for WAN1/WAN2) on the Bandwith
Management>>Quality of Service.

Bandwidth Management >> Quality of Service

Wan1 Online Statistics refresh Interval: |5 ™| seconds | Refiesh |

Index Direction Class Name Reserved-bandwidth Ratio Outbound Throughput (Bytes/sec)

1 ouT 25% 1)
2 ouT 2556 a
3 QuT 25% a
4 ouTt Others 25% 8

Outbound Status

Others

o 5 10 (Bps)

Edit the Class Rule for QoS

The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add, edit
or delete the class rule, please click the Edit link of that one.

Bandwidth Management == Guality of Service

General Setup

. . Class Class Class UDF!
Index Status Bandwidth Directon 2 2 Others Bandwidth
Control

WaN1 Disable 10000Kbps/10000Kbps 25%  25% 25% 25% Inactive Setup
WANZ Disable 10000Kbps/10000Kbps 25%  25% 25% 25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

After you click the Edit link, you will see the following page. Now you can define the name
for that Class. In this case, “Test” is used as the name of Class Index #1.

Bandwidth Management >> Quality of Service

Class Index #1

Mame Test

NO Status Local Address Remote Address C[;Ef:;;;:]t Service Type
1 Empty - - - -

[Add | [ Edit | [Delete |

[ Ok ] [ Cancel ]
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For adding a new rule, click Add to open the following page.

Bandwidth Management >> Quality of Service

ANY “
ANY w

Note: Please choose/setup the Service Type first,

Rule Edit
O acT
Local Address
Remote Address
DiffServ CodePoint
Service Type
ACT

Local Address

Remote Address

Edit

DiffServ CodePoint

Service Type

[ [8]28 ] [ Cancel ]

Check this box to invoke these settings.

Click the Edit button to set the local IP address (on LAN) for
the rule.

Click the Edit button to set the remote IP address (on
Lan/WAN) for the rule.

It allows you to edit source address information.

2} hitp:#/192.168 1 1/doc/QosIpEdt him - Microsoft Internet Explorer :

Address Type Subnet Address v
Start IP Address 0.0.00
End IP Address
Subnet Mask 0.0.00
[ ok ] [ Clese |

Address Type — Determine the address type for the source
address.

For Single Address, you have to fill in Start IP  address.
For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address and
Subnet Mask.

All the packets of data will be divided with different levels
and will be processed according to the level type by the
system. Please assign one of the level of the data for
processing with QoS control.

It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down list.
Those types are predefined in factory. Simply choose the one
that you want for using by current QoS.

By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule,
please select the radio button of that one and click Edit to open the rule edit page for

modification.
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Bandwidth Management == Quality of Service

Class Index #1

Mame Test

NO Status Local Address Remote Address lefSer.\.r Service Type
GodePoint

10 Active Any Ay IP precedence 2 AMNY

20 Active 192.168.1.66 ANy ANY TFTR{UDP:59)

[Add | [Edit | [Delete |

[ Ok ] [ Cancel ]

Edit the Service Type for Class Rule

To add a new service type, edit or delete an existed service type, please click the Edit link
under Service Type field.

Bandwidth Management => Quality of Service

General Setup

. . Class Class Class UDF!
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control
Wakl1l Disable 10000Kbps/10000Kbps 25% 25% 25% 25% Inactive Setup
WANZ Disable 10000Kbps/10000Kbps 25%  25% 25% 259% Inactive Setup
Class Rule
Index MName Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit

After you click the Edit link, you will see the following page.

Bandwidth Management == Guality of Service

User Defined Service Type

NO MName

Protocol Port
1 Empty

[Add | [ Edit | [Delete]

Cancel

For adding a new service type, click Add to open the following page.
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Bandwidth Management == Quality of Service

Service Type Edit

Service Mame Game
Service Type TCP v
Port Configuration
Type ® single O Range
Port Mumber a8 -
[ Ok ] [ Cancel ]
Service Name Type in a new service for your request.
Service Type Choose the type (TCP, UDP or TCP/UDP) for the new
service.
Port Configuration Click Single or Range. If you select Range, you have to type
in the starting port number and the end porting number on the
boxes below.

Port Number — Type in the starting port number and the end
porting number here if you choose Range as the type.

By the way, you can set up to 40 service types. If you want to edit/delete an existed service
type, please select the radio button of that one and click Edit/Edit for modification.
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3.9 Applications
Below shows the menu items for Applications.
Applications
b Oynamic ONS
b Schedule
- RADILS
k- LIPnF

b |GRP
b YWyake on LAMN

3.9.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different
DDNS service providers. Basically, Vigor routers are compatible with the DDNS services
supplied by most popular DDNS service providers such as www.dyndns.org,
www.no-ip.com, www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com.
You should visit their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.

Applications == Dynamic DNS Setup

Dynamic DS Setup | Setto Factory Default |
Enable Dynamic DNS Setup Wiew Log ] [ Force Update ]
Accounts :
Index WAN Interface Domain Name Active
1. WANL First . P
2. WANL First . P
3. WANL First . P
[ ok | [ Clearanl |
Set to Factory Default Clear all profiles and recover to factory settings.
Enable Dynamic DNS Setup Check this box to enable DDNS function.
Index Click the number below Index to access into the setting

page of DDNS setup to set account(s).
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WAN Interface

Domain Name

Active
View Log
Force Update

Display current WAN interface used for accessing
Internet.

Display the domain name that you set on the setting page
of DDNS setup.

Display if this account is active or inactive.
Display DDNS log status.

Force the router updates its information to DDNS server.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and

Password: test.

Applications => Dynamic DNS Setup == Dynamic DNS Account Setup

Index - 1

Enable Dynamic DNS 4ccount

wial Interface

Service Provider

Service Type
Dormain Mame
Login Marme
Password

O wildcards
[ packup Mx

Mail Extender

Enable Dynamic
DNS Account

WAN Interface
Service Provider
Service Type

Domain Name

Login Name
Password
Wildcards

Backup MX

Mail Extender

WANT First v
dyndns.org (e dyndns. org) hd
Dynamic »
chronicBB53 i dyndns.info v
chronicG653 {max. 23 characters)
sesssseeR e (max, 23 characters)

[ Ok ] [ Clear ] [ Cancel ]

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Select the WAN interface order to apply settings here.
Select the service provider for the DDNS account.

Select a service type (Dynamic, Custom, Static). If you choose
Custom, you can modify the domain that is chosen in the
Domain Name field.

Type in the domain name that you applied previously. Use the
drop down list to choose the desired domain.

Type in the login name that you set for applying domain.
Type in the password that you set for applying domain.

It is not supported for all Dynamic DNS providers. Please get
more detailed information from its website.

It is not supported for all Dynamic DNS providers. Please get
more detailed information from its website.

It allows you to control the delivery of mails for a given
domain or subdomain. The entry you type here can be
specified as a secondary mail exchanger. It means that
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delivery will be attempted to your host first, and then to the
host you specify here if that fails.

4. Click OK button to activate the settings. You will see your setting has been saved.

The Wildcard and Backup MX features are not supported for all Dynamic DNS providers.
You could get more detailed information from their websites.

Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button
to disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear
All button to delete the account.

3.9.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet
access to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built
up.

Applications >> Schedule

Schedule: | Setto Factory Default |
Index Status Index Status
1. ® 9. S
2. ¥ 10. ®
3. ® 11. ®
4. % 12. %
5. b 13. ®
6. b 14. ®
1. ® 15. S
8. ®
Status: v --- Active, ¥ --- Inactive
Set to Factory Default Clear all profiles and recover to factory settings.
Index Click the number below Index to access into the setting page
of schedule.
Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN-to-LAN settings.

To add a schedule, please click any index, say Index No. 1. The detailed settings of the call
schedule with index 1 are shown below.
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Applications == Schedule

Index No. 1
Enable Schedule Setup
Start Date {yyyy-mm-dd) 2000 w1 w1 =

Start Time (hh:mm) 0 w0 %

Duration Time (hhmmd 0 w0 =

Action Force On v

Idle Timeout minute(s).{max. 255, 0 for default)
How Often

O Once

® weekdays
[ sun Miah Tue wed Thu Fri [ sat

[ Ok ] [ Clear ] [ Cancel ]

Enable Schedule Setup Check to enable the schedule.

Start Date (yyyy-mm-dd)  Specify the starting date of the schedule.

Start Time (hh:mm) Specify the starting time of the schedule.
Duration Time (hh:mm) Specify the duration (or period) for the schedule.

Action Specify which action Call Schedule should apply during the
period of the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.
Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.
Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up again
during the schedule.

Idle Timeout Specify the duration (or period) for the schedule.
How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once
Weekdays -Specify which days in one week should perform
the schedule.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force
On) from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office mn 21 3 lD“ 2 3
Hour: A __T 3 & ‘[ 5
(Force On) ® s ; 5“4 o i 5“4
Mon - Sun 9:00 am to 6:00 pm

1.  Make sure the PPPoE connection and Time Setup is working properly.

2.  Configure the PPPoE always on from 9:00 to 18:00 for whole week.
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Configure the Force Down from 18:00 to next day 9:00 for whole week.

4.  Assign these two profiles to the PPPOE Internet access profile. Now, the PPPoE
Internet connection will follow the schedule order to perform Force On or Force
Down action according to the time plan that has been pre-defined in the schedule
profiles.

3.9.3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Applications => RADIUS

RADIUS Setup
¥l Enable
Server IP Address

Destination Port 1812

Shared Secret

Confirm Shared Secret

ok ] [Coewr ] [oameel
Enable Check to enable RADIUS client feature
Server IP Address Enter the IP address of RADIUS server
Destination Port The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.
Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides must
be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.
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3.9.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnP is available on Windows XP and the router provides the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications == UPnP

UpPnp

gEnabIe UPHP Service

[ Enable Connection contral Service

[ Enable Connection Status Service

Mote: If yvou intend running UPAP service inside wour LAN, you should check the appropriate service
above to allow control, as well as the appropriate UPnP settings.

[ ]34 ] [ Clear ] [ Cancel ]

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on
Router on Windows XP/Network Connections will appear. The connection status and
control status will be able to be activated. The NAT Traversal of UPnP enables the
multimedia features of your applications to operate. This has to manually set up port

mappings or use other similar methods. The screenshots below show examples of this
facility.

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.
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The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware

applications. When the applications terminate abnormally, these mappings may not be

removed.
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3.9.5 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups. For invoking IGMP Snooping function, you have to check the Enable IGMP Proxy
box first for activating the IGMP proxy function.

Applications >> IGMP

IGMP

[JEnable IGMP Proxy

IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group, But this function take no affect when Bridge Mode is enabled.

OK ] [ Cancel
| Refresh |
wWaorking Multicast Groups
Index Group ID P1 p2 P3 P4
Enable IGMP Proxy Check this box to enable this function. The application of

multicast will be executed through WAN port.

Enable IGMP Snooping Check this box to enable this function. The application of
multicast will be executed for the clients in LAN.

Group ID This field displays the 1D port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1to P4 It indicates the LAN port used for the multicast group.
Refresh Click this link to renew the working multicast group status.

If you check Enable IGMP Proxy, you will get the following page. All the multicast groups
will be listed and all the LAN ports (P1 to P4) are available for use.

Applications == IGMP

IGMP

Enable IGMP Proxy

IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group, But this function take no affect when Bridge Mode is enabled.

Ok ] [ Cancel
| Refresh |
Warking Multicast Groups
Index Group ID P1 P2 P3 P4
1. 224.0.0.9 W W W W

3.9.6 Wake On LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake On LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.
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Application >> Wake on LAN

Wake on LAN

MNote: \Wake on LAM integrates with Bind IP to MAC function, only hinded PCs
can wake up through IP.

Wake by MAC Address v
IP Address:
MaC Address: . . . . .
Result
Wake by Two types provide for you to wake up the binded IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct IP

address.
Wake by: MALC Address +
MAC Address
IP Address
IP Address The IP addresses that have been configured in LAN>>Bind

IP to MAC will be shown in this drop down list. Choose the
IP address from the drop down list that you want to wake up.

MAC Address Type any one of the MAC address of the binded PCs.

Wake Up Click this button to wake up the selected IP. See the following
figure. The result will be shown on the box.

Application >> Wake on LAN

Wake on LAN

MNote: Wake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by MAC Address »

IP Address:

MaC Address: . . . . .
Result

Send command to client done.
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3.10 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses

links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that

emulates the properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

WPMN and Remote Ac

b Remote Access Control
B PPF General Setup

b [PSec General Setup

b [FPSec Feer [dentity

b Remote Dial-in User

B LAN to LARN

B Connection Management
3.10.1 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
Enable PPTP YPN Service
Enable IPSec WPN Service
Enable L2TP YPN Service
O Enable ISDM Dial-In

Mote: If you intend running a ¥PM server inside your LAN, you should uncheck the appropriate protocol
above to allow pass-through, as well as the appropriate NAT settings.

[ oK ] [ Clear ] [ Cancel ]

The Vigor router will not accept the ISDN dial-in connection if the box of Enable ISDN
Dial-in is not checked.
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3.10.2 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP
over IPSec.

VPN and Remote Access >> PPP General Setup

PPP General Setup
PPP/MP Protocol IP Address Assignment for Dial-In Users

Dial-In EPP . PAP or CHAD + Start IP Address 192.168.1.200
Authentication

Dial-In PPP Encryption
{MPPE)

Mutual Authentication (PAP) O ves @& No

Optional MPPE v

Username

Password
Dial-In PPP Select this option to force the router to authenticate dial-in
Authentication PAP Only users with the PAP protocol.
PAP or CHAP Selecting this option means the router will attempt to

authenticate dial-in users with the CHAP protocol first. If the
dial-in user does not support this protocol, it will fall back to
use the PAP protocol for authentication.

Dial-In PPP Encryption This option represents that the MPPE encryption method will

(MPPE Optional MPPE be optionally employed in the router for the remote dial-in
user. If the remote dial-in user does not support the MPPE
encryption algorithm, the router will transmit “no MPPE
encrypted packets”. Otherwise, the MPPE encryption scheme
will be used to encrypt the data.

Optional MPPE b

Reguire MPPE{40/123 bit)
Maximum MPPE(128 bit)
Require MPPE (40/128bits) - Selecting this option will force
the router to encrypt packets by using the MPPE encryption
algorithm. In addition, the remote dial-in user will use 40-bit
to perform encryption prior to using 128-bit for encryption.

In other words, if 128-bit MPPE encryption method is not
available, then 40-bit encryption scheme will be applied to
encrypt the data.

Maximum MPPE - This option indicates that the router will
use the MPPE encryption scheme with maximum bits
(128-hit) to encrypt the data.

Mutual Authentication The Mutual Authentication function is mainly used to

(PAP) communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

Start IP Address Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.

VigorPro5300 Series User's Guide 109



110

For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 192.168.1.200
as the Start IP Address. But, you have to notice that the first
two IP addresses of 192.168.1.200 and 192.168.1.201 are
reserved for ISDN remote dial-in user.

3.10.3 IPSec General Setup

In IPSec General Setup, there are two major parts of configuration.
There are two phases of IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPSec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data
payload only. It can just apply to local packet, e.g., L2TP over IPSec. The Tunnel mode will
not only add the AH/ESP payload but also use a new IP header (Tunneled IP header) to
encapsulate the whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data
confidentiality and protection with optional authentication and replay detection service.

VPN and Remote Access >> |[PSec General Setup

¥PN IKE/IPSec General Setup
Dial-in Set up for Remaote Dial-in users and Dynamic IP Client [LAN to LANY.

IKE Authentication Method

Pre-Shared Key ssas

Confirmm Pre-Shared Key [TT1]
IPSec Security Method
Medium {&H)
Data will be authentic, but will not be encrypted.

High (ESP) Moes [apes [MaEs
Data will be encrypted and authentic.

[ Ok ] [ Cancel ]

IKE Authentication Method This usually applies to those are remote dial-in user or node
(LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP over IPSec
and IPSec tunnel.
Pre-Shared Key -Currently only support Pre-Shared Key
authentication.
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Pre-Shared Key- Specify a key for IKE authentication
Confirm Pre-Shared Key-Confirm the pre-shared key.

IPSec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You may
select encryption algorithm from Data Encryption Standard
(DES), Triple DES (3DES), and AES.

3.10.4 IPSec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or
Remote User Dial-In connection, here you may edit a table of peer certificate for selection.
As shown below, the router provides 100 entries of digital certificates for peer dial-in users.

VPN and Remote Access >> IPSec Peer ldentity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status

1. 777 b4 17. 777

2. e X 18. T X
3. 777 ® 19. 277 b
4. e x 20. 7Y X
5. 777 ® 21. 777 "
6. 777 b4 22. 777 b4
7. 777 " 23. 777 "
8. 777 ® 24. 777 e
9. e x 25. T X
10. 777 ® 26. 777 ®
11. e x 27, T b
12. 777 # 28. 777 "
13. 777 ® 29. 777 e
14. e x 30. 7Y X
15. 777 * 31. 777 ®
16. e x 32. 7Y X

<< 132 | 33464 | 6596 | 97-100 == Next ==
Set to Factory Default Click it to clear all indexes.
Index Click the number below Index to access into the setting page

of IPSec Peer Identity.
Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

VigorPro5300 Series User's Guide 111



112

VPN and Remote Access >> IPSec Peer ldentity

Profile Index : 1

Profile Name Set-1

[¥lEnable this account
@ Accept Any Peer ID

() Accept Subject Alternative Name
Type IP Address hd
P

) Accept Subject Name
Country (C)

State (ST)

Location (L)
Crginization {O)
Crginization Unit (O

Commaon Mame (CHN)

Email (E)
ok ] [Cea J [Caneel ]
Profile Name Type in a name in this file.
Accept Any Peer ID Click to accept any peer regardless of its identity.

Accept Subject Alternative Click to check one specific field of digital signature to accept

Name the peer with matching value. The field can be IP Address,
Domain, or E-mail address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name Click to check the specific fields of digital signature to accept
the peer with matching value. The field includes Country (C),
State (ST), Location (L), Organization (O), Organization
Unit (OU), Common Name (CN), and Email (E).

VigorPro5300 Series User's Guide



3.10.5 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via ISDN or build the VPN connection. You may set
parameters including specified connection peer ID, connection type (VPN connection -
including PPTP, IPSec Tunnel, and L2TP by itself or over IPSec) and corresponding security
methods, etc.

The router provides 100 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Status Index User Status
1. T X 17. T
2. T X 18. T x
3. 777 ® 19. 777 =
1. 777 ® 20. 777 ®
5. T X 21. T X
6. 777 ® 22. 777 =
7. 777 ® 23. 777 ®
8. T X 24. T x
9. T X 25. T X
10. 777 ® 26. 777 =
11. 777 ® 21. 777 ®
12. T X 28. T x
13. 777 ® 29. 777 =
14. 777 ® 30. 777 ®
15. T X 31. T X
16. T bd 32. T X
<« 132 | 3364 | 6596 | 97100 == Next ==
Set to Factory Default Click to clear all indexes.
Index Click the number below Index to access into the setting page
of Remote Dial-in User.
User Display the username for the specific dial-in user of the

LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The
symbol V and X represent the specific dial-in user to be active
and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
Enable this account

Idle Timeout 300 second(s)

Allowed Dial-In Type

[ 150M

PPTR

IPSec Tunnel

L2TP with IPSec Policy | Mone v

[ specify Remote Node
Remate Client IP or Peer ISDM Number

or Peer ID

Username 297

Password

IKE Authentication Method
Pre-Shared Key

[ pigital Signature (x.509)

IPSec Security Method

Medium {AH)
High (ESP}
DES 3DES AES
Local ID {optional)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Control

Callback Budget minute(s)

Lok |

Clear ] [ Cancel ]

Enable this account

Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

ISDN Allow the remote ISDN dial-in connection. You can further
set up Callback function below. You should set the User
Name and Password of remote dial-in user below. This feature
is for i model only.

PPTP

Allow the remote dial-in user to make a PPTP VPN

connection through the Internet. You should set the User
Name and Password of remote dial-in user below

IPSec Tunnel

Allow the remote dial-in user to make an IPSec VPN

connection through Internet.

L2TP

Allow the remote dial-in user to make a L2TP VPN

connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have - Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely applied on the
L2TP connection.

Specify Remote Node

Check the checkbox-You can specify the IP address of the

remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).
Uncheck the checkbox-This means the connection type you
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select above will apply the authentication methods and
security methods in the general settings.

User Name This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.
Password This field is applicable when you select ISDN, PPTP or L2TP

with or without IPSec policy above.

IKE Authentication Method This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters (1-63)
as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and Select one predefined
Profiles set in the VPN and Remote Access >>1PSec Peer
ldentity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES box as the security method.
Medium -Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.
High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in
the LAN-to-LAN Profile setup. This item is optional and can
be used only in IKE aggressive mode.

Callback Function The callback function provides a callback service only for the
ISDN dial-in user (for i model only). The remote user will be
charged the connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Specify the callback number-The option is for extra security.
Once enabled, the router will ONLY call back to the specified
Callback Number.

Check to enable callback budget control-By default, the
callback function has a time restriction. Once the callback
budget has been exhausted, the callback mechanism will be
disabled automatically.

Callback Budget (Unit: minutes)- Specify the time budget
for the dial-in user. The budget will be decreased
automatically per callback connection.
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3.10.6 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection
profiles. You may set parameters including specified connection direction (dial-in or
dial-out), connection peer ID, connection type (VPN connection - including PPTP, IPSec
Tunnel, and L2TP by itself or over IPSec) and corresponding security methods, etc.

The router provides up to 100 profiles, which also means supporting 100 VPN tunnels
simultaneously. The following figure shows the summary table.

VPN and Remote Access == LAN to LAN

LAM-to-LAMN Profiles: | Setto Factory Default |
Index Name Status Index Name Status
1. TE7 ® 17. TET
2. 777 ® 18. 777 %
3. TR kS 19. BER b
1. 777 ® 20. 777 ®
5. TR = 21. TER bt
6. TH7 ® 22, TET b
i 777 % 23. 777 %
8. TR kS 24. BER H
9. 777 ® 25. 777 B4
10. TR = 26. TER bt
11. TE7 ® 20, TET b
12. 777 ® 28. 777 %
13. TR kS 29. BER b
14. 777 ® 30. 777 ®
15. TR = 31. TER bt
16. TH7 ® 32. TET b
< 132 | 3364 | 6596 | 97100 == Next ==
Set to Factory Default Click to clear all indexes.
Name Indicate the name of the LAN-to-LAN profile. The

symbol ??? represents that the profile is empty.

Status Indicate the status of individual profiles. The symbol
V and X represent the profile to be active and
inactive, respectively.

Click each index to edit each profile and you will get the following page. Each LAN-to-LAN
profile includes 4 subgroups. If the fields gray out, it means you may leave it untouched. The
following explanations will guide you to fill all the necessary fields.

For the web page is too long, we divide the page into several sections for explanation.
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Profile Index : 1
1. Common Settings

profile Name test Call Direction @ gath O Dial-0ut O Dial-In
Enable this profile L1 always on

Idle Timeout 300 second(s)
VPN Connection Through: |WANT First [ Enable PING to keep alive

PING to the IP

2. Dial-0Out Settings

Type of Server I am calling Link Type Bk bps ¥
@ ISDN Username 27?

O ppTR Password

© tpsec Tunnel PPP authentication PAPICHAP v
© L2TP with IPSec Policy ] Campression @ on O off

Dial Number for ISDM ar
Server [P/Host Name for WPHN.
(such as 5551234, draytek.com or 123,45.67.89) Pre-Shared Key

IKE Authentication Method

Digital Signature< 509}

1PSec Security Method
Medium{ AH)
High(ESP)

Index(1-15) in Schedule Setup:

Callback Function {CBCP})
[0 Require Remote to Callhack
[0 Provide ISDN Mumber to Remote

Profile Name Specify a name for the profile of the LAN-to-LAN
connection.
Enable this profile Check here to activate this profile.

VPN Connection Through Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.

WPM Connection Through: | YWANT First v

WANT Only
WWANZ First
WWANZ Only

WANL1 First - While connecting, the router will use WAN1
as the first channel for VPN connection. If WANL1 fails, the
router will use another WAN interface instead.

WANL1 Only - While connecting, the router will use WAN1
as the only channel for VPN connection.

WANZ2 First - While connecting, the router will use WAN2
as the first channel for VPN connection. If WAN?2 fails, the
router will use another WAN interface instead.

WAN?2 Only - While connecting, the router will use WAN2
as the only channel for VPN connection.

Call Direction Specify the allowed call direction of this LAN-to-LAN profile.
Both:-initiator/responder
Dial-Out- initiator only
Dial-In- responder only.

Always On or Idle Timeout Always On-Check to enable router always keep VPN
connection.
Idle Timeout: The default value is 300 seconds. If the
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Enable PING to keep alive

PING to the IP

ISDN

PPTP

IPSec Tunnel
L2TP with ...

Server IP/Host Name for..

User Name

Password

PPP Authentication

connection has been idled over the value, the router will drop
the connection.

This function is to help the router to determine the status of
IPSec VPN connection, especially useful in the case of
abnormal VPN IPSec tunnel disruption. For details, please
refer to the note below. Check to enable the transmission of
PING packets to a specified IP address.

Enter the IP address of the remote host that located at the
other-end of the VPN tunnel.

Enable PING to Keep Alive is used to handle abnormal
IPSec VPN connection disruption. It will help to provide
the state of a VPN connection for router’s judgment of
redial.

Normally, if any one of VPN peers wants to disconnect
the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if the
remote peer disconnect without notice, Vigor router will
by no where to know this situation. To resolve this
dilemma, by continuously sending PING packets to the
remote host, the Vigor router can know the true existence
of this VPN connection and react accordingly. This is
independent of DPD (dead peer detection).

Build ISDN LAN-to-LAN connection to remote network. You
should set up Link Type and identity like User Name and
Password for the authentication of remote server. You can
further set up Callback (CBCP) function below. This feature is
useful for i model only.

Build a PPTP VPN connection to the server through the
Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

Build an IPSec VPN connection to the server through Internet.

Build a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:
None: Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-out VPN connection
becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely applied on the
L2TP connection.

You can specify the IP address of the remote dial-out user.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above. PAP/CHAP is the most
common selection due to wild compatibility.
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VJ compression

IKE Authentication
Method

IPSec Security Method

Advanced

VigorPro5300 Series User's Guide

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above. VJ Compression is used
for TCP/IP protocol header compression. Normally set to Yes
to improve bandwidth utilization.

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy.

Pre-Shared Key-Input 1-63 characters as pre-shared key.
Digital Signature (X.509) - Select one predefined Profiles set
in the VPN and Remote Access >>I1PSec Peer Identity.

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy.

Medium (AH - Authentication Header) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated. Select
from below:

DES without Authentication -Use DES encryption algorithm
and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication algorithm.
AES without Authentication-Use AES encryption algorithm
and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

Specify mode, proposal and key life of each IKE phase,
Gateway etc.
The window of advance setup is shown as below:

-2} hitp=#192.168.1.1 - IKE advanced seitings - Microsofi Internet Explorer

IKE advanced settings

IKE phase 1 mode ® Main made O aggressive made

IKE phase 1 proposal DES_MD5_G1/DES_SHA1_G1/3DES_MDa_G1/3DES_MDS_G2 v
IKE phase 2 proposal HWMAC_SHATHMAC_MDS v

IKE phase 1 key lifetime 28800 (900 ~ 86400)

IKE phase 2 key lifetime 3600 (600 ~ 96400)

Perfect Forward Secret @ Disable O Enable

Local ID

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security proposals
to create a protected secure channel. Main mode is more
secure than Aggressive mode since more exchanges are done
in a secure channel to set up the IPSec session. However, the
Aggressive mode is faster. The default value in Vigor router is
Main mode.

IKE phase 1 proposal-To propose the local available
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Callback Function
(for i models only)

authentication schemes and encryption algorithms to the VPN
peers, and get its feedback to find a match. Two combinations
are available for Aggressive mode and nine for Main mode.
We suggest you select the combination that covers the most
schemes.

IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to find a
match. Three combinations are available for both modes. We
suggest you select the combination that covers the most
algorithms.

IKE phase 1 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 28800 seconds.
You may specify a value in between 900 and 86400 seconds.
IKE phase 2 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 3600 seconds.
You may specify a value in between 600 and 86400 seconds.
Perfect Forward Secret (PFS)-The IKE Phase 1 key will be
reused to avoid the computation complexity in phase 2. The
default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the IP
address while identity authenticating with remote VPN server.
The length of the ID is limited to 47 characters.

The callback function provides a callback service as a part of
PPP suite only for the ISDN dial-in user. The router owner
will be charged the connection fee by the telecom.

Require Remote to Callback-Enable this to let the router to
require the remote peer to callback for the connection
afterwards.

Provide ISDN Number to Remote-In the case that the
remote peer requires the Vigor router to callback, the local
ISDN number will be provided to the remote peer. Check
here to allow the Vigor router to send the ISDN number to
the remote router. This feature is useful for i model only.
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3. Dial-In Settings
Allowed Dial-In Type
N
PPTR
IPSec Tunnel

L2TP with IPSec Palicy |Mone

[ Specify 1SDM CLID or Remate YPM Gateway

Username
Passwaord

%1 Compression ® O Off

IKE Authentication Method
Pre-Shared Key

Peer ISDM Mumber or Peer WPN Server IP

or Peer ID

4. TGP/IP Network Settings

My WaN 1P 0.0.00
Femote Gateway IP 0.0.00
Remote Metwork IP 0000

Remote Network Mask

[Cloigital Signatura(x.509)

IPSec Security Method
Medium (AH)
High {ESP)
DES

3DES AES

Callback Function {CBCP)

[ Enable callback Function

[ use the Fallowing Mumber ta Callback
Callback MNurmber

Callback Budget 0 minute]s)
RIP Direction Disable A
From first subnet to remote netwark, you have to
do
Route »

28828525510

More

O change default route to this ¥PM tunnel { Only
single WAN supports this )

[

Ok

| |

Clear l [ Cancel ]

Allowed Dial-In Type
ISDN

PPTP

IPSec Tunnel

L2TP
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Determine the dial-in connection with different types.

Allow the remote ISDN LAN-to-LAN connection. You
should set the User Name and Password of remote dial-in user
below. This feature is useful for i model only. In addition, you
can further set up Callback function below.

Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

Allow the remote dial-in user to trigger an IPSec VPN
connection through Internet.

Allow the remote dial-in user to make a L2TP VPN
connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:

None- Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have- Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.
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Specify CLID or Remote
VPN Gateway

User Name

Password

VJ Compression

IKE Authentication
Method

IPSec Security Method

Callback Function
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Must- Specify the IPSec policy to be definitely applied on the
L2TP connection.

You can specify the IP address of the remote dial-in user or
peer ID (should be the same with the ID setting in dial-in
type) by checking the box. Enter Peer ISDN number if you
select ISDN above (This feature is useful for i model only.).
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when you select ISDN,
PPTP or L2TP with or without IPSec policy above.

This group of fields is applicable for IPSec Tunnels and
L2TP with IPSec Policy when you specify the IP address of
the remote node. The only exception is Digital Signature
(X.509) can be set when you select IPSec tunnel either with
or without specify the IP address of the remote node.
Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and select one predefined
Profiles set in the VPN and Remote Access >>1PSec Peer
Identity.

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node.
Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

The callback function provides a callback service only for the
ISDN LAN-to-LAN connection (this feature is useful for i
model only). The remote user will be charged the connection
fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Callback number-The option is for extra security. Once
enabled, the router will ONLY call back to the specified
Callback Number.

Callback budget- By default, the callback function has
limitation of callback period. Once the callback budget is
exhausted, the function will be disabled automatically.
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My WAN IP

Remote Gateway IP

Remote Network IP/
Remote Network Mask

More

RIP Direction

From first subnet to
remote network, you
have to do

Change default route to
this VPN tunnel (Only
single WAN supports this )
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Callback Budget (Unit: minutes)- Specify the time budget
for the dial-in user. The budget will be decreased
automatically per callback connection. The default value 0
means no limitation of callback period.

This field is only applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. The default value is
0.0.0.0, which means the Vigor router will get a PPP IP
address from the remote router during the IPCP negotiation
phase. If the PPP IP address is fixed by remote side, specify
the fixed IP address here. Do not change the default value if
you do not select ISDN, PPTP or L2TP.

This field is only applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. The default value is
0.0.0.0, which means the Vigor router will get a remote
Gateway PPP IP address from the remote router during the
IPCP negotiation phase. If the PPP IP address is fixed by
remote side, specify the fixed IP address here. Do not change
the default value if you do not select ISDN, PPTP or L2TP.

Add a static route to direct all traffic destined to this Remote
Network IP Address/Remote Network Mask through the VPN
connection. For IPSec, this is the destination clients IDs of
phase 2 quick mode.

Add a static route to direct all traffic destined to more Remote
Network IP Addresses/ Remote Network Mask through the
VPN connection. This is usually used when you find there are
several subnets behind the remote VPN router.

2 hiip:#/192.168.1.1 - LAN-io-LAN Profile - Microsoft Internet Explorer [ /£ (]

Profile Index :1

Remote Metwork

Metwork IP

Metmask
255,255,265 256732 v

[ ok | [ Close |

&] ®

The option specifies the direction of RIP (Routing Information
Protocol) packets. You can enable/disable one of direction
here. Herein, we provide four options: TX/RX Both, TX Only,
RX Only, and Disable.

If the remote network only allows you to dial in with single
IP, please choose NAT, otherwise choose Route.

Check this box to change the default route with this VPN
tunnel. Be aware that this setting is available only for one
WAN interface is enabled. It is not available when both
WAN interfaces are enabled.
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3.10.7 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |10 %
3
¥PMN Connection Status
Current Page: 1 Page No.
VPN Type Remote IP  Virtual Network Tx T Rx Rx UpTime

Pkts Rate Pkts Rate

wxnxmxxy | Data is encrypted.
widdnany 0 Data isn't encrypted,

Dial Click this button to execute dial out function.

Refresh Seconds Choose the time for refresh the dial information among 5, 10,
and 30.

Refresh Click this button to refresh the whole connection status.
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3.11 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and
the digital signature of the certificate-issuing authority so that a recipient can verify that the

certificate is real. Here Vigor router support digital certificates conforming to standard
X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Cerificate Management

b Local Certificate
b Trusted CA Cerdificate
b Certificate Backup

3.11.1 Local Certificate

Certificate Management => Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE | [ IMPORT | [ REFRESH

¥509 Local Certificate

Generate Click this button to open Generate Certificate Request
window.
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Import

Refresh

View

Certificate Management >> Local Certificate

Generate Gertificate Request
Subject Alternative Name
Type IP Address

1P

Subject Name
Country {C)

State (5T)

Location (L}
Orginization (O}
Orginization Unit {OU)
Comman Name (CM)

Ernail (E}

Key Type
Key Size

Generate

Type in all the information that the window request. Then

click Generate again.

Click this button to import a saved file as the certification

information.

Click this button to refresh the information listed below.

Click this button to view the detailed settings for certificate

request.

After clicking Generate, the generated information will be displayed on the window below:

Certificate Management >> Local Certificate

¥509 Local Certificate Configuration

Name Subject Status
Local fC=TW/O=Draytek/OU=RD/emails... Requesting
GENERATE | [ IMPORT | [ REFRESH |

X509 Local Certificate Request

Modify

MIIEj=CE+QIBADBOMOswCOYDVOOGEWIUVEEQMA4GAITEChMHRHIhe ¥R 1azELMAKG
AITECxMCUkOxIjAgBgkghkiGOwOBCQOEWEIN lenZp Y2VAZHTheXR1ayS jb20wgZ8w
DOYIKoZThveNAQEEEQADGYOAMIGTAOGE AMemQaS+e0u+£3Z37c ITFS1CRDFuxgxw
ES9UJEeqllh7rUThr£gF joTRIOEQTRp W U/ wwiviwOEnkglerwnt 9t BNAF 1243 G
cDIZ0h7HIMCmp POgqrPulcgl0EteloalhgV1Novro JRE0ENPAB o kY 4N YLMh 1L FH
MDkJEpdMOARpAgMEBAAGYAD ANBgkaghkiGOwOBAQUF AAOByQEWphus100n3r Z8y2C2
egiln3i9FolPathPrgHZoAYFGeDMb CHGUTdvHdkQo 7ROV Kkg= 170 12 hPHESHg S0
P/D4zKQiJLTESS+3 gXs ZdRy+Iiperuz ZTTEPEMRS3PhP 3 USUYTEEL 0 LpINWQC Gob
JaquLf4EphO0VVgOgiadTht XENw==
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3.11.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management >> Trusted CA Certificate

X509 Trusted Ca Certificate Configuration

Name Subject Status Modify
Trusted Ca-1 - o=

Trusted CaA-2 -— - Wiew Delete

Delete

Trusted CA-3 -— -— Wiew

[ IMPORT | [ REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window. Then click Import to use the
pre-saved file.

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted Ca certificate file,

Click Import to upload the certification.
’ Import ] ’ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.

; hitp://192 168.1 1 - Certificate Information - Microsoft Internet Explorer

Certificate Detail Information

Certificate Mame: Trusted CA-1
Issuer:

Subject:

Subject alternative Name:

Yalid From:

Yalid To:

Cloge
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3.11.3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption
password for these certificates, please type characters in both fields of Encrypt password
and Retype password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password:

Retype password:

Click to download certificates to your local PC as a file,

Restoration
Select a backup file to restare,

Decrypt password:

Click to upload the file.

3.12 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot System,
Firmware Upgrade.

Below shows the menu items for System Maintenance.

aystem Maintenance

b System Status

b Administrator Password
b Configuration Backup

b Syslog / bail Alert

* Time and Date

k- hanagement

* Reboot System

b Firmware Upgrade
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3.12.1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or

firmware related information from this presentation.

System Status

Model Name
Firmware Version
Build Date/Time
Signature Version
Signature Build Date

: VigorPro5300 series
:3.0.0_RC5a
sJun 26 2007 14:12:20
: hasic
: Tue Aug 29 09:16:25.00 2006

LAMN WAN 1
MAC address © 00-50-FF-22-33-44 Link Status ¢ Disconnected
1=t IP Address 192,168,111 MAC Address ¢ 00-50-7F-22-33-46
1zt Subnet Mask . 2585,255.255.0 Connection . Static IP
DHCP Server Lo Yes IP Address 0 172,15.3.229
DMS 1 194.109.6.66 Default Gateway 1 172.16.3.4
Mode P NAT
WaN 2
Link Status » Connected
MAC Address . 00-E50-FF-22-33-47
Connection  Static IP
IP Address »172.16.3.229
Default Gateway P 172.16.3.4
Mode L MAT
Model Name Display the model name of the router.

Firmware Version

Build Date/Time
MAC Address
1°' IP Address
1% Subnet Mask
DHCP Server

Display the firmware version of the router.

Display the date and time of the current firmware build.

Display the MAC address of the LAN Interface.
Display the IP address of the LAN interface.
Display the subnet mask address of the LAN interface.

Display the current status of DHCP server of the LAN
interface.

DNS Display the assigned IP address of the primary DNS.
Link Status Display the connection status of WAN interface.
MAC Address Display the MAC address of the WAN Interface.
Connection Display the chosen WAN mode.

IP Address Display the IP address of the WAN interface.

Default Gateway
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Display the assigned IP address of the default gateway.
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3.12.2 Administrator Password

This page allows you to set new password.

System Maintenance >> Administrator Password Setup

Administrator Password
Old Password
MNew Password

Confirm Password

Old Password

New Password

Confirm Password

Type in the old password. The factory default setting for
password is blank.

Type in new password in this filed.

Type in the new password again.

When you click OK, the login window will appear. Please use the new password to access

into the web configurator again.
3.12.3 Configuration Backup

Backup the Configuration

Follow the steps below to backup your configuration.

1. Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restoration

Select a configuration file.

Click Restore to upload the file,

Backup

Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2. Click Backup button to get into the following dialog. Click Save button to open

another dialog for saving configuration as a file.
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3. In Save As dialog, the default filename is config.cfg. You could give it another name
by yourself.

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration
Backup does not include information of Certificate.

Restore Configuration

1.  Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration
Restoration
Select a configuration file.

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2. Click Browse button to choose the correct configuration file for uploading to the
router.

3. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.

VigorPro5300 Series User's Guide 131



3.12.4 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SyslLog Access Setup Mail Alert Setup
[“]Enahle Enable
Server IP address SMTP Server
Destination Port 514 Mail Ta
Enable syslog message: Return-Path
Firewall Lag [ authentication
VRH Log Uzer Mame
User 4ccess Log
call Log Password
WAl Log
Router/DSL information
[ [8]%4 ] [ Clear ] [ Cancel ]
Enable Click “Enable” to activate this function.
Syslog Server IP The IP address of the Syslog server.
Destination Port Assign a port for the Syslog protocol.
Enable syslog message Check the box listed on this web page to send the

corresponding message of firewall, VPN, User Access, Call,
WAN, Router/DSL information to Syslog.

SMTP Server The IP address of the SMTP server.

Mail To Assign a mail address for sending mails out.

Return-Path Assign a path for receiving the mail from outside.

Authentication Check this box to activate this function while using e-mail
application.

User Name Type the user name for authentication.

Password Type the password for authentication.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on
the Router Tools>>Syslog from program menu.
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3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.

i/ DrayTek Syslog LJOE
Controls 192.168.1.1 v] [ wan status
|.|=|.|I Il' Gateway IP (Fixed) T¥ Packets R¥ Rate
Iﬁgor series Dmt, Bis
LAN Status I ! b I !
T# Packets RX Packets WAN IP (Fixed) RX Packets T Rate
| 961 | 759 | | 0 | o

Firewall Log | VPN Lag | User Access Log | Call Log | WAN Log | Network Infomation | Met State

O Line Ronters Host Name: I naki-pe
IP Address | Mask MAC | | NIC Description:  |Realtek RTLB139 Family PCI Fast Ethernet NIC - v |

AOXNBETN™ IS AN A 0050 | i Information

MAC Address: Iﬂfﬁﬁﬂm Defanlt Geteway: [ 107 16811

IP Address: 182168110 DHCP Server: 8216811

Subnet Mask: I 2552552550 Lease Obtained.: Wed Lpr 06
16:59:40 2005

. 1 (3 || DNS Bervers: [16895.1.1 :
(<] I > 19216811 Lease Expires: Sat Apr 00
— 16:59-40 2005

ADSL Status
Mode Stake Up Speed Down Speed SNR Margin Loop Atk
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3.12.5 Time and Date
It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2006 Sep 5 Tue B : 44 : 17

Time Setup
O Use Browser Time

@ Use Internet Time Client

Tirme Protocal MTP (RFC-1308) +
Server IP Address pool.ntp.org
Time Zone (GMT) Greenwich Mean Time : Dublin N
Enable Daylight Saving O
Automatically Update Interval 30 min v
[ 0K ] [ Cancel ]
Current System Time Click Inquire Time to get the current time.
Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.
Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.
Time Protocol Select a time protocol.
Server IP Address Type the IP address of the time server.
Time Zone Select the time zone where the router is located.
Automatically Update Select a time interval for updating from the NTP server.
Interval

Click OK to save these settings.
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3.12.6 Management

This page allows you to manage the settings for access control, access list, port setup, and
SNMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session. The default value is 5060 and this must
match with the peer Registrar when making VolP calls.

System Maintenance >> Management

Management Setup

Management Access Gontrol

1 FTP Server
HTTP Server
HTTPS Server
Telnet Server
[ 55H Server

Disable PING from the Internet

Access List
List IP

1

Management Port Setup

&llow management from the Internet ® User Define Ports O Default Ports
Telnet Port 23 (Default: 23}
HTTP Port g0 {Default: 80}
HTTPS Port 443 {Default: 443)
FTP Port 21 {Default: 213
SSH Port 22 {Default: 22}
SNMP Setup
Subnet Mask [ Enable SNMP Agent
¥ | | Get Community public
~| | Set Community private

2

3

Allow management from
the Internet

Disable PING from the
Internet

Access List

User Define Ports

Default Ports

Enable SNMP Agent

Get Community

Set Community
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| | Manager Host IP
Trap Community public
Motification Host IP

Trap Timeout 10 seconds

Enable the checkbox to allow system administrators to login
from the Internet. There are several servers provided by the
system to allow you managing the router from Internet. Check
the box(es) to specify.

Check the checkbox to reject all PING packets from the
Internet. For security issue, this function is enabled by default.

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the router.
Subnet Mask - Represent a subnet mask allowed to login to
the router.

Check to specify user-defined port numbers for the Telnet and
HTTP servers.

Check to use standard port numbers for the Telnet and HTTP
Servers.

Check it to enable this function.

Set the name for getting community by typing a proper
character. The default setting is public.

Set community by typing a proper name. The default setting is
private.
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Manager Host IP Set one host as the manager to execute SNMP function. Please
type in IP address to specify certain host.

Trap Community Set trap community by typing a proper name. The default
setting is public.

Notification Host IP Set the IP address of the host that will receive the trap
community.

Trap Timeout The default setting is 10 seconds.

3.12.7 Reboot System

The Web Configurator may be used to restart your router. Click Reboot System from
System Maintenance to open the following page.

System Maintenance == Reboot System

Reboot System

Do ¥ ou want to reboot your router ?

® Using current configuration
O Using factory default configuration

If you want to reboot the router using the current configuration, check Using current
configuration and click OK. To reset the router settings to default values, check Using
factory default configuration and click OK. The router will take 5 seconds to reboot the

system.

Note: When the system pops up Reboot System web page after you configure web settings,
please click OK to reboot your router for ensuring normal operation and preventing
unexpected errors of the router in the future.
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3.12.8 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site

is www.drayt

ek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Firmware Upgrade

Curre

nt Firmware Yersion: 3.0.0_RCEa

Firmware Upgrade Procedures:

1
2
3.
4
=

. Click "OK" to start the TFTP server.
. Dpen the Firmware Upgrade Utility or other 3-party TFTP client software.

Check that the firmware filename is correct.

. Click "Upgrade" an the Firmware Upgrade Utility to start the upgrade.
. After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware 7

Click OK. The following screen will appear. Please execute the firmware upgrade utility

first.

System Mainter

For the detail
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wance >> Firmware Upgrade

M TETP server is running. Please execute a Firmware Upgrade Utility
software to upgrade router's firmware, This server will be closed by
itself when the firmware upgrading finished.

ed information about firmware update, please go to Chapter 4.
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3.13 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.

Below shows the menu items for Diagnostics.

Diagnostics

» Dial-out Trigger

b Routing Table

b ARP Cache Table

b DHCP Table

b NAT Sessions Table
b Data Flow Monitar
b Traffic Graph

k Ping Diagnosis

b Trace Route

3.13.1 Dial-out Trigger

Click Diagnostics and click Dial-out Trigger to open the web page. The internet connection
(e.g., ISDN, PPPoE, PPPoA, etc) is triggered by a package sending from the source IP
address.

Diagnostics == Dial-out Trigger

Dial-out Triggered Packet Header | Refresh |

HEX Format:
00 00 00 00 00 00-00 00 00 00 00 00-00 00

00 00 00 00 00 00 00 00-00 00 00 00 00 00 4o oo
00 00 0000 0000 00 00-0000 000000000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 0o oo
00 00 00 00 00 00 00 00-00 00 00 00 00 00 4o oo
00 00 0000 0000 00 00-0000 000000000000

Decoded Format:

0.0.0.0 -= 0.,0.0.0

Pr0len 0(0)
Decoded Format It shows the source IP address (local), destination IP (remote)
address, the protocol and length of the package.
Refresh Click it to reload the page.
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3.13.2 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, B - RIP, * - default, ~ - priwvate -
* 0.0.0.0/ 0.0.0.0 via 172.16.3.1, WAN1
C~ 192.165.1.0/ 255.255.255.0 is directly connected, LAMN
C 172.16.3.0/ 255.255.255.0 is directly connected, WAN1
v

Refresh

Click it to reload the page.

3.13.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an

Ethernet hardware address (MAC Address) and an IP address.

Diagnostics >> View ARP Cache Table

Ethernet ARP Cache Table | Clear | Refresh |
IF Address MAC Address (45
192.165.1.10 O00-0E-AG-ZA4-D5-A1
172.16.3.19 00-0D0-60-6F-89-CL
172.16.3.163 00-50-7F-14-53-89
172.16.3.156 00-50-7F-14-56-0E
172.16.3.153 00-50-7F-1A-57-07
172.16.3.131 00-07-40-52-14-EF
17z2.16.3.112 00-40-CAh-6E-56-BA4
172.16.3.114 O0-0E-A6-4F-10-C4
172.16.3.8 00-11-25-22-66-22
172.16.3.181 00-50-7F-14-58-CF
172.16.3.198 00-50-7F-14-57-ALE
172.16.3.174 00-0C-6E-5E-CG8-60
172.16.3.160 00-0E-A6-5C-5C-D9
172.16.3.188 00-E0-18-72-4E-11
172.16.3.20 00-0D-60-6F-83-EC w

Refresh

Clear
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Click it to reload the page.
Click it to clear the whole table.
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3.13.4 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics >> View DHCP Assigned IP Addresses

DHCP IP Assignment Table | Refresh |

DHCP serwver: Running b
Index IF Address HAC Address Leased Time HOST ID

1 192.165.1.10 00-0E-A6-ZA-D5-141 0:00:02.630 ok-leegiyiyD7ou

Index It displays the connection item number.

IP Address Itéjisplays the IP address assigned by this router for specified
PC.

MAC Address It displays the MAC address for the specified PC that DHCP
assigned IP address for it.

Leased Time It displays the leased time of the specified PC.

HOST ID It displays the host ID name of the specified PC.

Refresh Click it to reload the page.

3.13.5 NAT Sessions Table

Click Diagnostics and click NAT Sessions Table to open the setup page.

Diag ics == NAT Sessions Table

MNAT Active Sessions Table | Refresh |

~

Private IP :Port #Pseudo Port Feer IFP :Port Interface

182.165.1.10 E461 52047 Z07.46.3.18 =1u] TWANL
Private IP:Port It indicates the source IP address and port of local PC.
#Pseudo Port It indicates the temporary port of the router used for NAT.
Peer IP :Port It indicates the destination IP address and port of remote host.
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Interface It indicates the interface of the WAN connection.

Refresh Click it to reload the page.

3.13.6 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management >> Sessions Limit

Sessions Limit
) Enable @ Disable
Default Max Sessions; |100

Limitation List
Index Start IP End

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.

Diagnostics >> Data Flow Monitor

[J Enable Data Flow Monitor

rRefresh Seconds: |10 ¥ | page: |1 ¥ | Refresh |
Index IP Address TX rate{Kbps) RX rate{Kbps) Sessions Action

MNote: 1. Click "Block” to prevent specified PC from surfing Internet far & minutes.

2. The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be hlocked.

Enable Data Flow Monitor Check this box to enable this function.

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
automatically.

Fefresh Seconds:

Refresh Click this link to refresh this page manually.
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Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.
RX rate (kbps) Display the receiving speed of the monitored device.
Sessions Display the session number that you specified in Limit

Session web page.

Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
Page: 1 |» | Refresh |
ps) Sessions Action
1/ 100 Block

Unblock — the device with the IP address will be blocked in
five minutes. The remaining time will be shown on the session
column.

Page: |1 ¥ | BRefresh |

Sessions Action
blocked / 299 Unblock

3.13.7 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Choose WAN1
Bandwidth/WAN2 Bandwidth or Sessions for viewing different traffic graph. Click Refresh
to renew the graph at any time.

Diagnostics >> Traffic Graph

Show Chart: | YWANT Bandwidth | Refresh |

AND Bandwidth |
Sessions
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The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN2 Bandwidth chart, the numbers displayed on vertical axis represent the
numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.

3.13.8 Ping Diagnosis
Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnestics => Ping Diagnosis

Ping Diagnosis

Wote: If you want to ping a LAN PC or you don't want to specify
which WaN to ping through, please select "Unspecified".

Ping through: |Unspecified v
Ping to: [Host/IP ¥ 1p address:
Run

Result | Clear |

Ping through Use the drop down list to choose the WAN interface that you
want to ping through or choose Unspecified to be determined
by the router automatically.

Ping through: | Ynspecified

Lnspecified
AR T
AR
Ping to Use the drop down list to choose the destination that you want
to ping.
F‘ing to: |HostFIP »
Hast / |IP
Gateay
GateWay?
ONS
IP Address Type in the IP address of the Host/IP that you want to ping.
Run Click this button to start the ping work. The result will be

displayed on the screen.

Clear Click this link to remove the result on the window.
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3.13.9 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to
trace the routes from router to the host. Simply type the IP address of the host in the box and
click Run. The result of route trace will be shown on the screen.

Diagnostics >> Trace Route

Trace Route

Trace through: Unspecified +
Host / IP address: Run
Result | Clear |

Trace through WAN1.

traceroute to 192.165.1.1, 30 hops max
1 Begquest timed out. *
2 Request timed out. *

Trace complete.

Trace through Use the drop down list to choose the WAN interface that you want

to ping through or choose Unspecified to be determined by the
router automatically.

Trace through: Unspecified +

Host/IP Address It indicates the IP address of the host.
Run Click this button to start route tracing work.
Clear Click this link to remove the result on the window.
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4 Registration for the Router

To use the anti-intrusion, anti-virus and anti-spam features of VigorPro series router, you
have to create a new account, finish the registration for that account by using the router and
complete the registration for the Vigor router. After finishing the registration of the router,
you can download the newly update types and rules of anti-intrusion and anti-virus during
the valid time of the license key you purchased.

There are two ways to create and activate new account. One is created by accessing
www.vigorpro.com (refer to section 4.1), the other is from router’s web configurator (refer to

section 4.2).

After activating the new account, you have to register your router from router’s web
configurator (refer to section 4.3). Follow the steps listed below to finish the registration and

activation.

4.1 Creating and Activating an Account from VigorPro Website

To activate anti-virus/anti-intrusion function, you need to register an account on
www.vigorpro.com firstly. Please follow the steps below to create a new account.

1. Open your browser with URL: www.vigorpro.com. Find the line of Not registered
yet?. Then, click the link Click here! to access into next page.

VigorPro

Home

About Us

Product

My Information
Security Information
Downloads
Technical Support
Submit Virus Sample

Close
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B;Zhyy-l——ek Search for this site l:l EQGIN

Unified Security Firewall o

All-in-one Unified Security Firewall Effective & Solid

Hardware-accelerated, Real-ime Response
Network-level Protection

Content-based Inline Inspection

Less TCO (Total Cost of Ownership)

SECURITY INFORMATION

Virus - Worm.Win32.RussoTuristo.a Nov 02, 2006

The deseription is currently unavailable. Please chedk back later, or contact D-SWAT@ ...

Virus - Trojan-Downloader.Win32.Small.ddy Nov 02, 2006

The deseription is cunently unavailable. Please chedk back later, or contact D-SWAT@ ...

Virus - IM-Worm.Win32.Qucan.g Nov 02, 2006
The description is curtently unsuailable. Please check back later, or cantact D-SINAT @

Virus - Worm.Stration.MU Nov 02, 2006

The deseription is currently unavailable. Please chedk back later, or contact D-SWAT@ ...

Virus - Worm. Stration.MS Nov 02, 2006

The deseription is cunently unavailable. Please chedk back later, or contact D-SWAT@ ...

Virus - Trojan.5dBot-2941 Nov 02, 2006

The deseription is currently unavailable. Flease check back later, or contact D-SiAT@E

Attack - TIBCO RendezVous SSL expl Nov 02, 2006

A buffer awerflow vulnerability exists in Rendezy/ous that allow arbitrany code esecut

Artack - MSIE COM Daxctle.0CX expl Nov 02, 2006

Heap-based buffer owerflow in Directdnimation.PathControl COM object (daxetie o in ...

Attack - DNS query respoense TTL Nov 02, 2006

This is presumably from an attacker engaged in 4 tace condition to respond to a legit ..

z >
S 223

More Viruses
| hi

UserName
Pasamord
AuthCode

YR8z

If you can't read the AuthCode . Clitk here

Faorget passward?

A

Contact DrayTek

I Mot registered yet 7 Click here | I

SECURITY NEWS

o 18, 2006
not-a-
wirus:RemoteAdmin \in32. RADmin. 22

o 16, 2006
Trojan-Spy. HTML Bankfraud.pa

o 18, 2006

Winrm in32 Mol
o 18, 2006

Trojan Win32 Macur

Novwe 16, 2006
Trojan-Downloaderiin32.Apher.gen
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2. Check to confirm that you accept the Agreement and click Accept.

Register Search for this site l:l

Create an account - Please enter personal profile.

WigorPro Agreement

Agreement
1. Agresmernt

Draytek provides VigoProlwsey vigorpro com) service sccording to this agreement. When you use
Personal Information  [¥igorpro service, it means that you have read, understand and agree to accept the ftems listed in this
agresment. Draytek can modify or change the content of the fems without any reasons. | iz
suggested for you to notice the medications or changes &t any time. If you still use vigorpro service
Preferences after knowing the modifications and changes of this service, t means you have resd, understandd and
agres to accept the modifications and changes. If you do not agres the content of this agresment,

please stop using wigorpro service.

O 0 0 0

Completion 2 Registration
To uze thiz service, vou have to agree the following condtions:
(&) Provide your complete and correct information according to the registration steps of this service,

(BRI o provide any incorrect or fake information here, DravTek has the riobt to nause or terminsts

D I have read and understand the above Agreement. (Use the seroll barto wiew the entire agreement)

3. Type your personal information in this page and then click Continue.

Register Search far this site l:l

Create an account - Please enter personal profile.

Fields marked by (%) are recuired

Account Information

o Agreement Userarms = |carr|e | [ Check Account
(3~ 20 characters)
|....I. |

’ Password :*
6- Personal Information (4~ 20 characters : Do not set the same as the usemame)

Confirm Password ™ |------ |

6 Preferences Personal Information
First Name :* |Carrie |

G Completion Last MName - |N' |
Company Name : |DrayTek |
Email Address . |carrie_ni@draytek corm |

Please note that a valid E-mail address is required to receive the Subseription

Code. Youwill need this code to activate your account.

Tel : | ‘ - | |
Country -* [Tamian |
Career ™ [ other |

[ << Back ] [ Continue >
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4.  Choose proper selection for your computer and click Continue.

Register Search for this site

Create an account - Please enter personal profile.

How did you find out about this website? Internet v
o Agreement
What kind of anti-virus do you use? Clamay’ v
I would like to subscribe to the vigorpro e-
G Personal Information letter.
I would like to receive DrayTek product
news.
6 Preferences
6 Completion << Back ] [ Continue ==
5. Now you have created an account successfully.
Regr'ster Search for this site

Create an account - Please enter personal profile.

G. Agreement Completion

A confirmation email has been sent to
Personal carric_nif@draytek.com
Information Please click on the activation link in the email
to activate your account

© rrrene START
G Completion

6. Check to see the confirmation email with the title of New Account Confirmation
Letter from www.vigorpro.com.

HFHHEE Thiz 15 an automated message from www wigorpro. cotn, ¥FEEF*
Thank you ( catrie ) for creating an account.
Please click on the activation link below to activate vour account

Link : Activate my Account
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7. Click the Activate my Account link to enable the account that you created. The
following screen will be shown to verify the register process is finished. Please click
Login.

Register
Register Confirm

Thank for your register in WVigorPro Web Site
The Eegister process iz completed

8. When you see the following page, please type in the account and password (that you
just created) in the fields of UserName and Password. Then type the code in the box
of AuthCode according to the value displayed on the right side of it.

Relogin Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN
UserMarne : carrie
Password : [TITIT]

Auth Code = [thrmj Tha i

If you cannot read the word, click here

Don't have a VigorPro Account 7

Create an account now

If you are having difficulty logging in, contact our customer service
Costomer Service : 886 3 597 2727 or

email to webmasterd@draytelk com

9.  Now, click Login. Your account has been activated.
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4.2 Creating and Activating an Account from Router Web
Configurator

You, also can created and register a new account from the web configurator of the VigorPro
router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Do not type any word on the window and click
OK.

2. From the router’s web page, please open Defense Configuration >>Activation. You
will see the following web page.

Defense Configuration

b Anti-Intrusion
b Anti-Yirus
b Anti-Spam
b Activation

b Sighature Upgrade
* Status

3.  Click any one of the Activate link from the Activation web page.

Defense Configuration >> Activation

Anti-Intrusion/ Anti-¥irus License
[Status: Mot Activated]

Service Activation Activate

Anti-Intrusion/anti-Yirus Authentication Message

Anti-Spam License
[Status: Mot Activated]

Service Activation Activate
Anti-Spam Authentication Message

AntiSpam service not activate 2000-01-01 00:05:18

Mote: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
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4.

A Re-login page will be shown on the screen.

Re-login Search far this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

Auth Code l:l }_h\&H

If you cannot read the word, CHCk here

Don't have a VigorPro Account ?

Create an account now

If you are having difficulty logging in, eontact sur customar service.

Custormer Senvice 1 926 2 507 2727 or

email to 2wehmaster@dravtek com

Locate and click Create an account now link on the bottom of this page. You will
access into the following page. Check the box below to confirm that you accept the

Agreement and click Accept.

Register Search far this site

Create an account - Please enter personal profile.

Agreement
1. Sgreement

Preferences

please stop using vigorpro service.

O 0 0 ©

Completion 2. Registration

To use this service, you have to agres the folowing conditions:

WigorPro Agreement

Draytek provides VigoProlwsasy vigorpro.com) service according to this aoreement. When you use
Personal Information  |¥igorpro service, it means that you have read, understand and agree to accept the items listed in this
agreement. Dravtek can modify or change the contert of the tems without any reazons. it is
suggested for you to notice the medications or changes at any time. If you stil use vigorpro service
after knowving the modifications and changes of this service, it means you have read, understand and
agres to accept the modifications and changes. If vou do not agree the content of this agreement,

(&) Provide your complete snd correct information acoording to the registration steps of this service.

[ If vou provide any incorrect o fake information here, DrayTek has the riakt to nause or terminate

[ 1 hawe read and understand the abowe Agreement. (Use the scrall bar ta view the entire agreement)
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6.  Type your personal information in this page and then click Continue.

Register Search for this site

Create an account - Please enter personal profile.

Fieldz matked by (*) are required

Account Information
0 UserMame cattie Check Account
(3~ 20 characters)
Password ¥ hukududulated
Personal Information (4~ 20 characters : Do not set the same as the usermame.)

Confirm Password ©™ | eessse

e Preferences Personal Information

First Mame :* Carrie
Completion Last Mame :* i
Cornpany Name DrayTek
Email Address carrie_nig@draytek com

Flease note that a valid E-mail address is required to receive the Subscription

Code. You will need this code to activate your account.

Tel : -
Country -* TARAN v
Career ¥ Other -

I<< Back ] [ Continue ==

7. Choose proper selection for your computer and click Continue.

Register Search for this site

Create an account - Please enter personal profile.

How did you find out about this website? Internet v
o Agreement
What kind of anti-virus de you use? Clamay v
| would like to subscribe to the vigorpro e-
G Personal Information letter.
I would like to receive DrayTek product
news.
e Preferences
. << i E
G Completion Back ] [ Continue
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8. Now you have created an account successfully.

Register Search for this site

Create an account - Please enter personal profile.

G. Agreement “

A& confirmation email has been sent to
Personal carnie_mi@draytek. com
Information Please click on the activation link in the emeail
to activate your account

€ preferences ’TART
€ completion

9. Check to see the confirmation email with the title of New Account Confirmation
Letter from www.vigorpro.com.

#H¥%¥ Thiz 15 an automated message from www vigorpro, o, ¥4
Thank you ( carrie ) for creating an account.
Flease click on the activation hink below to activate your account

Link: ; Activate my Account

10. Click the Activate my Account link to enable the account that you created. The
following screen will be shown to verify the register process is finished. Please click
Login.

Register

Register Confirm

Thank for your register in VigorPro Web Site
The Eegister process is completed
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11. When you see the following page, please type in the account and password (that you
just created) in the fields of UserName and Password. Then type the code in the box
of AuthCode according to the value displayed on the right side of it.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN
UserMame : carrie
Password : [TITIT)

Auth Code ©  [thrmj tk\'\'{’\b

If you cannot read the word, click here

Don't have a VigorPro Account 7

Create an account now

I you are having difficulty logging in, contact our customer service.
Customer Service : 836 3 597 2727 or

email to wehmasterddraytek com

12. Now, click Login. Your account has been activated. And the following page will be
shown automatically.

M_]," Product Search for this site

Device Registration

Welcome, carrie

Last Login Time : 2005-05-16 17:05:25
Last Login From : 2153.174 234 195
Current Login Time : 2005-03-16 17:13:51
Current Login From : 213.174 234 195

RowMa - |1 % PageMo: | ¥

—l DrayTek will maintain a database of MAC address/serial number of shipped

El goods. Only products with shipping records can be registered. If your
VigorPro 5300 cannot hook up to your account, please contact your reseller
or DrayTek’s technical support.
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4.3 Registering Your Vigor Router

You have activated the new account for the router. Now, it is the time for you to register
your vigor router. Open Defense Configuration >>Activation; the other is to register by
using Anti-Spam>>Profile Setting. Registering Vigor router should be done just for once.
If the router has been registered previously, the system will not allow you to register
the router again. After finishing the router registration, you can activate Anti-Virus,
Anti-Intrusion and Anti-Spam respectively.

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Do not type any word on the window and click
OK.

2. From the router’s web page, please open Defense Configuration >>Activation. You
will see the following web page.

Defense Configuration

b Anti-Intrusion
b Anti-Yirus
b Anti-Spam
b Activation

b Signature Upgrade
b Status

3. Click any one of the Activate link from the Activation web page.

Defense Configuration >> Activation

Anti-Intrusion/Anti-¥Yirus License
[Status:Mot Activated]

Service Activation

Anti-Intrusion/anti-Yirus Authentication Message

Anti-Spam License
[Status:Mot Activated]

Service Activation Activate

Anti-Spam Authentication Message

AntiSpam service not activate Z000-01-01 00:05:18

MNote: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.

154 VigorPro5300 Series User's Guide



4. A Re-login page will be shown on the screen. Please type the account and password
that you created previously. And click Login.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN
UserMarne carrie
Password : sssses

Auth Code : [thmj tk‘\«‘b

If you cannot read the ward, click here

Don't have a VigorPro Account ?

Create an account now

If you are having difficulty logging in, contact our customer senice.
Customer Service : 826 3 527 2727 or

email to Jwebimasterddraytek com

5. The following page will be displayed after you logging in VigorPro server. From this
page, please click Add.

My Product Search for this site

Device Registration

Welcome, carrie

Last Login Time : 2005-05-16 17:08:25
Last Login From : 213.174.234.195
Current Login Time : 2006-03-16 17:13:51
Current Login From : 2158.174.2234 1585

Raowio: |1 | Pagello : P
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6.  When the following page appears, please type in Nick Name (for the router) and choose
the right purchase date from the popup calendar (it appears when you click on the box
of Purchase Date).

M}i Product Search far this site
Device Add
Serial number: 999999555590
Nick Name: carrie
Purchase Date: 08-16-2006

[ [ |[August_|[2006 | E

Wk HMon Tue Wed Thu Fr Sat Sun

21 1 2 3 4 ]

32 i 9 10 11 12
32 14 18 |16 17 18 19
34 M 22 023 24 25 26
328 29 30 AN

Today is Wed, 16 Aug 2008

7. After adding the basic information for the router, please click Submit.

Mj«" Product Search for this site
Device Add
Serial number: 299359935330
Nick Name: carrie
Purchase Date: 05-16-2006
l Cancel l l Submit ]

8. Now, your router information has been added to the database. Click OK to leave this
web page and return to My Product web page.

Your dewice has been successfully added to the database.

4.4 Activating Anti-Virus/Anti-Intrusion/Anti-Spam Service

After registering your vigor router, you have to follow the steps listed below to activate
anti-virus/anti-intrusion/anti-spam service to obtain full security for your computer.

4.4.1 For Anti-Virus and Anti-Intrusion Service

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activate. You will
see the following web page.
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e Configuration

b Anti-Intrusion
b Anti-Yirus
b Anti-Spam
b Activation

b Signature Upgrade
b Status

3.  Click the Activate link from Anti-Intrusion/Anti-Virus License to activate
Anti-Intrusion/Anti-Virus service.

Defense Configuration >> Activation

Anti-Intrusion/ Anti-¥irus License
[Status:Mot Activated]

Anti-Intrusion/Anti-Virus Authentication Message

Anti-Spam License
[Status:Mot Activated]

Service Activation Activate
Anti-Spam Authentication Message

AntiSpam service not actiwvate 2000-01-01 00:05:15

MNote: If you want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
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4.

A Re-login page will be shown on the screen. Please type the account and password
that you created previously. And click Login.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

UserMame |carrie |

Password :
Auth Code t_k\«\s

If you cannot read the word, click here

Don't have a VigorPro Account ?

Create an account now

It you are having difficulty logging in, contact our customersenice.
Customer Sendice : 336 3 537 2727 or

email to :webmaster@draytek.com

On the web page of My Product, you can find a list of the devices that you add with

the above steps. Currently, you just have added VigorPro 5300. Please click the serial
number link.

Mj.v‘ Product Search for this site| H GO ]

Device Registration

Welcome, carrie

Last Login Time : 2006-08-16 17:08:25
Last Login From : 215.174 234 195
Current Login Time : 2005-08-16 17:13:51
Current Login From : 215,174 234,195

Rowho FPageMo :

Your Devices

999899999990 carrie YigorP'ro 5300 -
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6. From the Device’s Service section, click the Activate button for Al-AV
(Anti-Intrusion & Anti-Virus) service.

Search for this site | | [ GO ]

My Product

Device Information

Nick Name : carrie
Serial : 999999999990
Model : “igorPro 5300

Rename H Delete ” Transfer ][Eiac:k]

Device's Service

Status Start Date Expired Date  Provider

s : - | -

Action

Activate : It allowes the user to activate the service provider (DT-DT and DT-KL) dedicated to the router. If the recaord of
the license key exists, the button "Upgrade” will show up instesd.

Apply : |t allovwws the user to adopt the selected service provider on the router, | alzo enables the user to switch one

ke to the ather.

Rename It allows you to change the account name.

Delete It allows you to delete account name used currently.

Transfer It allows you to transfer the VigorPro device together with
applied license to someone who has already registered another
account in www.vigorpro.com. Be sure to press this button to
transfer the product to whom you want to give. Otherwise
he/she might not be able to maintain the license hooked up to
the VigorPro device.

Back It allows you to return to the previous account.
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7. In the following page, check the box of “I have read and accept the above
Agreement”. The system will find out the date for you to activate this version of
service. Then, click Register.

My Product Search for this site

Try DrayTek's AV-Al application 30 days free of charge
STEP 1
Service Pravider; ® DT-DT
STEP 2
Join Jointhe Draytek promotion plan

STEP 3

lﬁj License Aareement PDF Format

IrayTek VigorFro Series End-TUser License LAgreenent -

INPORTANT :

DrayTek IS WILLING TO LICEN3E THE ENCLO3ED SOFTWARE TO ¥oOU CNLY
OPCHN THE CONDITION THAT YOU ACCEPT ALL OF THE TEEMS CONTALIMED

IN THIS LICENSE AGREEMENT. PLEASE READ THE TEERMS CAREFULLY

BEFORE COMPLETING THE INSTALLATICON PROCE3S AS INITALLING THE
SCOFTWARE WILL INDICATE ¥OUR ASSENT TO THEM. IF ¥OU DO NOT AGREE

TC THE3IE TERM3, THEN DrayTek IS5 UNWILLING TO LICEMSE THE

JAOFTWARE TO YoU, IN WHICH EVENT ¥OU 3JHOULD RETURN THE A

I | hawe read and accept the abowe Agreement. (Please chedi this box). l

STEP 4

Activation Date(MM-DD-vYy): ||08-16-2005

Ti|) . The abowe irformation will not be shown sfter you added and registered both types of license numbers
to the database.

Note: DT-DT means you can acquire the anti-intrusion and anti-virus services
from DrayTek Corporation.

8.  Next, the DrayTek Service Activation screen will be shown as the following:

DrayTek Service Activation

Service Name Start Date Expire Date Status
Anti-Virus 2006-08- 16 2006-09-15 oT-DT
Anti-Spam --- --- Not Activated

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright © DrayTek Corp. All Rights Reserved.

Close

(Above figure supposes you have not activated Anti-Spam yet.)
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9. Click Close.

10. Open Defense Configuration>>Status page of the router’s web configurator. The start
date and expire date for the license are shown in this page.

Defense Configuration >> Status

Anti-Intrusion/Anti-Virus License
[Status:DT-DT ]  [Start Date: 2006-08-16 Expire Date: 2006-09-15 ]

.:Iil:]IICILuIl: ST —trere aigllatulc Brerie=Ererte ToreewTm 12 9:16:25.0 20046
Current Download Server @ auto-selected Current Query Server : auto-selected

Signature Authentication/Download Message for Anti-Intrusion/anti-Yirus:

Anti-Spam License
[Status: Mot Activated]
Signature suthentication/Download Message for Anti-Spam

AntiSpam sService not actiwvate Z000-01-01 00:05:18

Now, you have finished all the procedure for registering your router.

Note: You are allowed to use this version (with anti-intrusion and anti-virus
features) for 30 days after you register for your router. In addition, you will be
informed with an e-mail before expire date of this version.
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4.4.2 For Anti-Spam Service

Please follow the steps below to activate Anti-Spam Service for your system.

Getting 30 Days of Free Charge

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activate. You will
see the following web page.

Defense Configuration

b Anti-Intrusion
b Anti-birus
b Anti-Spam
b Activation

b Signature Upgrade
b Status

3.  Click the Activate link from Anti-Spam License to activate Anti-Spam service.

Defense Configuration >> Activation

Anti-Intrusion/Anti-Yirus License
[Status: Mot Activated]

Service Activation Activate

anti-Intrusion/anti-wirus Authentication Message

Anti-Spam License
[Status: Mot Activated]

Service Activation

Anti-Spam Authentication Message

AntiSpam service not activate 2000-01-01 00:05:18

Note: If you want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
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4. A Re-login page will be shown on the screen. Please type the account and password
that you created previously. And click Login.

Search for this site l:l

Re-login

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

UserMame :  |carrie

oy

If you cannot read the word, Click here
e

Don't have a VigorPro Account ?

Create an account now

I you are hawing difficulty logging in. cantact our sustomer senrice
Customer Service 886 3 507 2727 or

email to :webmaster@draytek com

5. On the web page of My Product, you can find a list of the devices that you add with
the above steps. Currently, you just have added VigorPro 5300. Please click the serial

number link.

M]f Product Search for this 5ite| H GO l

Device Registration

Welcome, carrie

Last Login Time : 2006-058-16 17:08:25
Last Login From : 2158.174.234.195
Current Login Time : 2006-08-16 17:13:51
Current Login From : 215.174.234.195

RowMNo : PageMo :

Your Devices

9998999999490 carre YigorPro 5300 -
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6. From the Device’s Service section, click the Activate buttons for AS (Anti-Spam)
service.

| SR

My Product Search for this site|

Device Information

Nick Name : catrie
Serial : 399999999990
Model : igarPro 5300

Rename H Delete ” Transfer ”Elac:k l

Device's Service

Service Action Status Start Date Expired Date  Provider

Al-AN Activate
s

Action

Activate : {t allowes the user to activate the service provider (DT-OT and DT-KL) dedicated to the router . If the record of
the licenze key existz, the button "Upgrade" will showe up instead.

Apply : It allowes the user to adopt the selected service provider on the router. |t alzo enables the user to switch one
key to the other.

7. Inthis page, check the box of “I have read and accept the above Agreement”. The
system will find out the date for you to activate this version of service. Then, click
Register.

My Product Search for this site

Try DrayTek's Service application 30 days free of charge

Cancel

STEP 1

Senice Pravider: @ CTCH

STEP 2

[“Jain ttn Jointhe Draytek promotion plan
STEP 3

izlLicense Agreement PDF Format

End User License Lgreesment -
for Anti-3psam service on VigorPro router

Ver 1.0

PLEAZE REEALD THIZ SOFTWARE LICEN3E AGREEMENT ("LICENSIE™)
CAREFULLY EBEFORE DOWNLOADING OF OTHERWISE U3ING THE

SOFTYARE. EY DOWMLOALDIMG, INSTALLING CR UIING THE

SJOFTWARE, YOU ALRE AGREEING TO BE BOUND EY THE TERMS CF

THIS LICENSE. IF ¥OU DO NOT AGEEE TO THE TERMA OF THIS b

I I:‘ | have read and aceeptthe above Agreement. (Flease ched: this box). I

STEF 4
Activation Date(MM—DD—YYY‘(I): 0&-02-2007

Tip = The sbowve infor mation w4l not be shovwvn sfter you sdded and registered both types of license numbers
to the database.

Note: CTCH means you can acquire anti-spam service from
Commtouch.
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8.  Next, the DrayTek Service Activation screen will be shown as the following.

(Above figure supposes you have not activated Anti-Virus yet.)
9. Click Close.

Now, you have finished all the procedure for activating Anti-Spam service for your router.

Note: You are allowed to use this version (with anti-spam feature) for 30 days
after registration for your router. In addition, you will be informed with an e-mail
before expire date of this version.

Upgrade License for Anti-Spam

When thirty days for free of charge expires, you can apply for a new license by following the
steps below:

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activate. You will
see the following web page.

Defense Configuration

b Anti-Intrusion
b Anti-Yirus
b Anti-Spam
b Activation

b Signature Upgrade
b Status
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3. Click the Activate link from Anti-Spam License to activate Anti-Spam service.

Defense Configuration >> Activation

Anti-Intrusion/Anti-¥irus License
[Status: Mot Activated]

Service Activation Activate
anti-Intrusion/anti-Yirus Authentication Message

Anti-Spam License
[Status ! CTCH] [Start Date:2007-05-02 Expire Date:2007-06-02]

Service Activation

Anti-Spam Authentication Message

Get new license successful, 2007-05-02 03:53:42

Wote: If you want to use email alert ar syslog, please configure the Syslog/Mail Alert Setup page.

4. A Re-login page will be shown on the screen. Please type the account and password
that you created previously. And click Login.

Re-login Search far this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN
UserMame carrie
Password sssese

Auth Code : [thmj tk\W\S

Ifyou cannot read the word, click here

Don't have a VigorPro Account ?

Create an account now

Ifyou are hawing difficulty lagaing in, contact our custamer senvice
Customer Service : 835 3 597 2727 or

email to webmaster@draytek.cam
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5. On the web page of My Product, you can find a list of the devices that you add with

the above steps. Currently, you just have added VigorPro 5300. Please click the serial
number link.

My Product Search for this site | | [ GO ]

Device Registration

Welcome, carrie

Last Login Time : 2006-03-16 17:08:25
Last Login From : 2153.174.234.195
Current Login Time : 2006-08-16 17:13:51
Current Login From : 215.174.234.195

RowMo : PageMo :

Your Devices

[m Device Name mm

5999999999990 carrie ” “igorPro 5300 ”

6. From the Device’s Service section, click the Upgrade buttons for AS (Anti-Spam)
service.

M_]." Product earch for this site| H GO ]

Device Information

Nick Name : carrie
Serial : 9599998999490
Model : “igorPro 5300

Rename ][ Delete ][ Transfer ] [Back]

Device's Service

Service Action Status Start Date Expired Date  Provider
Al Activate - - . -
AS [ Upgrade ] Apply ] Installed  2007-05-02 2007-08-02 CTCH
Action

Activate : It allowes the uzer to activate the service provider (DT-DT and DT-KL) dedicated to the router. If the record of
the license key exiztz, the button "Upgrade” will show up instead.

Apply : It allovwys the user to adopt the selected service provider on the router. | also enshles the user to switch one
ke to the other.
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7. Inthis page, type the License Number stated on the Anti-Spam license card in the field
of License Number. Then, click Add License.

Leo]

My Product =earch for this site |

Apply For A License Number

Service Mame: AS
STEP 1

License Mumber | |[ Add License

Ti|) + To add 2 newr License Mumber, be aware that it should come from the same Service Provider to awvoid

corflict.

STEP 2

Joir 1Y Jointhe DrayTek promotion plan

STEP 3

Activation Date (MM-DD-Y¥ YY), |06-03-2007 | Aeply |

8. Now, the license number will be displayed on the page immediately. Click Apply.

(0]

My Product Search for this site |

Apply For A License Number

Service Mame: AS
STEP 1

H Add License l

License Mumbey |

Ti|) + To add = new License Number, be aware that it should come from the same
Service Provider to 2wvoid conflict.

AcAB0-4081 A-5E890-01120 CTCH  walid
STEP 2
Joir 1! Jointhe DrayTek promotion plan
STEP 3
Activation Date (MM-DD-YYYy): |08-03-2007 [ Aeply |
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9. Inthis page, check the box of “I have read and accept the above Agreement”. The
system will find out the date for you to activate this version of service. Then, click
Confirm.

Confirm Message

User Name : carrie

Serial Number: 200705011001
Activate Date : 2007-06-03
Expired Date : 2008-06-02

License Number Service Provider Status
0CA90-40814A-5E890-01120 CTCH valid

End User License Agreement
for Anti-Spam service on WigorPro router

YWer 1.0

FLEASE READ THIS BOFTWARE LICENSE AGREEMENT ("LICENSE") CAREFULLY
BEFORE DOWNLOADING OR OTHERWISE USING THE SOFTWARE. BY

DOWYNLOADING , INSTALLING OR USING THE SOFTWARE, ¥OU ARE AGREEING TO

BE BOUND BY THE TERMS OF THIS LICEMSE. IF ¥OU DO NOT AGREE TO THE

TERMS OF THIS LICENSE, YOU ARE NOT AUTHORIZED TO DOWNLOAD OR USE THIS  +

| hawe read and acceptthe above Agreement. (Please check this box).

l Cancel l [ Canfirm ]

10. Next, the DrayTek Service Activation screen will be shown as the following.

DrayTek Service Activation

Service Name Start Date Expire Date Status
Anti-Virus --- --- Mot Activated
Anti-Spam 2007-06-03 2008-06-02 CTCH

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright @ DrayTek Corp. All Rights Reserved.

Close

(Above figure supposes you have not activated Anti-Virus yet.)
11. Click Close to exit.
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4.5 Applying a New License for Anti-Intrusion/Anti-Virus

When thirty days for free of charge expires, you can apply for a new license by following the
steps below:

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Do not type any word on the window and click
OK.

2. From the router’s web page, please open Defense Configuration >>Activate. You will
see the following web page

Defense Configuration

b Anti-Intrusion
b Anti-birus
b Anti-Spam
b Activation

b Signature Upgrade
b Status

3. Click the Activate link from Anti-Intrusion/Anti-Virus License to activate Anti-Spam
service.

Defense Configuration >> Activation

Anti-Intrusion/Anti-Yirus License
[Status: Mot Activated]

Service Activation

Anti-Intrusion/anti-Yirus Authentication Message

Anti-Spam License
[Status :CTCH] [Start Date:2007-05-02 Expire Date: 2007-06-02]

Service Activation Activate

Anti-Spam Authentication Message

Get new license successful, 2007-05-02 03:53:4Z2

Mote: If you want to use email alert or sysloq, please configure the SysLog/Mail Alert Setup page.
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4. A Re-login page will be shown on the screen. Please type the account and password
that you created previously. And click Login.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

UseMame : |carrie |

Paszsword :
Auth Code t_k-\«\.g

If wou cannot read the word, click here

Don't have a VigorPro Account 7

Create an account now

Ifyvou are having difficulty logging in, contact our customer senice.
Customer Service : 888 3 537 2727 ar

email to webmaster@dravtel com

5. The following page will be displayed after you logging in VigorPro server. From this
page, please click Add.

My Product Search for this site

Device Registration

Welcome, carrie

Last Login Time : 2005-05-16 17:058:25
Last Login From : 218.174.234.195
Current Login Time : 2006-03-16 17:13:51
Current Login From : 215,174 234 195

Rowto Fagehlo : I:ﬂ
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6.

7.

8.

When the following page appears, please type in Nick Name (for the router) and choose
the right purchase date from the popup calendar (it appears when you click on the box

of Purchase Date).

Search far this site

My Product

Device Add

Serial number: 999999555590

Nick Name: carrie

Purchase Date: 08-16-2006
[ [ |[August_|[2006 |
Wk Mon Tue Wed Thu Fn
21 1 2 K 4
2z T g 9 10 M
33 14 18 |[16| 17 18
24 21 22 23 24 28
25 28 029 3 AN

E

Sat Sun
5
12
19
26

Today is Wed, 16 Aug 2008

After adding the basic information for the router, please click Submit.

Search for this site

My Product

Device Add

Serial number:

Nick Name:

Purchase Date:

2995599359950

Cartie

05-16-200k

[ Cancel ] l Submit l

Now, your router information has been added to the database. Click OK to leave this

web page and return to My Product web page.

Your dewice has been successfully added to the database.
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9.  On the web page of My Product, you can find a list of the devices that you add with

the above steps. Currently, you just have added VigorPro 5300. Please click the serial
number link.

M],f Product Search for this site| |[ GO ]

Device Registration

Welcome, carrie

Last Login Time : 2006-03-16 17:08:25
Last Legin From : 213.174.234 195
Current Login Time : 2006-03-16 17:13:51
Current Login From : 2158.174.234.155

Rowflo : Pagelo :

Your Devices

999999599930 carre *igorPro 5300

10. From the Device’s Service section, click the Activate button for Al-AV
(Anti-Intrusion & Anti-Virus) service.

My Product Search for this Site| H GO ]

Device Information

Nick Name : carrie
Serial : 999999939390
Model : %igorPro 5300

Rename ] ’ Delete ][ Transfer ”Elack]

Device's Service

Status Start Date

Expired Date  Provider

Action
Activate | It allows users to add service provider (DT-DT and DT-KL) to the router.

Lpply I allowes users to adopt the selected service provider to the router.
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11. In the following page, please type in license number shown on the License Key card.
There are two numbers for your selection, DT-DT (service from Draytek) or DT-KL
(service from Kaspersky Lab). Simply enter the one that you want to apply and click
Add License.

Apply For A License Number

Service Mame: Cancel

STEFP 1

License Mumber : H Add License

Ti I ¢ To=dd = new License Number, be sware that it should come from the same Service Provider to zvoid

conflict.
STEP 2
Jin 1 Jointhe DrayTek promotion plan
STEP 3
Activation Date (MM-DD-YYYY): | 08-16-2006 | Apply |

Note: DT-KL allows you to acquire the anti-intrusion service from DrayTek and
anti-virus service from Kaspersky. DT-DT allows you to acquire the anti-intrusion
and anti-virus services from DrayTek Corporation.

12. After typing the license key, click Add License. The basic information for the one you
selected will be shown on the following page.

Apply For A License Number
Service Name: Al-AV

STEFP 1

License Mumber ; ‘ | Add License

Ti|) : Tooadd & new License Mumber, be sware that it shoold come from the same Service Prowvider to =weoid

cornflict.
Flag License Number Provider Status
DAZDO-CAAZA RPN, DT-DT valid

13. Next, enter the activation date. Move the mouse to the inserting box and click it. The
system will find out the date for you to activate this version of service.

Flag License Provider Status
DA DO-CA4 3 A OT-DT walid
STEP 2
Jain 1 Jointhe DrayTek promotion plan
STEP 3

Activation Date (MM-DD-¥yyy). 08162008 | | Apply
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14. Click Apply when you finish choosing the date. The following page will be shown to
ask your confirmation.

My Product Search for this site| |[ GO l
Confirm Message

User Name : cartie

Serial Number : 992399599530

Activate Date :  2006-08-16

Expired Date ;  2007-08-15

License Number Service Provider Status
DAZD0-CAA B AR, o7-0T valid
. .S

DrayTek WigorPro Series End-User License Agreement

INPORTANT

DrayTek I3 WILLING TO LICENSE THE ENCLOZSED SOFTWARE TO ¥OU ONLY
UFCN THE CCHNDITION THAT YOU ACCEPT ALL OF THE TERMI CONTAINED

IN THIS LICEN3E AGREEMENT. FLEASE READ THE TERMS CAREFULLY

BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE
SOFTWARE WILL INDICATE YOUR ASSENT ToO THEM. IF ¥OU DO NOT AGREE

T2 THESE TEEM3, THEN DrayTek IS UNWILLING TO LICENSE THE

SOFTWARE TO VOU, IN WHICH EVENT TOU SHOULD EETURN THE w

| hawe read and accept the abowe Agreement. (Please cheds this boe,

l Cancel ] ’_ Confirm ]

15. Check the box of “I have read and accept the above Agreement” and click Confirm.
The Service Activation screen will be shown as the following.

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Anti-Yirus 2006-08- 16 2007-08-15 DT-DT

Copyright & OrayTek Corp. All Rights Reserved.

Close

16. Click Close.

Return to Defense Configuration>>Status page of the router’s web configurator. The
start date and expire date for the license will be shown in this page.
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4.6 Backup and Upgrade Signature for Anti-Intrusion/Anti-Virus

You can get the most updated signature from DrayTek’s server if the license key of
anti-virus/anti-intrusion for the VigorPro 5300 is not expired. Before you upgrade the
signature, please check the validation information either from WEB user interface of
VigorPro 5300 or account information from www.vigorpro.com.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Do not type any word on the window and click
OK.

2. From the router’s web page, please open Defense Configuration >>Signature
Upgrade. You will see the following web page.

Defense Configuration

b Anti-lntrusion
b Anti-birus
b Anti-Spam
b Activation

b Signature Upgrade
b Status

3. On Signature Upgrade web page, locate Backup and Download Now!!!.

Defense Configuration >> Signature Upgrade

Signature Upgrade Setting

Signature Yersion . basic

Signature Build Date : Tue Aug 29 09:16:25.00 2006

Setup download server auto-selected find more
Setup query server auto-selected find more

Signature authentication/download message:

Upgrade Manually Impart ] [ Backup ] [ Diownload Mow 11

Upgrade Automatically
[Jscheduled Update

Ewvery: (hour) {minutes after the hour)

Daily: (hour) {minute)

Wieekly: (day) {hour) (minute)
[ 0K ] [ Cancel ]

Time for Backup

Before changing other license, it is suggested for you to backup the original signature first.
To backup current signature with the filename vigorpro.sig, click Backup.
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Time for Download

After changing other license, it is suggested for you to download newly update signature for

your router. To download newly update anti-intrusion and anti-virus from VigorPro website,
please click Download Now!!!.

Time for Import

Backup files can be imported whenever you want. To use a saved signature information,
please click Import.

In addition, users can specify certain time for executing the upgrade automatically by the

router. Remember to check the Schedule Update box and click OK to activate the time
settings.

4.7 Switching between DT-DT and DT-KL

You can change anti-virus and anti-intrusion service between DT-DT and DT-KL service
provider whenever you want. Simply follow the steps below:

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password. Do not type any word on the window and click
OK.

2. From the router’s web page, please open Defense Configuration >>Activate. You will
see the following web page.

Defense Configuration

b Anti-lntrusion
k- Anti-Wirus
b Anti-Spam

b Activation

b Signature Upgrade
b Status

3. Click the Activate link from the Defense Configuration >>Activate web page.

Remember that the license currently selected is DT-DT. Therefore, you can switch into
DT-KL if you want.

Defense Configuration >> Activation

Anti-Intrusion/Anti-¥irus License
[Status: DT-DT ]  [Start Date: 2006-05-16  Expire Dol GebldalEa o]

Service Activation Activate
Anti-Intrusion/anti-¥irus Authentication Message

Anti-Spam License

[Status :CTCH]  [Start Date:2007-05-02 Expire Date: 2007-06-02]
Service Activation Activate

Anti-Spam Authentication Message

Get new license successful, Z007-05-02 03:53:4:2

Note: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
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4. A Re-login page will be shown on the screen. Please type new account and password
that you created previously. And click Login.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

UserMarme |carrie |

Password :
Auth Code t_k\'«\b

If you cannot read the ward, click here

Don't have a VigorPro Account ?

Create an account now

If you are having difficulty logging in, contact our customer senvice.
Customar Service : 596 3 507 2727 or

email to webmasteridraytek com

5. The following page will be shown automatically. You will find there are two devices
service added to your router. If you activated only one service before, it must be only
one service displayed here. In this case, DT-DT and DT-KL services are registered on
the VirgorPro website. However, DT-DT service is installed into the router at present.

My Product Search for this site | | [ GO ]

Device Information

Nick Name : carrieni
Serial : QoE390593050
Model : YigorPro 5300

Rename ] [ Delete ] l Transfer ] [Elack ]

Device's Service

Service Action Status Start Date Expired Date  Prowvider
AlLAN Upgrade || Apply Installed 2008-0B-26 2007-08-26 OT-0OT
AR ’ Upgrade ] [Apply ] Registered  2006-06-29 2007-06-29 DOT- KL

Action

Upgrade : # allovws user to update a nevw license for the specified service provider .

Apaly ot allows users to adopt the selected service provider to the router,

Status

Installed : t means the service provider has been added to your router and is the one used currently.

Regiztered : | means the sarvice provider has been added to your router and waits for apgplying.

Upgrade allows you to upgrade a new license for specified service provider (DT-DT

178 VigorPro5300 Series User's Guide



or DT-KL). Click the Upgrade button according to the license of provider (DT-DT or
DT-KL) you purchased to update a new license.

Apply allows you to adopt the anti-virus and anti-intrusion service that provided by
the selected service provider for your router. You can apply only one Provider with
Al-AV at one time.

6. Click Apply on the line with DT-KL service to activate that service.

7. Now, you have successfully switched the service provider for your router.

4.8 Enabling Anti-Virus/Anti-Intrusion/Anti-Spam

After applying an account, registering your account and router, you have to access into the
web page of Vigor router to enable Anti-Virus/Anti-Intrusion functions. There are two ways
to enable it.

A. For the default rule of firewall, please open Firewall>>General Setup page. Check the
box of Enable for Anti-Intrusion and choose proper action (profile) from the drop down
list of Anti-Virus and Anti-Spam. Next, click OK to finish the procedure of activation.

Firewall >> General Setup

General Setup

call Filter ® Enable Start Filter Set | Set#l v
O Disable

Data Filter @ Enable Start Filter Set |Seti2
O Disable

Actions for default rule:

Application Action/Profile Syslog
Filter Pags w O
Codepage Mane hd
IN/PZP Mone O
URL Content Filter Mane O
Web Content Filter Maone O
Anti-Virus MNane O
Anti-Intrusion: O Enable O
Anti-Spam Mane O

[0 spply 1P filter to ¥PN incoming packets
Accept large incoming fragmented UDP or ICMP packets { for some games, ex, CFf

[ Enable Transparent mode

B. For specified filter rule (there are twelve filter sets in Firewall, and each set is allowed to
set seven filter rules), please check the box of Enable for Anti-Intrusion and choose
proper action (profile) from the drop down list of Anti-Virus. Next, click OK to finish
the procedure of activation.
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Firewall == Edit Filter Set >=> Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

Comments:

Index(1-15) in Schedule Setup:

Direction:
Source IF:
Destination 1P:
Service Type:
Fragments:

Application
Filter:

Block MetBios

LAN -= WWAN w

Any

Any

TCR/UDP, Port: fram 137~139 to any

Don't Care v

Action/Profile
Pass If Mo Further Match

Branch to Cther Filter Set: Mone %

Codepage AMSI1252)-Latin |
1M/P2P: Mone

URL Content Filter Mone »

Web Content Filter Mone

Anti-Virus: Mone »

Anti-Intrusion: [1 Enable

Anti-Spam: Mone v

[ Ok } [ Clear ] [ Cancel ]

Edit

Syslog

Ooooooao

If you did not check the Anti-Intrusion box and choose a proper profile for
Anti-Virus/Anti-Spam, you still cannot use the Anti-Intrusion/Anti-Virus/Anti-Spam
function even if you finished all the relational profiles.
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CS/ Application and Examples

5.1 Create a LAN-to-LAN Connection Between Remote Office
and Headquarter

The most common case is that you may want to connect to network securely, such as the
remote branch office and headquarter. According to the network structure as shown in the
below illustration, you may follow the steps to create a LAN-to-LAN profile. These two
networks (LANSs) should NOT have the same network address.

Router B
220.135.240.210

Router A
220.135.240.208

Headquarter

Remote Branch Office
192.168.1.0

192.168.2.0

Marketing
Departme
192.168..

Mail Server

192.168.1.2 192.168.2.21 192.168.2.22

Settings in Router A in headquarter:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then,

For using PPP based services, such as PPTP, L2TP, you have to set general settings in
PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In PPR PAP of CHAPR v Start IP Address 192.168.1.200
asuthentication

Dial-In PPP Encryption :

(MPPE) | Optional MPPE v

Mutual Authentication (PP O Yes @ Mo
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Profile Mame Branch1

YPN Connection Through: |WWANT First

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to

set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynaric IP Client (LAN to LANY,

IKE Authentication Method

Pre-Shared Key ssase

Re-type Pre-Shared Key [T1T1]
IPSec Security Method
Mediurm {AH)

Data will be authentic, but will not be encrypted.

High (ESP) Moes [aces [MaEs
Data will be encrypted and authentic.

[ Ok ] [ Cancel ]

Go to LAN-to-LAN. Click on one index number to edit a profile.

Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Call Direction ® poth O pial-out O Dial-In

Enable this profile [ always an

Idle Timeout 300 second(s)

[ Enable PING to keep alive
PING to the IP

Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.
If an IPSec-based service is selected, you should further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
connection.
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2. Dial-Out Settings
Type of Server I am calling
O 130N
O PRTP
@ IPSec Tunnel
O L2TP with IPSec Palicy

Dial Mumber for ISOM or
Server IP/Host Mame for WPN.
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

Link Type

Username

Password

PPP Authentication

on

W] Compression Off

IKE Authentication Method
® Pre-Shared key

IKE Pre-Shared Key

O Digital Signature{.5093

IPSec Security Method
® Medium{aH)
O High(ESP)

Index(1-15) in Schedule Setup:

Callback Function {CBCP)
[0 require Remata to Callback
[] Provide ISDM Humber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP

Address, Username, Password,

Dial-Out connection.

2. Dial-Out Settings
Type of Server I am calling
O 10N
@ PPTP
O 1psec Tunnel
O L2TP with IPSec Policy

Dial Mumber for ISDM or
Server IP/Host Name for WP,
{such as 8551234, draytek.com or 123.45.67.83)

220.135.240.210

connection.

PPP Authentication and VVJ Compression for this

Link Type

Usernarne draytek
Password LITIT]

PPP Authentication PAPICHAP ~
W] Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(,509)

IPSec Security Method
@ Medium{AH)
O HightESP)

Index{1-15) in Schedule Setup:

Gallback Function {CBGP)
[0 Require Remate to Callback
[ Provide ISDN Number to Remote

Set Dial-In settings to as shown below to allow Router B dial-in to build VPN

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.
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3. Dial-In Settings
Allowed Dial-In Type
[ 1sDM
O prTP
IPSec Tunnel
[ L2TP with IPSec Palicy

Specify ISDM CLID or Rernote WPN Gateway
Peer ISDN Number or Peer YPN Server [P
220.135.240.210

or Peer ID

Username
Passward

%1 Compression on Off

IKE Authentication Method
[lpre-shared key

IKE Pre-Shared Key

[pigital Signatura(®.509)

IPSec Security Method
Medium (AH)
High {ESP)

DES 3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Number

Callback Budget minuteds)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-1In Settings
allowed Dial-In Type
[ 13DM
PPTP
[ 1rsec Tunnel

[] L2TP with IPSec Policy

Specify ISOM CLID or Remote VPN Gateway
Peer ISDN Mumber or Pear YPN Server IP
220.135.240.210

aor Peer ID

7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router

Username draytek
Password ssane
Y] Compression ® on O Off

IKE Authentication Method
Pre-Shared key

Digital Signature(x.509)

IPSec Security Method
Medium (AH)
High (ESP)
DES 3DES AES

Callback Function {CBCP)
Enable Callback Function
Use the Following NMumber to Callback
Callback Mumber

Callback Budgst minutels)

A can direct the packets destined to the remote network to Router B via the VPN

connection.

4, TCP/IP Network Settings

My WAN IP 0.0.00
Femote Gateway P nooo
Remote Metwork IP 192.168.2.0

Remote Metwork Mask

More

255.255.255.0

RIFP Direction Disable v

From first subnet to remote network, you have to
do

Route +

Change default route to this ¥PM tunnel { Only
single WaM supports this )

[ oK

] [ Clear ] [ Cancel ]

Settings in Router B in the remote office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.
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2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol
Dial-In PPP

IP Address Assignment for Dial-In Users

PR PAP or CHAP + Start IP Address 192.168.2.200
asuthentication

E)EIL;IE)PPP Encryption Optional MPPE 3

Mutual suthentication (P&PY O ves @ MNo

Username

Passward

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to

set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access == IPSec General Setup

¥PN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAN).
IKE Authentication Method

Pre-Shared key [TTT1]

Re-type Pre-Shared Key [TTTT]
IPSec Security Method
Medium (4H)

Data will be authentic, but will not be encrypted.

High (ESP) MipEs [¥aces [ aEs
Data will be encrypted and authentic,

[ Ok ] [ Cancel ]

Go to LAN-to-LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Marme Branchi Call Direction ® Both O Dial-out O Dial-In
Enable this profile O always on
Idle Timeout 300 Secgnd(s)

¥PN Connection Through: | WWANT First v [ Enable PING to keep alive

PIMG to the IP

5.  Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
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connection.

2. Dial-Out Settings

Type of Server I am calling Link Type
) 1SDN Usermame
O PPTP

Password

® 1PSec Tunnel PPP Authentication

) L2TP with [PSec Policy V1 Comprassion on off

Dial Number for ISDM ar P
Server IP/Host Name far VPN, IKE Authentication Method

(such as 5551234, draytek.com or 123.45.67.85) @ Pre-Shared key

220.135.240.208 IKE Pre-Shared Key

> Digital Signature(x,503)

IPSec Security Method
@ Medium{4H)
& High(ESP)

Index(1-15) in Schedule Setup:

Gallback Function (CBGP)
[ require Remote to Callback
[0 Provide ISDN Mumber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, PPP Authentication and VVJ Compression for this
Dial-Out connection.

2. Dial-Out Settings

Type of Server 1 am calling

Link Type
O 150N Username draytek
® PRTR Password [TITT]
© IPSec Tunnel PPP Authentication PAPICHAR v
O L2TP with IPSec Paolicy 43 Compression @ on O off

Dial Number far ISDN ar N
IKE Authenticat Method
Server IP/Host Mame for WPN. uthentication Metho

(such as 5551234, draytek.com or 123.45.67.80) Pre-Shared Key
2201135 240 208

Digital Signature(x.509)

IPSec Security Method
@ Medium{aH)
QO High(ESP)

Index(1-15) in Schedule Setup:

Callback Function (CBCP})
[ reguire Remote to Callback
[ provide ISDN Number to Remote

6. Set Dial-In settings to as shown below to allow Router A dial-in to build VPN
connection.

If an IPSec-based service is selected, you may further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.
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3. Dial-In Settings
Allowed Dial-In Type
[ 1sDM
O ppTP
IPSec Tunnel
[0 L2TP with IPSec Policy

Specify ISON CLID or Remote ¥PN Gateway
Peer ISDN Mumber ar Peer YPN Server IP
220.135.240.208

or Peer ID

Usernarme
Passwaord
Off

%] Compression on

IKE Authentication Method

Pre-Shared Key

IKE Pre-Shared Key

[ bigital Signature(x.509%

IPSec Security Method
Mediurm (4H)
High (ESP)

DES 30ES AES

Callback Function {CBCP)
Enable Callback Function
Use the Following Number to Callback
Callback Number

Callback Budget minute(s)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-In Settings
Allowed Dial-In Type
[ 1s0M
PPTP
[ 1psec Tunnel
[ L2TP with IPSec Policy

Specify [SDN CLID or Remote VPN Gateway
Peer ISDN Mumber or Peer ¥PN Server IP
220.135.240.208

or Pear ID

7.

Username draytek
Password sssns
Y1 Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(x, 509}

IPSec Security Method
Medium (AH)
High (ESP)
DES

3DES AES

Callback Function {(CBCP)
Enable Callback Function
Use the Following Mumber to Callback

Callback Number

Callback Budget minute(s)

At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router

B can direct the packets destined to the remote network to Router A via the VPN

connection.

4. TCP/IP Network Settings

My WA TP 0.0.0.0
Remote Gateway IP 0.0oo
Remote Metwork 1P 192.168.1.0

255285 25510

haore

Remote Network Mask

RIP Direction Disable i
From first subnet to remote network, you have to
do
Route

Change default route to this YPN tunnel { Only
single YWaN supports this )

Ok

|

Clear l [ Cancel ]
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5.2 Create a Remote Dial-in User Connection Between the
Teleworker and Headquarter

The other common case is that you, as a teleworker, may want to connect to the enterprise
network securely. According to the network structure as shown in the below illustration, you

may follow the steps to create a Remote User Profile and install Smart VPN Client on the
remote host.

VPN Router
210.135.240.208

Remote Network
192.168.1.0

192.168.1.6 for IPSec

210.135.240.210 for
PPTP or L2TP

192.168.1.2 192.168.1.3

Settings in VPN Router in the enterprise office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup
PPP/MP Protocol IP Address Assignment for Dial-In Users

Dial-In PPP PAP or CHAP Start IP Address 192.168.1.200

Authentication
Dial-In PPP Encryption

(MPPE) | Optional MPPE ~|
mMutual suthentication (P&PY O ves @ Mo

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to

set general settings in IKE/IPSec General Setup, such as the pre-shared key that both
parties have known.
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VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynaric IP Client (LAN to LANY,

IKE Authentication Method

Pre-Shared kKey

Re-type Pre-Shared Key
IPSec Security Method
Medium (A4H)

Data will be authentic, but will not be encrypted.

High (ESP) [lpES

[l3pES BES

Data will be encrypted and authentic.

[ Ok ] [ Cancel ]

Go to Remote Dial-In Users. Click on one index number to edit a profile.

connection.

Set Dial-In settings to as shown below to allow the remote user dial-in to build VPN

If an IPSec service is selected, you may further specify the remote peer IP Address,
IKE Authentication Method and IPSec Security Method for this Dial-In connection.

Otherwise, it will apply the settings defined in IPSec General Setup above.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication
Enable this account

Idle Timeout 300 second(s)

Allowed Dial-In Type
[ rsom
O ppTP
IPSec Tunnel
[ L2TP with IPSec Palicy
Specify Remote Node
Remote Client IP or Peer ISDN Number

210.135.240.210

or Peer ID

Usernarme 297

Password

IKE Authentication Method
Pre-Shared Key

[ pigital signature {%.509)

IPSec Security Method

Medium (AH)
High (ESP)
DES 3DES AES
Local ID

(optional)

Callback Function

Check to enable Callback function
Specify the callback number
Callback Number

Check to enable Callback Budget Control

Callback Budget minute(s)

Lo ]

I [ Cancel I

If a PPTP service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
Enable this account

Idle Timeout 300 second(s)

Allowed Dial-In Type
[ 1soM

pPpTP

[ 1rsec Tunnel

[J L2TFP with IPSec Policy

Specify Remote Node
Remote Client IP or Peer [SDM Number

Username 297

Passward

IKE Authentication Method
Pre-Shared Key

[ Digital Signature (%.500)

IPSec Security Method

210.135.240.210 Medium (AH)
High (ESP)
or Peer ID bEs . -
Local 1D (optional)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Contral
Callback Budget rinute(s)

I Ok 1 [ Clear ] [ Cancel

Settings in the remote host:

1. For Win98/ME, you may use "Dial-up Networking" to create the PPTP tunnel to Vigor
router. For Win2000/XP, please use "Network and Dial-up connections™ or “Smart
VPN Client”, complimentary software to help you create PPTP, L2TP, and L2TP over
IPSec tunnel. You can find it in CD-ROM in the package or go to www.draytek.com
download center. Install as instructed.

2. After successful installation, for the first time user, you should click on the Step 0.
Configure button. Reboot the host.

3. In Step 2. Connect to VPN Server, click Insert button to add a new entry.

If an IPSec-based service is selected as shown below,

190 VigorPro5300 Series User's Guide



You may further specify the method you use to get IP, the security method, and
authentication method. If the Pre-Shared Key is selected, it should be consistent with

the one set in VPN router.

If a PPP-based service is selected, you should further specify the remote VPN server IP
address, Username, Password, and encryption method. The User Name and Password
should be consistent with the one set up in the VPN router. To use default gateway on
remote network means that all the packets of remote host will be directed to VPN
server then forwarded to Internet. This will make the remote host seem to be working

in the enterprise network.
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4.  Click Connect button to build connection. When the connection is successful, you will

find a green light on the right down corner.

5.3 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or VPN to check email and access internal database.
Meanwhile, children may chat on Skype in the restroom.

1. Go to Bandwidth Management>>Quality of Service.

Bandwidth Management >> Quality of Service

General Setup

. . Class Class Class UDP.
Index Status Bandwidth Directon 1 2 a Others Bandwidth
Control

WaMN1 Disable 10000Kbps/10000Kbps 25%  25%  25% 25% Inactive Setup
WANZ Disable 10000kbps/10000Kbps 25%  25%  25% 25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

2. Click Setup link for WAN1. Make sure the QoS Control on the left corner is checked.
And select BOTH as the Direction.

WAN1 General Setup
[*]Enable the QoS Control |OUT v

WARMN Inboun
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3. Return to previous page. Enter the Name of Index Class 1 by clicking Edit link. Type
the name “E-mail” for Class 1.

Bandwidth Management >> Quality of Service

Class Index #1

Mame Ermail

NO Status Local Address Remote Address lefSer_u Service Type
CodePoint
1® Active Ay Ay IP precedence 2 SMTP(TCP:25)

[Add | [Edit | [Delste]

[ 0] ] [ Cancel ]

4.  For this index, the user will set reserved bandwidth (e.g., 25%) for Email using
protocol POP3 and SMTP.

Bandwidth Management == Quality of Service

WAN1 General Setup
Enable the QoS Control [OUT +

WarN Inbound Bandwidth 10000 Khps
wan Outbound Bandwidth 10000 Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 o5
Class 2 25 o5
Class 3 25 o5
Others S
[ Enable UDP Bandwidth Control Limited_bandwidth Ratio 9%

[0 cuthound TCP ACK Prioritize

[ )24 ] [ Clear ] [ Cancel ]

5. Return to previous page. Enter the Name of Index Class 2 by clicking Edit link. In this
index, the user will set reserved bandwidth (e.g., 25%) for HTTP.

6. Click Setup link for WANL1.

Bandwidth Management == Quality of Service

General Setup

upp

Index Status Bandwidth Directon CIr:1|ss Clazss Clgss Others Bandwidth
Control
waML Disable 10000Kbps/10000Kbps 25%  25%  25% 25% Inactive Setup
WaNz2 Disable 10000Kbps/10000Kbps 25%  25% 25% 25% Inactive Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit

7. Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP
traffic of VoIP influent other application, and click OK.
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Bandwidth Management == Quality of Service

WAN1 General Setup

Enable the QoS Control

Wak Inbound Bandwidth 10000 Khps
Wak Outbound Bandwidth 10000 Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 %
Class 2 %
Class 3 %
athers I:I%
[ Enable UDP Bandwidth Cantral Limited_bandwidth Ratio I:I %

[0 outhound TCP ACK Prioritize

’ Ok ] [ Clear ] [ Cancel ]

8.  If the worker has connected to the headquarter using host to host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction), he may set up an index for it. Enter the
Class Name of Index 3. In this index, he will set reserve bandwidth for 1 VPN tunnel.

VPN Router E
%.135.240.208

VPN Tunnel

Private Network
192.168.1.0 Tosien a0 o

Us
Uy
Ty

9.  Click edit to open a new window.

Bandwidth Management == Quality of Service

Class Index #1

Mame Test |

NO Status Local Address Remote Address C[;TESPE;;:lt Service Type
1 Empty - = - -

[Add | [ Edit | [Delete |

[ Ok ] ’ Cancel ]

10. First, check the ACT box. Then click Edit of Local Address to set a worker’s subnet
address. Click Edit of Remote Address to set headquarter’s subnet address. Leave
other fields and click OK.
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Bandwidth Management >> Quality of Service

Rule Edit

O acT
Local Address

Rermote address

DiffSery CodePoint ARY hd

AMY v

Mote: Please choose/setup the Service Type first.

Service Type

’ Ok ] ’ Cancel

5.4 LAN - Created by Using NAT

An example of default setting and the corresponding deployment are shown below. The
default Vigor router private IP address/Subnet Mask is 192.168.1.1/255.255.255.0. The

built-in DHCP server is enabled so it assigns every local NATed host an IP address of
192.168.1.x starting from 192.168.1.10.

Internet

Public IP Address

Private Subnet
Router IP Address:192.168.1.1

DHCP Server

™

192.168.1.10 192.168.1.11

192.168.1.12 192.168.1.13

You can just set the settings wrapped inside the red rectangles to fit the request of NAT

usage.

LAN => General Setup

Ethernet TGP / IP and DHGP Setup

LAN IP Network Configuration
Far NAT Usage
1st IP Address 192.168.1.1

1st Subnet Mask 2652852650

For IP Routing Usage O Enable & Disable
2nd IP Address 192.168.2.1

2nd Subnet Mask 2652852650

[ 2nd Subnet DHCF Server |

RIP Protocol Control Disable hd

DHCP Server Configuration
@ Enable Server O Disable Server

Relay Agent: O 1st Subnet  2nd Subnet
Start IP Address 192.168.1.10
IP Pool Counts =0
Gateway IP Address 192.168.1.1
DHCP Server IP Address
for Relay Agent
DNS Server IP Address
[ Force DMS manual setting
Primary IP address 168.95.1.1

Secondary IP Address
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To use another DHCP server in the network rather than the built-in one of Vigor Router, you
have to change the settings as show below.

Internet

Public IP Address
220.135.240.207

Private Subnet
Router IP Address:192.168.1.1

Ty

192.168.1.22 192.168.1.11

DHCP Server

192.168.3.22 192.168.3.11

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

Gateway IP Address

LAMN IP Network Configuration DHCP Server Configuration
For NAT Usage (O Enable Server @ Disable Server
1st [P Address |192-15E‘-1-1 | Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask |256.265.265.0 | Start IP Address | |
For IP Routing Usage O Enable @ Disable IF Poal Counts I:I
znd [P Address 1192.168.2.1 | |
|

2nd Subnet Mask |255.255.255.D | DHCP Server IP Address

far Relay Agent
DMS Server IP Address

O Force DNS manual setting

i e
RIP Protocel Contral Primary IP Address  [168.95.1 1 |

Secondary IP address | |

| 2nd Subnet DHCF Server |
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5.5 Upgrade Firmware for Your Router

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools.

1.
2.
3.

Insert CD of the router to your CD ROM.
From the webpage, please find out Utility menu and click it.

On the webpage of Utility, click Install Now! (under Syslog description) to install the
corresponding program.

Please remernber to set as follows it your DrayT el Router

o Server [P Address : IP address of the PC that runs the 3yslog
o Port Mumber | Default value 514

Install Now! |

The file RTSxxx.exe will be asked to copy onto your computer. Remember the place of
storing the execution file.

Go to www.draytek.com to find out the newly update firmware for your router.

Access into Support Center >> Downloads. Find out the model name of the router and
click the firmware link. The Tools of Vigor router will display as shown below.

Tools Name Released Date Version 0s Support Model Download
Router Toals 211 252006 351 W S-vindmes All Model Zip
Srnart WP Client 18082006 326 ME-incd s Al Model zin
LFR 27/06/2008 1.0 ME-indais For Print Functian zin
TR 15i09/2005 28 Windows 200 0P For ISDM Madel zip
DialPlan 2601/2006 2.5_lite ME-indas ForvolP Madel zin

7. Choose the one that matches with your operating system and click the corresponding

link to download correct firmware (zip file).

8. Next, decompress the zip file.
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9. Double click on the icon of router tool. The setup wizard will appear.

]inﬂ‘ Setup - DrayTek Rounter Tools ¥3. 5.1 Elil@

Welcome to the DrayTek Router
Tools ¥3.5.1 Setup Wizard
Thig will install DrapT ek Router Tool: W3.5.7 on your computer,

It iz recommended that pou cloze all other applications before
continuing.

Click Mext to continue, or Cancel bo exit Setup.

[ Mest> |l Cancel ]

10. Follow the onscreen instructions to install the tool. Finally, click Finish to end the
installation.

11. From the Start menu, open Programs and choose Router Tools XXX >> Firmware
Upgrade Utility.

%, Firmware Upgrade Utility 3.5 1 A=l
Time Cuk{Sec, ) Router IP;
5 | [..]
Port Firrmware file:
69 [..]
Password:

12. Type in your router IP, usually 192.168.1.1.

13. Click the button to the right side of Firmware file typing box. Locate the files that you
download from the company web sites. You will find out two files with different
extension names, xxxx.all (keep the old custom settings) and xxxx.rst (reset all the
custom settings to default settings). Choose any one of them that you need.
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., Firmware Upgrade Utility 3.5.1 Mli=].3

Time Cuk{Sec, ) Router IP;

E | 19216811 ]

Port: Firmmare file:

63 | |Dii5500 SeriesiwPss00_twotrst| [ .. ]

Passwiord:

| e
14. Click Send.

). Firmware Upgrade Thlity 3.5.1

Timne Cuk{Sec.) Router IP;

s | |132.168.1.1 ]
Paort Firmware file:

63 | |Dt} 5500 SeriesiwPS500_twoLrst| [ .. ]
Password;

| | Abort

Sending. ..

O T T T I TITTITTIT] |

15. Now the firmware update is finished.

5.6 Request a certificate from a CA server on Windows CA

Server

9 User imports the certificate
as local certificate to Vigo
Router via Web GUI

CA ServerA

CA ServerB

o User requests a certificate
issued by CA Server Aand

Saves it.
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1. Goto Certificate Management and choose Local Certificate.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

MName Subject Status Modify
GEMERATE | [ MPORT | [ REFRESH

X509 Local Certificate

2. You can click GENERATE button to start to edit a certificate request. Enter the
information in the certificate request.

Certificate Management >> Local Certificate

Generate Certificate Request
Subject Alternative Name
Type Domain Marme

Dormain Name draytek.com

Subject Name
Country (C) Ty

State (ST)

Location (L)

Orginization {0} Draytek
Orginization Unit {OU}

Common Mame (CN)

Email (E) press@draytek. corn|

Key Type
Key Size

Generate

3. Copy and save the X509 Local Certificate Requet as a text file and save it for later use.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

MName Subject Status Modify
Local JC=TW/O=Draytek/emailaddress... Requesting
GEMERATE | [ MPORT ] [ REFRESH
X509 Local Certificate Request
————— BEGIN CERTIFICATE REQUEST--——-- ~

MNIIEjzCE+QIBADBOMswCOYDVOQSEwI UVaEQMA4GAIUEChMHRHThe XR1azELMAKG
AUECkNCUROx I AgBgkahkiGOwDECQEWESN lenZp YEVAEHIheXR layS bz 0wgZsw
DOYIKoZIhweNAQEEEQADgYOANIGT Ao GEANEmO6S+e0u+L£ 323 TeclTPS1CRIFuxgxw
K89UJEeqllh7rUThr £gF JoTkI0EQTp Wi/ wvivmwOEnkygl énnt zg9tBMAF iZ2diG
cDIZ0hTHIMOmpPOgqrPulegllEteloalhgV 1 Hovro JRE0OENF ABqe K Tr4NYLHh1bFH
MDkIEpdNOARp AgME AAGHAD ANBgkaghkiG9wlEAQUF ALOBgCOEphus 100nsr 26v2C2
egiln39FolPat hPrgHZolYF Ge DML CHGUVAvHAkQo 7ROLVt Kkg=s 17D 12 hPHESHgS0
P/D4zKQiJLTESmE+3 X3 ZdRy+IpsruzZTTEPEMRS3PhP3 USUYTr BLO 1 pNVQCGoh
JacquLf4Eph0VVgOgSad Ut EENu==
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4.

Connect to CA server via web browser. Follow the instruction to submit the request.
Below we take a Windows 2000 CA server for example. Select Request a Certificate.

Microsoft Cetificat

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.
Select a task:

CRetrieve the CA certificate or certificate revocation list

@Request a certificate

C Check on a pending certificate

Select Advanced request.

Microsoft Certificat vigor

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request

@ Advanced request

Select Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file

Import the X509 Local Certificate Requet text file. Select Router (Offline request) or
IPSec (Offline request) below.
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Then you have done the request and the server now issues you a certificate. Select Base
64 encoded certificate and Download CA certificate. Now you should get a certificate
(.cer file) and save it.

5. Back to Vigor router, go to Local Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vigor router. When finished, click refresh
and you will find the below window showing “------ BEGINE CERTIFICATE------..... ”

Certificate Management == Local Certificate

¥509 Local Certificate Configuration

MName Subject Status Modify
Local JC=Tw/O=Draytek/emailaddress... Mot valid et
GENERATE | [ IMPORT | [ REFRESH
¥509 Local Certificate Request
————— BEGIN CERTIFICATE REQUEST-—-—— ~

MIIEjzCE+QIBADEQMOswCOYDVOOGEwI UV zEQMA4GAIUEChMHRHIheXR1azELMAKG
AITECKMCUkOx I AgEgkahkiGOwOBCQEVEIN lenZpYaVAZHIheXRlaySiha0wgZswy
DOTIKoZ IhweNAQEBEQADGYOAMIGIACGEAMemQEe S+ 0u+E£ 523 7o L TPS1CEDF uxgxw
KE9UJEeqllh?rUThr £gF jo?kZ0EQTpWIgl/ wwivnwOEnkgl énnc eg9tENAFizdiG
cDIZOh7HIMCmpPOgr PuleglfEteloalhgVlNovro JREOENP AEEkYr4NYLMh1bFH
MDkIEpdMOLARp AgMEAAGYAD ANBykaghkiGIwlEAQUF AAOEgOEWphus 100nSr Z6y2 C2
egilniSFolPathProgHZolYFGeDMbCHGUY4vHAkQo7ROLVCEkgs 17D 12 hPHESHgS0
P/D4zKQiJLTESmE 43 g3 ZdRg+ I jpsruz ZTTEPEMRESS PhP 3 USUTTEELo 1 pNW QCGob
JaquLf4Xph0VVlgiad Tht EENy==

6. You may review the detail information of the certificate by clicking View button.

Mame : Local

Issuer : TC=LSICR=vigor

Subject : femailAddress=press@draytek comiC=TWO=Draytek
NSEL:EE::JE Alternative DMS: draytek.com

Yalid From Aug 30 23:08:43 2005 GMT

Yalid To : Aug 30 231747 2007 GMT
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5.7 Request a CA Certificate and Set as Trusted on Windows
CA Server

CA Server A CA ServerB

Int

9 User imports the certificate
as local certificate to Vigo
Router via Web GUI

o Userrequests a certificate
issued by CAServer Aand
Savesiit.

1. Use web browser connecting to the CA server that you would like to retrieve its CA
certificate. Click Retrive the CA certificate or certificate recoring list.
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2.  In Choose file to download, click CA Certificate Current and Base 64 encoded, and
Download CA certificate to save the .cer. file.

3. Backto Vigor router, go to Trusted CA Certificate. Click IMPORT button and
browse the file to import the certificate (.cer file) into Vigor router. When finished,
click refresh and you will find the below illustration.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Trusted CA-1 —— —
Trusted CA-2 - e
Trusted CA-3 —— —

[ MPORT | [ REFRESH |

4. You may review the detail information of the certificate by clicking View button.

Mame : Trusted CA-1

[s=uer ; FC=LEICMN=vigar

Subject fC=USICH=vigor
Nzﬁée::t alternative DMS: draytek.com
Yalid Fram Aug 30 23:08:43 2005 GMT
Yalid To Aug 30 221747 2007 GMT

Close

Note: Before setting certificate configuration, please go to System Maintenance >>
Time and Date to reset current time of the router first.
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Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
®  Pinging the router from your computer.

® Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

6.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “2.1 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

3. If not, it means that there is something wrong with the hardware status. Simply back to

“2.1 Hardware Installation” to execute the hardware installation again. And then, try
again.

6.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not
Sometimes the link failure occurs due to the wrong network connection settings. After trying

the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.
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For Windows

—l The example is based on Windows XP. As to the examples for other operation
El systems, please refer to the similar steps or find support notes in
www.draytek.com.

1. Go to Control Panel and then double-click on Network Connections.

2.  Right-click on Local Area Connection and click on Properties.

3. Select Internet Protocol (TCP/IP) and then click Properties.
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4.  Select Obtain an IP address automatically and Obtain DNS server address

automatically.

For MacOs

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure

IPv4.
860 Network
- N A =
Show All Di“spla‘vs Soum.j Neiw‘urk Startup Disk
Location: = Automatic ﬂ
Show:  Built-in Ethernet ﬂ
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet
Configure IPv4:  Using DHCP ﬂ
IP Address: 192.168.1.10 {_ Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)

Router: 192.168.1.1

DNS Servers

(Optional)

Search Domains

IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4

( Configure IPv6... )

(Optional)

@
oS

1 : :
J'{ Click the lock to prevent further changes. | Assistme... |

€ Apply Now )
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6.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 4.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP). The
DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192_168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. It the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. It the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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6.4 Checking If the ISP Settings are OK or Not

Click WAN>> Internet Access and then check whether the ISP settings are set correctly.

Click Details Page of WAN1/WAN2 to review the settings that you configured previously
WAN == Internet Access

Internet Access

Index Display Name

Physical Mode
WAL

Access Mode
Ethernet

Static ar Dynamic IP || Details Page
Ethernet

Mone

W A2 w

tatic or Dynamic [P
Mane
FPFaE

Static ar Dynarnic [P

For PPPoOE Users
1.

Check if the Enable option is selected.
2.

Check if Username and Password are entered with correct values that you got from
your ISP.
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WAN == Internet Access

WaN 1
PPPoE Client Mode
@ Enable O Disahle

ISP Access Setup

Usernarme admin
Password LTI}
Index{1-15) in Schedule Setup:

== , X X
ISDN Dial Backup Setup
Dial Backup Mode Mone hd

PPP/MP Setup

PPP Authentication PAF or CHARP +

Idle Timeout second(s)

IP Address Assignment Method
(IPCP) WA 1P Alias

Fixed IP: O ves @& Mo (Dynamic IP)
Fizxed IP Address

@ Default MAC Address

O Specify a MAC Address
MAC Address:

00 |50 | JFF {22 | .33 | .45

[ oK

] [ Cancel

For Static/Dynamic IP Users

1.
2.

Check if the Enable option is selected.

Check if IP address, Subnet Mask and Gateway are entered with correct values that

you got from your ISP.

WAN == Internet Access

WAN 1

Static or Dynamic IP {DHCP Client}
®Enable O Disable

Keep WAN Connection
[ Enable PING to keep alive
PIMG to the IP

PIMG Interval ] minute(s)

WAN Connection Detection
Mode ARP Detect v
Ping IFP
TTL:

RIP Protocol
[JEnable RIP

WAN IP Network Settings | YWAN IP Alias

(C Obtain an IP address automatically
Router Mame *

Domain Mame *
* 1 Required for some I5Ps

® specify an IP address

IP Address 172.16.3.229
Subnet Mask 25525500
Gateway [P Address 1721634

& Default MAC Address

O Specify a MAC Address
MAC Address:

0o |60 | Jf7F {22 |33 | |45

DMS Server IP Address
Primary IP Address

Secondary IP Address

] [ Cancel
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For PPTP Users
1. Check if the Enable option for PPTP Link is selected.

WAN >> Internet Access

WAN 1

PPTP Client Mode PPP Setup

®Enable O Disable PPP Authentication PAP or CHAP w

PPTP Server (1000133 Idle Timeout second(s)

IP Address Assignment Method

ISP Access Setup (IPCP)

Username Fixed I: O ves @& Mo (Dynamic IP)
Fixed IP Address

WAN IP Network Settings

! ! ! O Obtain an IP address autamatically
ISDM Dial Backup Setup

Password

Index(1-15) in Schedule Setup:

=>

® Specify an IP address

Dial Backup Mode Mane o IP address 10.0.0.150
Subnet Mask 2550.0.0
[ Ok ] [ Cancel ]

2.  Check if PPTP Server, Username, Password and WAN IP address are set correctly
(must identify with the values from your ISP).

6.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will loose all
settings you did before. Make sure you have recorded all useful settings
before you pressing. The password of factory default is null.

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance == Rehoot System

Reboot System

Do You want to reboot your router ?

® Using current canfiguration
0 Using factory default configuration
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Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

Factory

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

6.6 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to

support@draytek.com.
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For PPTP Users
1. Check if the Enable option for PPTP Link is selected.

WAN >> Internet Access

WAN 1

PPTP Client Mode PPP Setup

®Enable O Disable PPP Authentication PAP or CHAP w

PPTP Server (1000133 Idle Timeout second(s)

IP Address Assignment Method

ISP Access Setup (IPCP)

Username Fixed I: O ves @& Mo (Dynamic IP)
Fixed IP Address

WAN IP Network Settings

! ! ! O Obtain an IP address autamatically
ISDM Dial Backup Setup

Password

Index(1-15) in Schedule Setup:

=>

® Specify an IP address

Dial Backup Mode Mane o IP address 10.0.0.150
Subnet Mask 2550.0.0
[ Ok ] [ Cancel ]

2.  Check if PPTP Server, Username, Password and WAN IP address are set correctly
(must identify with the values from your ISP).

6.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will loose all
settings you did before. Make sure you have recorded all useful settings
before you pressing. The password of factory default is null.

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance == Rehoot System

Reboot System

Do You want to reboot your router ?

® Using current canfiguration
0 Using factory default configuration
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Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

Factory

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

6.6 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to

support@draytek.com.
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